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About Company

Dear Colleagues,

IRCOS has been operating on the Russian and international
markets more than 30 years and has a considerable experience
in developing and supplying automated spectrum monitoring
systems and their components for the benefit of the state and
private organization of the Russian Federation, as well as for other
countries.

Back then, we started from creating and supplying the first-
generation hardware with limited functionality based on imported
radio receiving equipment and in-house developed hybrid
processors. Now, we produce modern multifunctional and high-
performance equipment based on our in-house design and on
the basis of digital panoramic radio receivers and modules of
the ARGAMAK series. Each of our radio monitoring systems
has its users in law enforcement agencies, regulating authorities,
and security departments. Our Company’s technical means are
recognized and demanding not only in Russia but far outside.

Over the years of our existence:
+  We have built an efficient team of highly qualified employees

+ We have developed scientific and practical approach to design
of automated systems and technical radio monitoring means,
digital processing of radio signals

+ Based on the latest requirements to radio monitoring technical
means, we have implemented the full equipment production
cycle from developing hardware and software components
to putting them into operation on customer sites, providing
technical support and specialist training

+ We have developed and organized production of several
generations of various automated radio monitoring equipment,
and we are continuously updating the equipment and software
packages

«  Our company is not just a supplier of individual technical
means now, but a producer and supplier of automated systems
that ensure full-scale control of the entire aggregate of radio
monitoring functions and means at the level of a country,
region, district, institution and meet all the latest requirements
and recommendations

+  We have implemented a quality control system

+ We are continuously carrying out scientific and applied
research to improve the efficiency of our technical means.
The results of the research were reflected in seven doctoral

dissertations and eighteen master's dissertations defended by
our employees

+ The innovative character of our research and development
is confirmed by 22 Russian patents, 27 certificates of state
registration for computer programs; we issued more than 200
scientific and technical publications, 8 monographs, and 5 study
guides dedicated to designing and applying radio monitoring
systems, including the monographs: AUTOMATED SPECTRUM
MONITORING SYSTEMS AND THEIR COMPONENTS
(2nd edition, Goryachaya liniya-Telecom Edition. - 2022),
RADIOMONITORING: PROBLEMS, METHODS, AND
EQUIPMENT (4th edition, Goryachaya liniya-Telecom Edition -
2015), RADIO MONITORING: PROBLEMS, METHODS AND
EQUIPMENT (Springer, 2009) and «ADIO MONITORING.
AUTOMATED SYSTEMS AND THEIR COMPONENTS
(Springer, 2018)

« Our specialists are active participants in the work of
the Radiocommunication Sector of the International
Telecommunication Union (ITU); they prepared sixteen
contributions on behalf of the Russian Federation, and their
materials were included, among others, in ITU Handbook
“Spectrum Monitoring”.

+ A series of the company's products are certified as measurement
equipment, and methods of their usage are validated and
approved.

+  For the development of the radio monitoring equipment during
the period of 2002-2020, the company was awarded seven
Quality and Security Guarantee medals by INTERPOLITEX
International Forums and 6 first-degree medals by the Security
Technologies International Forum.

The solution of radio monitoring tasks indoor and out door is taking
place in the context of a sharply increased volume of operating
radio-electronic means, expansion of their range, transition to
new technologies of information transmission, and widespread
use of unmanned aerial vehicles (UAVs). Existing tools do not
fully solve arisen problems. There is a pressing need in significant
improvement of the performance characteristics of radio monitoring
equipment, expanding their functionality and areas of use.

The main goal of the company in the current conditions is the
development of Automated Spectrum Monitoring Systems (ASMS)
and their components to solve problems in the following directions:
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1. Measuring parameters of radio emissions from
broadcasting and communication stations, sources of
interference, monitoring their location and performing
other functions of radio frequency services in the interests
of the National Radio Spectrum Management System.

It main purpose is to provide information about the actual utilization
of radio frequency spectrum and locations of their sources,
parameters and identifiers of telecommunication systems, their
compliance with existing regulations and licenses. Within the scope
of this area, our company developed the ARMADA Automated
Spectrum Monitoring System during 2009-2011. The system
integrates radio monitoring means in a single network for radio
monitoring at the level of a country, region, city, and district. This
system corresponds the International Telecommunication Union
recommendations, has a cross-platform client-server architecture,
and incorporates Web technologies. ARMADA ASMS comprises
radio monitoring and measuring equipment and the ARMADA
software environment that ensures control of technical means,
storage of results, communication to external information systems.
The company has been supplying ARMADA ASMS and all of its
components since 2011, including control centers, as well as fixed,
mobile, portable, and manpack stations.

ARMADA ASMS was the basis of the automated system for radio
frequency spectrum monitoring which was used during the 27th
Summer Universiade that was held in the city of Kazan in July
2013. This system included a situation room that performed the
control center functions fixed remotely-controlled stations for radio
monitoring and direction finding, mobile measurement laboratories,
mobile radio monitoring stations, as well as manpack equipment.
Among the features of this system is the use of compact remotely-
controlled radio monitoring stations installed at the Universiade sites
for round-the-clock monitoring of the electromagnetic environment
and preventive protection of the most important frequency bands.

In 2018 National Automated Spectrum Monitoring System ARMADA
was supplied and implemented in a foreign country. Now it's
successfully operated.

This type of technical means is mostly used by radio frequency
services of the Russian Federation and other states, mobile
communication operators, long-distance radio monitoring services,
and so on. At the present time, ARMADA ASMS is enlarged with
new functions. Its components are becoming even more popular in
the Russian Federation and supplied to foreign customers.

2. Monitoring of emissions from radio communication
stations and active electronic equipment on the ground,
water surface and in airspace, including control channels,
telemetry, data transmission and radio communications,
located on unmanned and manned aerial vehicles.

The main purpose is detection of unauthorized radio emission
and localization of their sources in the areas of counterterrorism
operations, maneuvers and other locally performed operations,
along the borders and in cross-border regions, within a limited
enclosed territory, early detection and localization of UAVs
with active radio electronic means. The main consumers of the
equipment and software are law enforcement, regulatory, security,
and institutional agencies.

Engineers of IRCOS JSC have developed a family of fixed, mobile,
portable, and manpack technical means of radio monitoring afield,
on water surface and in air. Offered products are based on single-
channel and two-channel digital panoramic radio receiver of
ARGAMAK family with maximum simultaneous bandwidth of up to
24 MHz (Model 4) and 100 MHz (Model 5).

They solve problems of automated radio monitoring, detection
and automatic direction finding, reception, recording and technical
analysis of radio signals in real time and in post-processing mode:

+ Ground active radio electronic emitters, including stations of
radio communications and jammers

+ Active radio electronic equipment, including control channels,
telemetry, data transmission and radio communications,
located on unmanned and manned aerial vehicles

3. Detection of unauthorized radio emissions, assessment
of their degree of danger, localization of their sources
inside the premises of remote controlled objects
(national, regional and departmental levels), in
individual premises and vehicles.

The main purpose is detection of unauthorized radio emission,
identification and localization of their sources in the areas
of counterterrorism operations, maneuvers and other locally
performed operations, along the borders and in cross-border
regions, within a limited enclosed territory, as well as at premises
of a territory under control, in stand-alone buildings or vehicles.
The main consumers of the equipment and software are law
enforcement, regulatory, security, and institutional agencies.

As far as this area is concerned, our company has long-term
experience in supplying the systems for detection, direction
finding and localization of radio emission sources, equipment for
identification of radio emission in premises, control of efficiency
of data protection technical means, distant radio monitoring of
premises, as well as checking local zones and vehicles. These
technical means have been used successfully for many years in
the Russian Federation and abroad, and they are becoming even
more popular.

Sincerely yours,

IRCOS Director General
Doctor of Engineering
Anatoly Rembovsky
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All basic components of IRCOS hardware-software means and systems are designed and produced by the company itself. They include receiving

antennas, which are presented in this section.

AS-HP-HF, AS-HP1, AS-HP2, AS-HP5, AS-HP8 DF Antenna System are supplied as a part of hardware-software systems, which provide for
direction finding. ARC-MA2, ARC-A2M, ARC-A7A-3, ARC-A12, ARC-A171, ARC-A19, ARC-A21 , ARC-A29 can be supplied as independed units.

ARC-MA2

Small-Size Active HF Magnetic Antenna

Purpose:
e Receipt of HF signals.

ARC-MA2 Magnetic Antenna

Typical configuration:

o ARC-MA2 Magnetic Antenna inside radio transparent attache case

e Lead-in cable

e AC network power supply adapter.
Technical Specifications

Operating frequency range 0.009 - 30 MHz
Directional diagram Quazi-isotropic
Output impedance 50 Ohm
SWR, max 15
Output IP2, min. 50 dBm
Output IP3, min. 25dBm
Power supply voltage 9-16V
Current consumption, max. 200 mA
AC adapter power supply voltage (50 Hz) 230V £10%
Operating temperature range -20°C ... +55°C
Dimensions, max. 510x360x120 mm
Weight, max. 5kg

3200
22060 |

Fd] |

&, dByVim

200 |

1000
am a1 1 plv} 3
I. MHz

ARC-MA2 Quieting Sensitivity vs. Frequencies

The antenna calibration factor (K) is measured in [dB/m] and represents a proportion
between E & U, i.e. respectively between the field strength [dBpV/m] and the voltage on
antenna loaded output [dBpV]. E=U+K.

Antenna quieting sensitivity is the minimum level of signal at antenna input with the same
signal and noise levels at antenna output (as per GOST 24375-80)

ARC-A2M

Low-Profile Passive Indoor Antenna

Purpose:
e Receipt of VHF/UHF signals.

ARC-A2M Antenna

Typical configuration:
e ARC-A2M Low-Profile Indoor Antenna.

0.1 a 1 1 W a 500 1000 1500 2000 2500 3000
f, MHz f, MKz

ARC-MA2 Calibration Factor vs. Frequencies ARC-A2M Calibration Factor vs. Frequencies

WWW.ircos.ru info@ircos.ru




Phone: +7 495-615-7302, +7 495-615-0838, +7 495-615-0810

Technical Specifications

Operating frequency range 20 - 3000 MHz
Polarization Linear
Directional diagram Quazi-isotropic
Output impedance 50 Ohm
SWR 3 max.
Dimensions 280x280x15 mm

ARC-A7A-3

Broadband Active Antenna for Installation on Vehicle

Purpose:
e Receipt of VHF/UHF signals.

ARC-A7A-3 Antenna

Typical configuration:

e ARC-A7A-3 Antenna with antenna cable
e ARC-FP Power Filter with set of cables
e Carry bag for transportation
Options:

o AC network power supply adapter
Features:

e Magnetic base.

Technical Specifications

&, dBpVim
A
[=1
=4

~40.00

=45 .00

=50.00

] 500

1000 1500

I, MHzZ

2000

2500 3003

ARC-A7A-3 Quieting Sensitivity vs. Frequencies (within 1 Hz bandwidth)

ARC-A12

Wideband Passive Outdoor Antenna

Purpose:
e Receipt of VHF/UHF

signals.

ARC-A12 Antenna

Typical configuration:
e ARC-A12 Wideband Antenna

Operating frequency range 20-3000MHz| o |ead-in cable, 10 m long
Polarization Vertical | o Mast-mounting kit.
Directional diagram Quasi-isotropic in azimuth plane . .
Output impedance 50 Ohm Technical Specifications
SWR 3max. | | Operating frequency range 20 - 3000 MHz
Input IP2 40 dBm, min. | | Directional diagram Quazi-isotropic
Input IP3 32 dBm, min. | ['6ytput impedance 50 Ohm
ARC-FP power supply voltage 9-16 V SWR 3 max.
Current consumption 200 mA, max. Antenna socket bype Ntype
Operating temperature range -40°C...+55°C
Dimensions (height x diameter) 195x190 mm Dimensions 63547096 mm
Weight 1.25 kg, max
£0.00 40,00 —— e - — -
800 35,00
30,00 30,00 I
2400 2500 I
i 2000 éznm
¥ 1500 15,00 -
10,00 4 10,00
5.00 5.00
400 1 0,00 -
0 500 1000 1500 2000 2500 3000 0 500 1000 1500 2000 2300 300
f, MHz I, MHz

ARC-AT7A-3 Calibration Factor vs. Frequencies

ARC-A12 Calibration Factor vs. Frequencies
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ARC-A171 Directional diagram Quazi-isotropic
. A . . Output impedance 50 Ohm
Wideband Omni-Directional Active Antenna SR S
Input IP2 40 dBm, min.
Purpose: Input IP3 32 dBm, min.
e Receipt of VHF/UHF signals. Power supply voltage 9 14V
Current consumption 110+ 5mA
Operating temperature range -40°C ... +55°C
Dimensions 290%180%x140 mm, max.
Weight max. 0.8 kg
45,00
40,00
35,00
30,00
25,00
ARC-A17I Antenna :l 20,00
15.00
Typical configuration: 10,00 -
e ARC-A171 Wideband Omni-Directional Antenna 5.00
e Antenna cable of 5 m length with N-type connector. 0.00 .
o 500 1000 1500 2000 2500 3000
Options: 1. MHE
o ARC-FP Power Filter with set of cables. ARC-A17I Calibration Factor vs. Frequencies
Technical Specifications —
Operating frequency range 20 - 3000 MHz ]
Polarization Linear
26,00 4
£ 2000
E_-au.nn E
¥ 32,00 4
T +34,00 1
g 36,00 4
’ e 0 500 1000 1500 2000 2500 2000

1, MHz

N

ARC-A171 Quieting Sensitivity vs. Frequencies (within 1 Hz bandwidth)

e

—

0

Y

ARC-A19

St
i

Wideband Omni-Directional Active Antenna

&

P

N/

L& W

Purpose:
e Receipt of VHF/UHF/SHF signals.

Mounting of ARC-A171 on a mast ARC-A19 Antenna
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Typical configuration:

e ARC-A19 Wideband Omni-Directional Antenna
e Lead-in cable or bundle, 5 m long.

Options:

o ARC-FP Power Filter with set of cables.

Typical configuration:

o ARC-A21 Small-Size HF Active Receive Antenna.
e Lead-in cable, 5 m long.

Options:

e ARC-FP Power Filter with set of cables.

Features: Technical Specifications
e Separate outputs for 20-3000 MHz and 3-8 (18) GHz frequency ranges. Operating frequency range 0.009 - 30 MHz
Technical Specifications Polarization Linear
Operating frequency range (basic) 20 - 8000 MHz Directional diagram Quazi-isotropic
Operating frequency range (extended) 20 - 8000 MHz Output impedance 50 Ohm
Operating frequency range (maximum) 20-18000 MHz | | SWR 3 max.
Polarization Linear Input IP2 36 dBm, min.
Directional diagram Quazi-isotropic Input IP3 30 dBm, min.
Output impedance 50 Ohm Power supply voltage 12..18V
SWR 3 max. Current consumption 100 mA, max.
Input P2 36 dBm, min. Dimensions 710x415%110 mm, max.
Input IP3 30 dBm, min. Weight 1 kg, max
Power supply voltage 9..14V
Current consumption 150 mA, max.
Operating temperature range -40°C ... +55°C .
Dimensions without dielectric pole (height x diameter) 360x200 mm, max. &
Weight 2 kg, max. w0 ]
50 2 (o o é a5
00 \ P.r / MR / . o .'n
s | N TTTHASS TATTI
X I\
] b 2 ; ; !
o i e x . aliih] oot 21 a b0
7)) P ————— 1 I, MHz
00 - ARC-A21 Calibration Factor vs. Frequencies
0 e - -
e ®0 1l:n.| :f:w "rIm
ARC-A19 Calibratio-n F—actorvs. Frequencies :
Supplied only as a part of ARC-D19R system. E :
ARC-A21 § ’

Small-Size Active HF Receive Antenna

Purpose:
e Receipt of HF signals.

———

™~

ARC-A21 Quieting Sensitivity vs. Frequencies (within 1 Hz bandwidth)

ARC-A29

Broadband Active Antenna for Installation on Vehicle

Purpose:

ARC-A21 Antenna

o Receipt of VHF/UHF/SHF signals.

Typical configuration:

o ARC-A29 Wideband Omni-Directional Antenna.
e Lead-in bundle, 5 mlong.

Options:

e ARC-FP Power Filter with set of cables.

WWW.ircos.ru
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ARC-A29 Antenna
Features:

e Separate outputs for 20-3000 MHz and 1-8 GHz frequency ranges.
e Magnetic base.

Technical Specifications

Operating frequency range 20 - 8000 MHz
Polarization

Linear

Directional diagram Quazi-isotropic

- | =
Power supply voltage 9..14V Antenna Systems: AS-HP1 on tripod and carrying frame (left) and AS-HP2 on carrying frame
Dimensions (diameterxheight) 190%200 mm, max. (right)
Weight 1.4 kg, max Typical configuration:
Operating temperature range From -40°C to +55°c| @ Antenna system inside radome

e Lead-in cable

AS-HP-HF, AS-HP1, AS-HP5, AS-HP2, AS-HP8

DF Antenna Systems

Purpose:

e Receipt and direction finding of radio signals being a part of automatic
direction finders.

AS-HP-HF AS-HP1

Options:

e Vehicle luggage box with tools to mount the antenna system on a vehicle

e Tripod (mast) to mount the antenna system when operating at temporary
stops.

AS-HP8 Antenna System and ARGAMAK-2K7 Radio Receiver on tripod

WWW.ircos.ru info@ircos.ru
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Features:

Mast-mounted, vehicle-mounted

AS-HP1 and AS-HP2 can be mounted on special famed carried by operator
Small dimensions and ability to be quickly replaced

Integrated navigation equipment

Operation at stops and while moving.

Technical Specifications

Parameters AS-HP-HF  AS-HP1 AS-HPS AS-HP2 AS-HP8

Operating 1.5-30 | 110-3000 | 20-3000 |3000-8000 | 220 - 8000
frequency range MHz MHz MHz MHz MHz
Ground- Ground- Ground-
Operation modes Ground- Ground, Ground, Ground- Ground,
P Ground | Ground-Air, | Ground-Air, Ground Ground-Air,
Air-Ground | Air-Ground Air-Ground
Operator,
Tripod, tripod, Operator, Opgrator, Tripod,
Placement ) ) vehicle, tripod, )
vehicle vehicle, UAV / MAV vehicle vehicle
UAV | MAV
Within
range of
Operating Not 2105%001\1?02
elevation range o -40° .. +40° o] -156%..415° | 0°...+15°
(estimation) specified Within
range of
200:3000MHz
-40°...+40°
Power supply 21-32V
voltage
Sgr‘:vsirmption 20 W, max. 40 W, max.
g\i’x’r‘]’:ozftem 530x185 | 530x125 | 580x255 | 365x170 | 970x490
(diameter x height) mm mm mm mm mm
QZ:;’E{’amzftem 87kg | 44kg | 77k 34kg 30 kg
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Digital Radio Receivers

This section describes digital radio receiving units and tuners.

All basic component of the equipment manufactured by IRCOS are
designed and produced by the company itself. In 1999 the company
started manufacturing of proprietary professional digital radio receiving
equipment. The digital part of the devices is built on the software
defined radio (SDR) principle, while advanced digital signal processors,
programmable logic integral circuits, analog to digital converters are
used.

Digital radio receivers support basic operating frequency range from
9 kHz to 3000 MHz. This range can be further extended up to 8
or 30 GHz by means of internal or external signal frequency tuners:
ARC-PS8, ARC-PS9, ARC-PS330.

In 2011 the company started manufacturing of ARGAMAK radio receivers
with max. IF bandpass of 24 MHz and high sensitivity, linearity and
dynamic range.

In 2011 the company started manufacturing of ARGAMAK-VMO0 and
ARGAMAK-VM1 External Radio Receiving Units with 24 MHz bandwidth
provided for indoor and outdoor operation as a part of ARC-D19R Remote
Radio Monitoring System as well as other radio monitoring equipment.

In 2022 the company has started supplying new ARGAMAK-K (Model 5)
Digital Panoramic Radio Receiver (single-channel) and ARGAMAK-D11
(Model 5) Two-Channel Digital Panoramic Radio Receiver based on
ARC-PS7, ARC-PS8, ARC-PS9 Radio Receiving Modules with bandpass
of 100 MHz minimum at each channel. Key feature of the receiver is
high-speed automatic gain control with depth up to 90 dB. Application of
ARGAMAK-D11 in radio monitoring equipment, e.g. systems for revealing
the illegal radio emission sources, automatic direction finders, analyzers
of digital signals, systems of technical analysis significantly increases
their performance, expands functionality, primarily in the direction of
vector analysis of modulation parameters of broadband digital signals of
wireless data communication systems.

All ARGAMAK digital radio receivers provide for measuring, panoramic,
spectrum and vector signal analysis, make possible to find the service
parameters of telecommunication systems, such as APCO P25, DMR,
NXDN, dPMR, GSM, UMTS, LTE, 5G, 1S-95, cdma2000, EV- DO,
TETRA, DECT,DVB T/ T2/ H, DTMB, LoRaWAN, NB-IoT, as well
as short-range wireless communication networks like Wi-Fi, WiMAX,
Bluetooth (Classic and Low Energy), Zigbee, etc.

The measuring means ARGAMAK-IS, ARGAMAK-M have state
certificates of the measuring equipment type and certified methods, which
regulate measurement procedures, correspond to recommendations of
ITU-R SM.328, ITU-R SM.377, ITU-R SM.378, ITU-R SM.443, ITU-R
SM 1268, ITU-R SM.1880. Certification of ARGAMAK-IN Panoramic
Field Strength Meter and ARC-PS330 Frequency Range Extension
Module is carried out now.

ARGAMAK:-IN, ARGAMAK-IS and ARGAMAK-CS digital radio receiver
have functions of synchronization by signals of global navigation satellite
systems (GNSS) GPS/GLONASS, which allows implementing high
precision measurement of the frequency of the received signal.

ARGAMAK-IS digital radio receiver provides measurement of parameters
of DVB-T, DVB-T2, DTMB digital TV signals, including frequency
measurement. According to the certified measurement method, the
relative error of the frequency assessment does not exceed +5x10-'",
At this the error of the signal level measurement does not exceed
+1 dB, the error of the frequency bandwidth measurement does not

exceed £0,1%. The measurement error values meet the requirements
of GOST R 55696-2013, GOST R 5939-2014 and the current norms of
State Radio Frequency Committee of the Russian Federation.

The synchronization from GNSS implemented in the digital radio
receiver of ARGAMAK-IN, ARGAMAK-IS and ARGAMAK-CS enables to
determine time of signal arrival to receivers with a frequency up to 20-50
nsec, which allows in automated radio monitoring systems using of time-
difference of arrival (TDoA) methods for measurement of radio emission
source coordinates not requiring direction finding. This function improves
efficiency of automated systems.

One of the applications of ARGAMAK-D11, ARGAMAK-2K7 Two-Channel
Panoramic Radio Receiver is coherent correlative receipt of signals that
enables detection of weak signals under natural and industrial noises,
as well as signals within bandwidth of more powerful radio emissions.
Another application of two-channel receivers is radio monitoring afield,
including automatic direction finding. With AS-HP-HF, AS-HP1, AS-HP2,
AS-HP5, AS-HP8 replaceable antenna systems, their DF operating
frequency range is from 1.5 to 8000 MHz. ARGAMAK-D11 (Model 5) Two-
Channel Digital Panoramic Radio Receiver with AS-HP-HF, AS-HPS5,
AS-HP2 Antenna Systems provides for radio monitoring within frequency
range of 1.5 — 8 000 MHz by electronic switching of the antenna system,
no manual switch is required.

ARGAMAK-M Radio Receiver, ARC-CPS2M, ARC-CPS5 Radio
Receiving Units have small dimensions and weight. They can be used as
unified portable (manpack) devices for radio monitoring inside premises
or afield. Some of devices allow autonomous operation based on preset
task and further processing of operation results. The receivers can be
optionally supplied with integrated SSD to record 1/Q sapmles of signals.

Radio receivers manufactured by the company provide for transmitting
continuous time samples of received signals with bandwidth determined
by receiver bandwidth to external devices. For example, for compact
ARC-CPS2M maximum bandwodth of I/Q sample is 5 MHz, for
ARGAMAK-IN, ARGAMAK-1S, ARGAMAK-CS, ARGAMAK-M,
ARGAMAK-VMO, ARGAMAK-VM1 it is 24 MHz, for ARGAMAK-D11
(Model 4), ARGAMAK-2K7, ARC-CPS5 it's 40 MHz. For ARGAMAK-D11
(Model 5) it can reach 200 MHz.

IRCOS designs not only ready solutions but also provides user with
opportunity to design his own software and hardware for his individual
tasks. According to this, the company supplies ready-made radio
receiving units for both analogue and digital signal processing, as well as
radio receiving units to be integrated with the customer equipment that
enable selection and transfer of radio signals to intermediate frequency
and digital processing modules.
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ARGAMAK-IS
Panoramic Field Strength Meter

Certificate of Federal Agency for Technical Regulation and Metrology -
Approval of Measuring Equipment Type No. 90902-23 as of 27.12.2023.
Entered into State Register of Measuring Equipment, Reg. No 90902-23

Certificate of measurement procedure qualification No. 206,/000265/2011 as
01.02.2011. It is also registered in the Federal Metrology and Standardization

Foundation with No. ®P.1.38.2011.10001
Certificate of measurement procedure qualification No. 0001/POCC

COB 6.00095.2013 /2015 as 20.10.2015. It is also registered in the Federal

Metrology and Standardization Foundation with No. ®P1.35.2015.21788

Purpose:

Typical configuration: Operating frequency range 0.009-8000 MHz
e Radio receiving unit of ARGAMAK:-IS (max. simultaneous bandwidth 22 MHz, Sensiivity (with 3.125 kHz discreteness and 10 dB signal/noise 1 WV, max
operating frequency range 0,009-8000 MHz, high-stable reference frequency | ratio) L
generator) Single-signal spurious, Image and IF rejection:
e EFSU External Field Sensor Module + Within 0.009 - 3000 MHz range 80 dB, min
e AC network power supply unit + Within 3000 - 8000 MHz range 70 dB, min
e Control and display unit with SMO-PAI, SMO-STA, SMO-ASPD Software | Input IP2, attenuation off
Packages. + Within 0.009 - 30 MHz range 30 dBmW min.
Options: + Within 20 - 3000 MHz range 40 dBmW min.
e Measurement antenna set + Within 3000 - 8000 MHz range 30 dBmW min.
o Navigation and timing equipment GLONASS/GPS for location finding, | Input IP3, attenuation off
increasing of accuracy of the frequency measurement and synchronization of « Within 0.009 - 30 MHz range 0 dBmW min.
several units when joint operating. + Within 20 - 3000 MHz range 10 dBmW min.
e SMO-BS 3GPP Software Packagle for Autgmated Monitoring.of NB-IOT, - Within 3000 - 8000 MHz range 0 dBmW min.
GSM, UMTS, LTE, 5G Base Stations Certificate of state registration of Noise figure (with preamplifier on):
software packages No. 2025615525 o + Within 0.009 - 20 MHz range 15 dB, max.
e SMO-BS CDMA/EVDO Software Package for Automated Monitoring of Wit
. . . . . ithin 20 - 8000 MHz range 12 dB, max.
CDMA/EVDO Base Stations. Certificate of state registration of software , -
kaaes No. 2015662423 Intermgdulahon free dynamlc range (3rd and 2nd O(der) at '
packag ' o resolution not exceeding 16 kHz (with a spectrum discreteness 75 dB, min
e SMO-BS TRUNK Software Package for Automated Monitoring of DMR, | of 3,125 kHz)
dPMR, NXDN, APCO P25 and TETRA Network. Certificate of state [\iax bandpass at + 1.0 dB variation:
registration of software packages No. 2024665131 . ~ Within 0.009 - 5 MHz range 1 MHz, min.
e SMO-BS I?ECT Softy\{are Package for Automated Monitoring of DECT = Within 5 - 25 MHz range 2 MHz, min
Base Stations. Certificate of state registration of software packages Wit -
. ithin 25 - 110 MHz range 5 MHz, min.
No. 2015662411 + Within 110 - 220 MHz range 10 MHz, min
e SMO-BS Wireless Software Package for Automated Monitoring of short- Wihin 220 ~8000 MR g I —
range wireless networks (Wi-Fi, WiMAX, LoRaWan, Bluetooth, Zigbee). Ithin 220 - — 2 fange - Z, min.
Certificate of state registration of software packages No. 2025618779 Bandpass flatness within simultaneous bandwidth +1dB, max
e SMO-CT Software Package for Automated Monitoring of digital TV signals Relative frequency instability of the built-in reference generator max. +1x10°
(DVB-T/T2/H, DTMB). Certificate of state registration of software packages | Measured signal level range at antenna inputs:
No. 2015613938 + Within 0.009 - 1 MHz range 0-120 dBuV
o Software Development Kit. +_Within 1 - 30 MHz range 0- 130 dBuV
+ Within 1 - 3000 MHz range 0-140 dBuV
+ Within 3000 - 8000 MHz range 0-130 dBuV
Control interface Ethernet 1000BASE-T
External equipment control interface RS-485
DC supply voltage 10-32V
Power consumption 120 W, max.
Dimensions, max.:
+ Remote sensor unit @ 200x360 mm
+ Radio receiving unit 490x280%x150 mm

Measuring of electromagnetic field strength and radio signal parameters
within a broad frequency range

Panoramic spectrum analysis

Recording of radio signals and broadcasts

Technical analysis

Analysis of service parameters of communication and data transmission
systems: GSM, 1S-95, cdma2000, EV-DO, UMTS, LTE, 5G, LoRaWAN,
NB-loT, TETRA, DMR, dPMR, NXDN, APCO P25, DECT, Wi-Fi, WiMAX,
Bluetooth, Zigbee and DVB-T/T2/H, DTMB

Can be operated standalone as well as a part of fixed measuring stations
(ARCHA-IN), fixed measuring systems (ARGAMAK-ISN), mobile measuring
radio monitoring and direction finding stations (ARGUMENT-, and transportable
measuring radio monitoring and direction finding stations (ARCHA-IT).

Radio receiving unit of ARGAMAK-IS

Remote field sensor unit

Features:

e Connection and commutation of up to five external measuring antennae

e Highly accurate input attenuator from 0 to 60 dB attenuation range

e Signal level measuring range is 0 to +140 dBuV without external attenuators

e To prevent overloading in complicated electromagnetic environment, an
additional analogue path with 500 kHz bandwidth is used

e Low noise amplifier together with precise attenuator provides optimal
parameters of radio receiving path required for operation with any kind of

signal in complicated electromagnetic environment
e Socket for external reference generator.

Technical Specifications
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Weight:
* Remote sensor unit 2 kg, max
+ Radio receiving unit 10 kg, max
Operating temperature range:
+  forindoor equipment +5°C ... +45°C
+  for outdoor equipment (when measuring signal parameters) -40°C ... +55°C
+  for outdoor equipment (when measuring field strength) -20°C ... +55°C
Metrological Specifications
Limits of allowable relative error of sine signal level measurement:
+  for switched antenna inputs +1dB
+ atIFinput +0.5dB
Limits of allowable relative error of field strength measurement
(AK means measuring antenna calibration factor error):
+ using external field sensor unit +3dB
+ using external measuring antennas +(1+AK) dB
Error of power flux density of radio signal electromagnetic field
(AK means measuring antenna calibration factor error):
+ when using the integrated field sensor +3dB

+ when using switch inputs for external antennas

+(1,5+AK) dB

+ when using switch inputs for external antennas with

calibration +(0,5+4K) dB
Relative error of pon-modulated signal and AI\/!-signaI frequency max. +1x109
measurement (without GNSS-based synchronization)
Relative error of pon-modulated signal and IAM'-signaI frequency max. £5x10-1"
measurement (with GNSS-based synchronization)
Frequency measurement error for signals with broadband
frequency modulation (broadcast stations) max. 10 Hz
Relative frequency measurement error for signals with narrow-band "
frequency modulation max. +10
Eoerl]a-lggﬁ g:g?;n;gurlgﬁgiltr:“rxr%nt error for digital signals with max. £2x107
Relative frequenc_y measurement error for digital signals with max. +1x10°
coherent modulation (MMS, FMn)
Frequenc_:y measurement error fpr digital signals without specific +5 kHz max.
frequencies and with the bandwidth above 300 kHz '
Bandwidth measurement error using X dB method max. 5%
Bandwidh measurement error for 8/2 method max. 5%
Amplitude modulation factor measurement error max. 7%
Frequency deviatiqn measurement error for signals with max. +5%
frequency modulation
Error of FMn signal frequency distribution measurement max. 5%
Modulation rate measurement error max. 1%
Relative error of sub-carrier frequency for stereo FM broadcasting max. +10°°
ﬂgait:u(r); r?-::nlable error of frequency channel occupancy max. +1%
Error of digital TV signal level measurement +1 dB, max.
Central frequency measurement error for signals of digital TV
single-frequency network, when GNSS-base synchronizing of max. 5x10°"!
internal reference generator
Reference bandwidth measurement error for digital TV signal max. £0.1%

ARGAMAK-IN

Panoramic Field Strength Meter

Purpose:

e Measuring of electromagnetic field strength and radio signal parameters

within a broad frequency range
Panoramic spectrum analysis

Recording of radio signals and broadcasts
Technical analysis

Analysis of service parameters of communication and data transmission
systems: GSM, 1S-95, cdma2000, EV-DO, UMTS, LTE, 5G, LoRaWAN,
NB-loT, TETRA, DMR, dPMR, NXDN, APCO P25, DECT, Wi-Fi, WiMAX,
Bluetooth, Zighee and DVB-T/T2/H, DTMB.

Radio receiving unit of ARGAMAK-IN

Typical configuration:

Radio receiving unit of ARGAMAK:-IN (max. simultaneous bandwidth 22 MHz,
operating frequency range 0,009-8000 MHz)

EFSU External Field Sensor Module

AC network power supply unit

Control and display unit with SMO-PAI, SMO-STA, SMO-ASPD Software
Packages.

Options:

ARC-PS330 Frequency Range Extension Module (8 — 30 GHz)
Measurement antenna set

Navigation and timing equipment GLONASS/GPS for location finding,
increasing of accuracy of the frequency measurement and synchronization
of several units when joint operating.

SMO-BS 3GPP Software Package for Automated Monitoring of NB-IoT,
GSM, UMTS, LTE, 5G Base Stations Certificate of state registration of
software packages No. 2025615525

SMO-BS CDMA/EVDO Software Package for Automated Monitoring of
CDMA/EVDO Base Stations. Certificate of state registration of software
packages No. 2015662423

SMO-BS TRUNK Software Package for Automated Monitoring of DMR,
dPMR, NXDN, APCO P25 and TETRA Network. Certificate of state
registration of software packages No. 2024665131

SMO-BS DECT Software Package for Automated Monitoring of DECT
Base Stations. Certificate of state registration of software packages No.
2015662411

SMO-BS Wireless Customized Software for Automated Monitoring of short-
range wireless networks (Wi-Fi, WiMAX, LoRaWan, Bluetooth, Zigbee).
Certificate of state registration of software packages No. 2025618779
SMO-CT Customized Software for Automated Monitoring of digital TV signals
(DVB-T/T2/H, DTMB). Certificate of state registration of software packages
No. 2015613938

Software Development Kit.

Features:

Can be operated standalone as well as a part of Portable Radio Network
Analyzers
Protected design
Powering from vehicle on-board network
Battery-run operation up to four hours
Option to connect antenna rotator
Operation of the single field strength meter in motion provides for
localization of base stations with the following techniques:

+ TDOA, amplitude and hybrid localization methods for GSM, UMTS,

LTE-FDD/TDD, 5G NR cellular communication standards

+ Amplitude localization methods for other communication standards

Socket for external reference generator.

Technical Specifications

Operating frequency range

0.009-8000 MHz

Number of receiving channels 1
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Standing Wave Ratio (SWR) at antenna input with input

Limits of allowable relative error of sine signal level measurement:

resistance 50 Ohm 3 + by antenna inputs +1dB
Sepsitivity (with 3.125 kHz discreteness and 10 dB signal/noise 1V, max. + atIFinput +0.5dB
rafio) : Limits of allowable relative error of field strength measurement
Phase noise level when mistuning at 10 kHz -100 dBs/Hz, max. (AK means measuring antenna calibration factor error):
Noise figure (with preamplifier on): «using external field sensor unit +3dB
+__ Within 0.009 - 30 MHz range 15 dB, max. +  using external measuring antennas +(1+AK) dB
+ Within 20 - 8000 MHz range 12.dB, max. | | Error of power flux density of radio signal electromagnetic field
Input IP2, attenuation off (AK means measuring antenna calibration factor error):
+ Within 0.009 - 30 MHz range 30 dBmW min. + when using the integrated field sensor +3dB
+ Within 20 - 3000 MHz range 40 dBmW min. +  when using switch inputs for external antennas +(1,5+AK) dB
+ Within 3000 - 8000 MHz range 30 dBmW min. . whgn u§ing switch inputs for external antennas with +(0,5+0K) dB
Input IP3, attenuation off 0 dBmW min. calibration '
Attenuation 0-30dB max. £5x10%;
Central frequency of IF analogue output 70 MHz Relative error of pon-modulated signal and AM-signaI frequency | max. £1x10°° with an
— measurement (without GNSS-based synchronization) external reference
Max. bandpass at + 1.0 dB variation: generator (EFG)
:  Within 0.009 - 5 MHz range 1 MHz, min. Frequency measurement error for signals with broadband .
+ Within 5 - 25 MHz range 2MHz, min| | frequency modulation (broadcast stations) max. £10 Hz with EFG
+ Within 25 - 110 MHz range 5 MHz, min. Relative frequency measurement error for signals with narrow-band max. +1x10°7;
« Within 110 - 220 MHz range 10 MHz, min | | frequency modulation max. +1x10°® with EFG
« Within 220 - 8000 MHz range 22 MHz, min. Relative frequency measurement error for digital signals with max. +5x107;
Receiver tuning resolution 1Hz non-coherent modulation (FMn) max. +2x107 with EFG
Relative frequency measurement error for digital signals with max. £5x107;

Parameters of external reference generator input:

+  Frequency

10 MHz; 12,8 MHz

coherent modulation (MMS, FMn)

max. +1x108 with EFG

Frequency measurement error for digital signals without specific

+ Level 0+3 dBm
Panorama spectrum analysis rate when scanning over 220 - 3000 MHz .
. . 10 GHz/s, min
frequency range (with 12.5 kHz spectrum discreteness)
Minimum duration of single signal detected within simultaneous 1us

bandwidth (receiver tuning frequency doesn't change)

Types of recorded data

Spectrum, time,
signal sampling (I/Q)

Continuous recording time

Depends on the

measurement

frequencies and with the bandwidth above 300 kHz 25 kHz, max.
Bandwidth measurement error using X dB method max. 5%
Bandwidh measurement error for /2 method max. 5%
Amplitude modulation factor measurement error max. 7%
fi;ztzjt;r;y rgggljggznmeasurement error for signals with max. +5%
Error of FMn signal frequency distribution measurement max. +5%
Modulation rate measurement error max. +1%
Relative error of sub-carrier frequency for stereo FM broadcasting max. +10°
Limits of allowable error of frequency channel occupancy max. +1%

storage volume
Maximum 1/Q bandwidth 22 MHz
1/Q output interface Ethernet 1G
External equipment control interface RS-485
DC supply voltage 10-30V
\oltage of AC power supply 90-250 V
Power consumption 40 W, max.
Dimensions, max.:
+ Remote sensor unit @ 200x360 mm
+ Radio receiving unit 355x270x195 mm
Weight of radio receiver 7 kg, max
Continuous battery run-time 4 hours, min.
Operating temperature range of radio receiving unit:
+ When measuring field strength +5°C ... +45°C
+ When battery operated -20°C ... +35°C
Operating temperature range of external field sensor unit:
+  When measuring signal parameters -40°C ... +55°C
+  When measuring field strength -20°C ... +55°C
Relative humidity at 25°C max. 98%
Maximum altitude above-sea level 4500 m
Metrological Specifications
Operating frequency range 9kHz - 8 GHz
Limits of allowable relative error of sine signal frequency
measurement:
+ when external frequency standard is used Depends on
frequency standard
+ when external frequency standard is not used +5x108
Limits of signal level measuring at switched antenna inputs:
. :1; 10’\23230 MHz" input within the range from 0.009 from 0 to 100 dByV
+at"0.009...30 MHz" input within the range from 1to 30 MHz | from 0 to 110 dBuV
+ at"20...3000 MHz" input from 0 to 110 dBuV

+ at*2.4...8 GHz" input

from 0 to 110 dBuV

ARGAMAK-CS

Digital Panoramic Radio Receiver

Purpose:

e Panoramic spectrum analysis

e Recording of radio signals and broadcasts
e Radio signal technical analysis
[ ]

Evaluation of electromagnetic field strength and radio signal parameters

within a broad frequency range

e Analysis of service parameters of communication and data transmission
systems: GSM, 1S-95, cdma2000, EV-DO, UMTS, LTE, 5G, LoRaWAN,
NB-loT, TETRA, DMR, dPMR, NXDN, APCO P25, DECT, Wi-Fi, WiMAX,

Bluetooth, Zigbee and DVB-T/T2/H, DTMB.

Typical configuration:

e Radio receiving unit of ARGAMAK-CS (max. simultaneous bandwidth

24 MHz, operating frequency range 0.009-8000 MHz)
e AC network power supply unit

Radio receiving unit of ARGAMAK-CS
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Control and display unit with SMO-PA, SMO-STA, SMO-ASPD Software
Packages.

Options:

High-stable reference frequency generator

ARC-AT7A-3 Vehicle-Mounted Magnetic-Based Wideband Active Antenna
ARC-A171 Wideband Omni-Directional Active Antenna for Radio Monitoring
ARC-PS330 Frequency Range Extension Module (2.4 - 30 GHz)
Navigation and timing equipment GLONASS/GPS for location finding,
increasing of accuracy of the frequency measurement and synchronization
of several units when joint operating.

SMO-BS 3GPP Software Package for Automated Monitoring of NB-1oT,
GSM, UMTS, LTE, 5G Base Stations Certificate of state registration of
software packages No. 2025615525

SMO-BS CDMA/EVDO Software Package for Automated Monitoring of
CDMA/EVDO Base Stations. Certificate of state registration of software
packages No. 2015662423

SMO-BS TRUNK Software Package for Automated Monitoring of DMR,
dPMR, NXDN, APCO P25 and TETRA Network. Certificate of state
registration of software packages No. 2024665131

SMO-BS DECT Software Package for Automated Monitoring of DECT
Base Stations. Certificate of state registration of software packages
No. 2015662411

SMO-BS Wireless Customized Software for Automated Monitoring of short-
range wireless networks (Wi-Fi, WiIMAX, LoRaWan, Bluetooth, Zigbee).
Certificate of state registration of software packages No. 2025618779
SMO-CT Customized Software for Automated Monitoring of digital TV
signals (DVB-T/T2/H, DTMB). Certificate of state registration of software
packages No. 2015613938.

Features:

Can be operated standalone as well as a part of ARCHA-IN Fixed Measuring
Remote-Controlled Stations, ARGAMAK-CSN System of Recoding and
Technical Analysis, ARGUMENT-I, Mobile Measuring Radio Monitoring and
Direction Finding Station, and transportable radio monitoring and technical
analysis system

Connection and commutation of up to five passive and two active external
antennae

Attenuator providing the ability of input signal control within 0 - 60 dB range.
Socket for external reference generator.

Technical Specifications

Operating frequency range

0.009-8000 MHz

Single-signal spurious, Image and IF rejection:

+  Within 0.009 - 3000 MHz range

80 dB, min

+ Within 3000 - 8000 MHz range

70 dB, min

Phase noise level of heterodyne when mistuning at 10 kHz:

+ Within 0.009 - 30 MHz range

-100 dBs/Hz, max.

+ Within 20 - 3000 MHz range

-100 dBs/Hz, max.

+ Within 3000 - 8000 MHz range

-90 dBs/Hz, max.

Input IP2, attenuation off:

+ Within 0.009 - 30 MHz range 30 dBmW min.

+ Within 20 - 3000 MHz range 40 dBmW min.

+ Within 3000 - 8000 MHz range 30 dBmW min.
Input IP3, attenuation off:

+ Within 0.009 - 30 MHz range 0 dBmW min.

+ Within 20 - 3000 MHz range 10 dBmW min.

+ Within 3000 - 8000 MHz range 0 dBmW min.
Relative frequency instability of the built-in reference generator max. +5x107
Typical retuning time 2ms

Parameters of external reference generator input:

+  Frequency

10 MHz; 12,8 MHz

o Level

03 dBm

Demodulator bandwidth

250 kHz, 100 kHz,
50 kHz, 12 kHz, 6 kHz

Receiver sensitivity in AM mode 1.5 pV, max.
Receiver sensitivity in FM (narrow) mode 0.8 uV, max.
Demodulation types AM, FM, SSB, FT
Panorama spectrum analysislrate when scanning over 220 - 10 GHzls. min
3000 MHz frequency range (with 12.5 kHz spectrum discreteness) '

Minimum duration of single signal detected within simultaneous 1us

bandwidth (receiver tuning frequency doesn't change)

Types of recorded data

Spectrum, time,
signal sampling (1/Q)

Continuous recording time

Depends on the
storage volume

Maximum 1/Q bandwidth 24 MHz
1/Q output interface Ethernet 1G
External equipment control interface RS-485
DC supply voltage 10-30V
\oltage of AC power supply 90-250 V
Power consumption 70 W, max.
Dimensions, max. 490%280%x150 mm
Weight 10 kg, max
Operating temperature range -20°C ... +45°C
Relative humidity at 25°C max. 98%
Maximum altitude above-sea level 4500 m

of 3.125 kHz)

Number of receiving channels 1
Standing Wave Ratio (SWR) at antenna input with input 3

) max.
resistance 50 Ohm
Type of antenna input connectors N
Maximum allowable input voltage 140 dBpV
Sensitivity (with 3.125 kHz discreteness and 10 dB signal/noise

) 1V, max.
ratio)
Noise figure (with preamplifier on):

+ within 0.009 - 30 MHz range 15 dB, max.

+ within 20 - 8000 MHz range 12 dB, max.
Level evaluation range 130 dB, min
Intermodulation free dynamic range (3rd and 2nd order) at
resolution not exceeding 16 kHz (with a spectrum discreteness 75 dB, min

Attenuation 0-60dB, incr1dB
IF-input 70 MHz
Max. simultaneous bandwidth (bandpass) at +3.0 dB variation:
+  Within 0.009 - 5 MHz range 1 MHz, min.
+ Within 5 - 20 MHz range 2 MHz, min
+ Within 20 - 110 MHz range 5 MHz, min.
+ Within 110 - 220 MHz range 10 MHz, min
+  Within 220 - 8000 MHz range 24 MHz, min
Additional analog bandwidth 0.5 MHz
Receiver tuning resolution 1Hz

ARGAMAK-D11 (Model 5)

Two-Channel Digital Panoramic Radio Receiver

Used as central unit of multi-functional ARC-D11
Radio Monitoring System

Purpose:

Two-channel coherent receipt of radio signals

Spectrum and correlation analysis

Radio signal recording and technical analysis

Radio signal parameter evaluation

Detecting the facts of unauthorized radio emissions search indoor, inside
transport means and afield

Analysis of service parameters of communication and data transmission
systems: GSM, 1S-95, cdma2000, EV-DO, UMTS, LTE, 5G, LoRaWAN,
NB-loT, TETRA, DMR, dPMR, NXDN, APCO P25, DECT, Wi-Fi, WiMAX,
Bluetooth, Zighee and DVB-T/T2/H, DTMB

Wire network monitoring

Automatic direction finding of active radio signal sources

External radio monitoring of extended facilities

Search for intermodulation interferences.
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ARGAMAK-D11 (Model 5)

Typical configuration:

ARGAMAK-D11 (Model 5) Two-Channel Digital Panoramic Radio Receiver
(simultaneous bandwidth up to 24 MHz, frequency range 0.009-3000 MHz)
Control and display unit with SMO-PA,/PPK, SMO-DX, SMO-STA,
SMO-ASPD Software Packages.

Options:

Extension of operating frequency range (integared single-channel frequency
down-converter in first channel of the receiver) up to 30 GHz

ARC-PS330 Frequency Range Extension Module (2.4 - 30 GHz), external
AS-HP-HF, AS-HP1, AS-HP5, AS-HP2, AS-HP8 DF Antenna Systems
Network probes for monitoring of wire networks

SMO-BS 3GPP Software Package for Automated Monitoring of NB-IoT,
GSM, UMTS, LTE, 5G Base Stations Certificate of state registration of
software packages No. 2025615525

SMO-BS CDMA/EVDO Software Package for Automated Monitoring of
CDMA/EVDO Base Stations. Certificate of state registration of software
packages No. 2015662423

SMO-BS TRUNK Software Package for Automated Monitoring of DMR,
dPMR, NXDN, APCO P25 and TETRA Network. Certificate of state
registration of software packages No. 2024665131

SMO-BS DECT Software Package for Automated Monitoring of DECT
Base Stations Certificate of state registration of software packages
No. 2015662411

SMO-BS Wireless Software Package for Automated Monitoring of short-
range wireless networks (Wi-Fi, WiMAX, LoRaWan, Bluetooth, Zigbee).
Certificate of state registration of software packages No. 2025618779
SMO-CT Software Package for Automated Monitoring of digital TV signals
(DVB-T/T2/H, DTMB). Certificate of state registration of software packages
No. 2015613938

Cross Talk Detection Software Package:

Features:

Coherent reception and processing of radio signals by two channels
Additional analog bandwidths for operation in complicated electromagnetic
environment

1/Q sampling of received radio signals withing 200 MHz bandwidth
High-speed AGC with regulated range up to 90 dB

Option to connect three DF antenna system simultaneously: AS-HP-HF,
AS-HP2, AS-HP5 or AS-HP8 (DF frequency range of 1.5 - 8000 MHz)
Internal battery run operation within min. 30 minutes

Operation with external reference generator

GNSS-based synchronization option

Integrated antenna input switch.

Technical Specifications

Operating frequency range:

+ in basic configuration 0.009-8000 MHz

+ Extended design 0.009-30000 MHz

Number of independent receiving channels:

+  within 0.009 - 8000 MHz range 2

+ within 8000 - 30000 MHz range 1

Max. simultaneous bandwidth (bandpass) at +3.0 dB variation:

+  within 0.009 - 30 MHz range 30 MHz

+ within 80 - 30000 MHz range 100 MHz

Attenuation:

+ within 0.009 - 30 MHz range 0-60dB, incr1dB

+ within 20 - 3000 MHz range 0-60dB, incr1dB

+ within 3000 - 8000 MHz range 0-30dB, incr 1dB

+ within 8000 - 18000 MHz range 0,5-35dB, incr 1dB

+  within 18000 - 30000 MHz range 0,10-35dB, incr 1 dB

Signal level evaluation ranges at antenna inputs:

+within 0.009 - 3000 MHz range from 0 to 130 dBuV
+ within 3000 - 30000 MHz range from 0 to 120 dBuV
Noise figure (with preamplifier on) for unswitched inputs:
+ within 0.009 - 30 MHz range 15 dB, max.
+ within 20 - 3000 MHz range 10 dB, max.
+ within 3000 - 18000 MHz range 14 dB, max.
+ within 18000 - 24500 MHz range 16 dB, max.
+ within 24500 - 30000 MHz range 22 dB, max.
Single-signal dynamic range, taking into account the gain control
at resolution not exceeding 16 kHz (with a spectrum discreteness
of 3.125 kHz)
+within 0.009 - 18000 MHz range 95 dB, min
+ within 18000 - 30000 MHz range 90 dB, min
Intermodulgtion free dyngmic range (3rd a_md 2nd order) at resolution 75 dB. min
not exceeding 16 kHz (with a spectrum discreteness of 3.125 kHz) '
Central frequency of IF analogue input (depending on analysis 153.6/ 187.5 MHz

bandwidths)

Additional analog bandwidths:

+ within 0.009 - 30 MHz 2 MHz, 300 kHz

+ within 20 - 30000 MHz 80 MHz, 24 MHz,

1.2 MHz

Receiver tuning resolution 1Hz
Single-signal spurious, Image and IF rejection:

+  within 0.009 — 8000 MHz 80 dB, min

+ within 8000 — 18000 MHz 70 dB, min

+  within 18000 — 30000 MHz 45 dB, min

Phase noise level of heterodyne when mistuning at 10 kHz

+  within 0.009 — 30 MHz -120 dBs/Hz, max.

+ within 20 — 1000 MHz -110 dBs/Hz, max.

+  within 1000 — 3000 MHz -105 dBs/Hz, max.

+ within 3000 - 8000 MHz -100 dBs/Hz, max.

+  within 8000 — 18000 MHz -95 dBs/Hz, max.

+ within 18000 — 30000 MHz -90 dBs/Hz, max.

Input IP3, attenuation off

+ within 0.009 - 30 MHz 20 dBmW min.
+  within 20 — 3000 MHz 10 dBmW min.
+ within 3000 - 30000 MHz 0 dBmW min.
GNSS-based synchronization yes
Relative frequency instability of the built-in reference generator
+ When no GNSS-based synchronization max. £5x10°8
+ When GNSS-based synchronization max. +2x1010
AGC adjustment depth 90 dB, min
Parameters of external reference generator input:
+  Frequency 10 MHz,12.8 MHz
+ Level 0+3 dBm
Search and detection of the radio signals
Rate of panorama spectrum analysis with max. 16 kHz resolution
(at spectrum discreteness max. 3.125 kHz) within frequency range 60 GHz/s, min
of 20 - 8 000 MHz
Minimgm duratign of sin_gle signal detected within simultaneous 1us
bandwidth (receiver tuning frequency doesn't change)
Receiver sensitivity in AM mode 1.5 uV, max.
Receiver sensitivity in FM (narrow) mode 0.8 uV, max.
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Radio Channel Monitoring, Technical Analysis and Broadcast
Recording

Types of recorded data signa?zz(r:r:;:ir:g’; t('{?g)
Continuous recording time zfoprzggsvzrutmhz
Maximum 1/Q bandwidth

+  Continuous 100 MHz

+  Fragments 200 MHz
1/Q output interface Ethernet 1G

Demodulated signal recording
Demodulator bandwidth 250, 100, 50, 12, 6, 3 kHz
Receiver sensitivity in AM mode 1.5 uV, max.
Receiver sensitivity in FM (narrow) mode 0.8 uV, max.
Receiver tuning discrete 1Hz
Demodulation types AM, FM, SSB, FT
Operating Parameters

Control interface Ethernet 1G
External equipment control interface RS-485
DC supply voltage 10-32V
\oltage of AC power supply 90-250 V
Power consumption (with completely charged battery, no
external units connected) 100W
Sgr;t)l(rt\éjrcr)‘tz LE);litttse::yo ::]ne (t:ltrzg)(wnh completely charged battery, 0.5 hour, min
Dimensions, max. 580x610x245 mm
Weight 18 kg, max
Operating temperature range (without battery) -40°C ... +55°C
Relative humidity at 25°C max. 98%
Maximum altitude above-sea level 4500 m
Degree of protection with pluggable connectors connected IP52
Degree of protection when case closed IP65

ARGAMAK-D11 (Model 4)

Two-Channel Digital Panoramic Radio Receiver

Used as central unit of ARC-D11 Multi-Functional System

Purpose:

e Two-channel coherent receipt of radio signals
Spectrum and correlation analysis
Radio signal recording and technical analysis
Radio signal parameter evaluation

Detecting the facts of unauthorized radio emissions search indoor, inside
transport means and afield

Analysis of service parameters of communication and data transmission
systems: GSM, 1S-95, cdma2000, EV-DO, UMTS, LTE, 5G, LoRaWAN,
NB-loT, TETRA, DMR, dPMR, NXDN, APCO P25, DECT, Wi-Fi, WiMAX,
Bluetooth, Zighee and DVB-T/T2/H, DTMB

Wire network monitoring

Automatic direction finding of active radio signal sources

External radio monitoring of extended facilities

Search for intermodulation interferences.

Typical configuration:

ARGAMAK-D11 (Model 4) Two-Channel Digital Panoramic Radio Receiver
(simultaneous bandwidth up to 24 MHz, frequency range 0.009-3000 MHz)
Control and display unit with SMO-PA,/PPK, SMO-DX, SMO-STA,
SMO-ASPD Software Packages.

Options:

ARC-PS330 Frequency Range Extension Module (2.4 - 30 GHz)

Network probes for monitoring of wire networks

SMO-BS 3GPP Software Package for Automated Monitoring of NB-IoT,
GSM, UMTS, LTE, 5G Base Stations Certificate of state registration of
software packages No. 2025615525.

SMO-BS CDMA/EVDO Software Package for Automated Monitoring of

ARGAMAK-D11 (Model 4)

CDMA/EVDO Base Stations. Certificate of state registration of software
packages No. 2015662423.

SMO-BS TRUNK Software Package for Automated Monitoring of DMR,
dPMR, NXDN, APCO P25 and TETRA Network. Certificate of state
registration of software packages No. 2024665131

SMO-BS DECT Software Package for Automated Monitoring of DECT Base
Stations Certificate of state registration of software packages No. 2015662411
SMO-BS Wireless Software Package for Automated Monitoring of short-
range wireless networks (Wi-Fi, WiMAX, LoRaWan, Bluetooth, Zigbee).
Certificate of state registration of software packages No. 2025618779
SMO-CT Software Package for Automated Monitoring of digital TV signals
(DVB-T/T2/H, DTMB). Certificate of state registration of software packages
No. 2015613938

Cross Talk Detection Software Package

Features:

Coherent reception and processing of radio signals by two channels each
with 24 MHz bandwidth

Additional analog bandwidth of 500 kHz for operation in complicated
electromagnetic environment

1/Q sampling of received radio signals withing 40 MHz bandwidth

Option to connect DF antenna system: AS-HP-HF, AS-HP2, AS-HP5 or
AS-HP8 (DF frequency range of 1.5 - 8000 MHz)

Operation with external reference generator

Built-in switches.

Technical Specifications

Operating frequency range

0.009-8000 MHz

Number of receiving channels 2

Standing Wave Ratio (SWR) at antenna input with input
resistance 50 Ohm

3 max.

Signal level evaluation range at antenna inputs

from 0 to 120 dBuV

Maximum allowable input voltage 130 dBuVv
Sensitivity (with 3.125 kHz discreteness and 10 dB signal/noise ratio) 1 uV, max.
Non-switched input noise factor:
+ within 0.009 - 30 MHz range 15 dB, max.
+  within 20 - 3000 MHz range 12-15dB
+ within 3000 - 8000 MHz range 16 dB, max.
Single-signal dynamic range, taking into account the gain
control at resolution not exceeding 16 kHz (with a spectrum 80 dB, min

discreteness of 3.125 kHz)
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Intermodulation free dynamic range (3rd and 2nd order) at
resolution not exceeding 16 kHz (with a spectrum discreteness
of 3.125 kHz)

75 dB, min

Attenuation

0-30dB, incr1dB

Central frequency of IF analogue input and output 70 MHz
Additional analog bandwidth 0.5 MHz
Receiver tuning resolution 1Hz
Single-signal spurious, Image and IF rejection:
+ Within 0.009 - 3000 MHz range 70 dB, min
+ Within 3000 - 8000 MHz range 70 dB, min

Phase noise level of heterodyne when mistuning at 10 kHz

+ Within 0.009 - 30 MHz range

-100 dBs/Hz, max.

+ Within 20 - 8000 MHz range

-95 dBs/Hz, max.

+ Within 1000 - 3000 MHz range

-85 dBs/Hz, max.

+ Within 3000 - 8000 MHz range

-80 dBs/Hz, max.

Input IP2, attenuation off
+ Within 0.009 - 30 MHz range 30 dBmW min.
+ Within 20 - 3000 MHz range 40 dBmW min.
+ Within 3000 - 8000 MHz range 30 dBmW min.
Input IP3, attenuation off
+  Within 0.009 - 30 MHz range 0 dBmW min.
+ Within 20 - 3000 MHz range 0 dBmW min.
+ Within 3000 - 8000 MHz range 0 dBmW min.
Relative frequency instability of the built-in reference generator max. £5x107

Parameters of external reference generator input:

+  Frequency 10 MHz; 12,8 MHz
+ Level 043 dBm
Search and detection of the radio signals
Rate of panorama spectrum analysis with max. 16 kHz
resolution (at spectrum discreteness max. 3.125 kHz) within 20 GHz/s, min
frequency range of 220 - 8 000 MHz
Minimgm duratiqn of sin_gle signal detected within simultaneous 1us
bandwidth (receiver tuning frequency doesn't change)
Receiver sensitivity in AM mode 1.5 uV, max.
Receiver sensitivity in FM (narrow) mode 0.8 uV, max.

Radio Channel Monitoring, Technical Analysis
Recording

and Broadcast

Max. simultaneous bandwidth (bandpass) at +3.0 dB variation:

+ Within 0.009 - 5 MHz range 1 MHz, min.
+  Within 5 - 20 MHz range 2 MHz, min
+ Within 20 - 110 MHz range 5MHz, min.
+  Within 110 - 220 MHz range 10 MHz, min
+ Within 220 - 8000 MHz range 24 MHz, min

Types of recorded data

Spectrum, time,
signal sampling (I/Q)

Continuous recording time

Depends on the
storage volume

Maximum 1/Q bandwidth

40 MHz

Control and 1/Q output interface

Ethernet 1G

Demodulated signal recording

Demodulator bandwidth

250, 100, 50, 12, 6 kHz

Receiver sensitivity in AM mode 1.5 pV, max.
Receiver sensitivity in FM (narrow) mode 0.8 uV, max.
Receiver tuning discrete 1Hz
Demodulation types AM, FM, SSB, FT
Operating Parameters
External equipment control interface RS-485
DC supply voltage 10-15V
\oltage of AC power supply 90-250 V
Power consumption (with full charged batteries), max. 70W
Continuous battery run-time 0.5 hour, min
Dimensions, max. 490x400x200 mm
Weight 12 kg, max.
Operating temperature range 0°C ... +45°C
Relative humidity at 25°C max. 98%

Maximum altitude above-sea level 4500 m
Degree of protection with pluggable connectors connected IP52
Degree of protection when case closed IP65

ARGAMAK-2K?7

Two-Channel Panoramic Radio Receiver

Purpose:

Two-channel coherent receipt of radio signals

Spectrum and correlation analysis

Radio signal recording and technical analysis

Radio signal parameter evaluation

Detecting the facts of unauthorized radio emissions search indoor, inside
transport means and afield

Analysis of service parameters of communication and data transmission
systems: GSM, 1S-95, cdma2000, EV-DO, UMTS, LTE, 5G, LoRaWAN,
NB-loT, TETRA, DMR, dPMR, NXDN, APCO P25, DECT, Wi-Fi, WiMAX,
Bluetooth, Zighee and DVB-T/T2/H, DTMB

Automatic direction finding of active radio signal sources

External radio monitoring of extended facilities

Search for intermodulation interferences.

Typical configuration:

ARGAMAK-2K7 Digital Panoramic Radio Receiver (simultaneous bandwidth
up to 24 MHz, frequency range 0.009-3000 MHz)

AC and vehicle on-board power unit with charger

Control and display unit with SMO-PPK, SMO-STA, SMO-ASPD Software
Packages.

Options:

AS-HP1 Antenna System for automatic direction finding within 110 -
3000 MHz, with integrated navigation equipment

AS-HP2 Antenna System for automatic direction finding within 3 - 8
GHz, with integrated navigation equipment

AS-HP5 Antenna System for automatic direction finding in 20 - 3000 MHz
range (mobile and fixed operation modes), with integrated navigation
equipment

AS-HP8 Antenna System for automatic direction finding in 220 - 8000 MHz range
(mobile and fixed operation modes), with integrated navigation equipment
AS-HP-HF Antenna System for automatic direction finding in 1.5 - 30 MHz range
(mobile and fixed operation modes), with integrated navigation equipment
SMO-KN Software Package for mapping and navigation Certificate of state
registration of software packages No. 2015613830

SMO-BS 3GPP Software Package for Automated Monitoring of NB-IoT,
GSM, UMTS, LTE, 5G Base Stations Certificate of state registration of
software packages No. 2025615525

SMO-BS CDMA/EVDO Software Package for Automated Monitoring of
CDMA/EVDO Base Stations. Certificate of state registration of software
packages No. 2015662423

SMO-BS TRUNK Software Package for Automated Monitoring of DMR,

ARGAMAK-2K7
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dPMR, NXDN, APCO P25 and TETRA Network. Certificate of state [inimum duration of single signal detected within simultaneous
registration of software packages No. 2024665131 bandwidth (receiver tuning frequency doesn't change) 1hs
e SMO-BS DECT Software Package for Automated Monitoring of DECT Spectrum, time,
Base Stations. Certificate of state registration of software packages | TYPes of recorded data signal sampling (1/Q)
No. 2015662411 . o Depends on the
e SMO-BS Wireless Software Package for Automated Monitoring of short- | Continuous recording ime st(?rage volume
range wireless networks (Wi-Fi, WiMAX, LoRaWan, Bluetooth, Zigbee). | Maximum 1/Q bandwidth 40 MHz
Certificate of state registration of software packages No. 2025618779 Control and 1/Q output interface Ethernet 1G
e SMO-CT Software Packag.e.for Automated Monitqring of digital TV signals  ['External equipment control interface RS-485
(DVB-T/T2/H, DTMB). Certificate of state registration of software packages ['pcsupply voltage 10-32V
No. 2015613938. Voltage of AC power supply 90-250 V
Features: Power consumption (with full charged batteries), max. 40w
e Internal battery run operation within min. 4 hour Continuous battery run-time
e Additional analog bandwidth of 500 kHz for operation in complicated +  Single battery supply 2 hour, min
electromagnetic environment + Two battery supply 4 hour, min
o Small weight and dimensions of the unit Dimensions, max. 330x270x195 mm
e Low power consumption: (max. 30 W when batteries are fully loaded) Weight 7 kg, max
. thion to be operated as a part of ARTIKUL-H1 Manpack Automatic Direction - ['5oerating temperature range 20°C ... +55°C
Finder. Relative humidity at 25°C max. 98%
Technical Specifications Maximum altitude above-sea level 4500 m
Operating frequency range 0.009-3000 MHz Degree of protection with pluggable connectors connected IP65
Number of receiving channels 2
Sta'nding Wave Ratio (SWR) at antenna input with input 3 max. ARGAMAK-K (model 5)
resistance 50 Ohm . ) . .
Maximum allowable input voltage 130 dBpV Digital Panoramic Radio Receiver
Sensitivity (with 3.125 kHz discreteness and 10 dB signal/noise ratio) 1 4V, max.
Noise figure (with preamplifier on) Purpose:
+within 0.009 - 30 MHz range 15dB, max.| e Outdoor/indoor radio monitoring applications
+  within 20 - 3000 MHz range 12dB, max.| e Radio signal recording and technical analysis
Single-signal dynamic range, taking into account the gain e Panoramic spectrum analysis
control at resolution not exceeding 16 kHz (with a spectrum 110dB, min| e Radio signal parameter evaluation
discreteness of 3.125 kHz) e Receipt and decoding of service data transmitted by radio signals of modern
Intermodulation free dynamic range (3rd and 2nd order) at resolution 75 dB. min digital communication systems: 2/3/4/5G, CDMA (IS-95, cdma2000, EV-DO),
not exceeding 16 kHz (with a spectrum discreteness of 3.125 kHz) ' DECT, TETRA, DMR, APCO P25, dPMR, NXDN, NB-loT, LoRaWan, Wi-Fi,
Attenuation 0-304dB, incr 1dB WiMAX, Bluetooth, ZigBee; as well as digital TV: DVB-T/T2/H, DTMB.
IF-input : — 1OMHzf Typical configuration:
Max. smultaneous bandwidth (bandpass) ot +3.0 dB variation: —{ o+ ARGAMAK-K (model 5) Digital Panoramic Radio Receiver (simultaneous
+ Within 0.009 - 5 MHz range 1 MHz, min. .
~Within 5 20 MHz range Vi bandwidth up t.o 100 MHz, frequency range 0.009-8000 MHz)
— — e Control and display unit with SMO-PA, SMO-STA, SMO-ASPD Software
+  Within 20 - 110 MHz range 5 MHz, min. Packages.
+  Within 110 - 220 MHz range 10 MHz, min Obtions:
+ Within 220 - 3000 MHz range 24 MHz, min p ) ' )
Additional analog bandwidth 05MHz| ® Extension of operating frequency range up to 30 GHz
Receiver tuning resolution Thz| ® ARC-PS330 Frequency Range Extension Module (2.4 - 39 GHZ), external
Single-signal spurious, Image and IF rejection 70 mn| ® SMO-BS 3GPP Software Packag.e for Autgmated Monltormglof NB-IoT,
, — GSM, UMTS, LTE, 5G Base Stations Certificate of state registration of
Phase noise level of heterodyne when mistuning at 10 kHz
+ Within 0.009 - 30 MHz range -100 dBs/Hz, max software packages No. 2025615525
— ——1 e SMO-BS CDMA/EVDO Software Package for Automated Monitoring of
*_Within 20 - 1000 MHz range -9 dBsfHiz, max CDMA/EVDO Base Stations. Certificate of state registration of software
+ Within 1000 - 3000 MHz range -85 dBs/Hz, max. packages No. 2015662423
Input IP2, attenuation off e SMO-BS TRUNK Software Package for Automated Monitoring of DMR,
+_ Within 0.009 - 30 MHz range 30 dBmW min. dPMR, NXDN, APCO P25 and TETRA Network. Certificate of state
+ Within 20 - 3000 MHz range 40 dBmW min. registration of software packages No. 2024665131
Input IP3, attenuation off e SMO-BS DECT Software Package for Automated Monitoring of DECT
+ Within 0.009 - 30 MHz range 0 dBmW min. Base Stations Certificate of state registration of software packages
+ Within 20 - 3000 MHz range 0 dBmW min. No. 2015662411
Relative frequency instability of the built-in reference generator max. +5x107| @ SMO-BS Wireless Software Package for Automated Monitoring of short-
Parameters of external reference generator input; range wireless networks (Wi-Fi, WiMAX, LoRaWan, Bluetooth, Zigbee).
~ Frequency 10 MHz, 12.8 MHz Certificate of state registration of software packages No. 2025618779
T Level 0=3dem| ©® SMO-CT Software Packagle.for Automated Monltqung of digital TV signals
Demodulator bandwidih 250,100, 50, 12, 6 kHz (DVB-T/T2/H, DTMB). Certificate of state registration of software packages
Receiver sensitivity in AM mode 1.5 pV, max. No. 2015613938
y UV,
Receiver sensitivity in FM (narrow) mode 0.8 pV, max. Common functions:
Demodulation types AM, FM, SSB, FT| e 1/Q recording including with preliminary multi-channel filtering
Panorama spectrum gnalysis rate when scanni,?g over 220 - 3000 MHz 20 GHs. min ° Paqoramic spectrum analysis wjthin operating frequency range or within
frequency range (with 12.5 kHz spectrum discreteness) ’ arbitrary numbers of frequency intervals

e Detection of radio signals based on different algorithms
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e Evaluation of radio signal parameter (central frequency, level, bandwidth, [petected signal minimum duration (detection sensitivity for short
modulation parameters etc.) signals becomes worse as duration decreases) 14
e Automatic classification (modulation, communication standard etc.) and Radio Channel Monitoring, Technical Analysis and Broadcast
identification of radio emissions Recording
e Filtering of detected radio signal list based on different criteria | Max. analysis bandwidth at + 3.0 dB variation:
(classification results, technical parameters, detection time etc.) « Within 0.009 - 30 MHz range 30 MHz
e Demodulation of radio signals with analogue modulation (AM, FM, PM, SSB) » Within 20 - 30000 MHz range 100 MHz
with option to record and palyback of recorded LF-signal by control unit Spectrum, time
e Synchronization of internal time by GNSS signals Types of recorded data signal sampling (/Q)
e Receipt and decoding of service data transmitted by radio signals of modern . — Depends on the
digital communication systems: 2/3/4/5G, CDMA (1S-95, cdma2000, EV-DO), | Continuous recording time storage volume
NB-loT, LoRaWan,DECT, TETRA, DMR, APCO P25, dPMR, NXDN, Wi-Fi,  [Viaximum 1/Q bandwidth Up to 100 MHz
WiMAX, Bluetooth, ZigBee; as well as digital TV: DVB-T/T2/H, DTMB Demodulated signal recording
e Joint operation of systems (when commum.catl.on equipment is available), Demodulator bandwidth 250,100, 50, 12, 6, 3 kHz
e.g. as a part of Automated Spectrum Monitoring Systems. Recelver sensitivity in AM mode 1.5 4V, max.
Feat‘.{rGS: . o ) Receiver sensitivity in FM (narrow) mode 0.8 pV, max.
o Additional analgg baqu|dths of 80, 24 and 1.2 MHz for operation in complicated  [Ro-=r tuning discrete 1Hz
electromagnetic environment Demodulation types AM, FM, SSB, FT

I/Q sampling of received radio signals withing 100 MHz bandwidth
High-speed AGC with regulated range up to 90 dB
Internal battery run operation within min. 60 minutes ARGAMAK-M

Operation with external reference generator Panoramic Measuring Receiver
GNSS-based synchronization option.

Technical Specifications Certificate of Federal Agency for Technical Regulation and Metrology -
Approval of Measuring Equipment Type RU.C.35.018.A No. 71667 as
of 26.10.2018. Entered into State Register of Measuring Equipment,

Operating frequency range:

+ in basic configuration 0.009-8000 MHz Reg. No. 72878-18
+ Extended design 0.009-30000 MHz Certificate of Measurement Procedure Qualification No. 002/2013. Certified
Noise figure (with preamplifier on): by Autonomus nonprofit organization "IMOB" in 11.10.2013
+ within 0.009 - 30 MHz range 15dB, max.| pu rpose:
+_ within 20 - 8000 MHz range 10dB, max | o Measuring of electromagnetic field strength and radio signal parameters
+ within 8000 - 18000 MHz range 14 dB, max. e Panoramic spectrum analysis
* within 18000 - 24500 MHz range 16dB. max. | o Analysis of service parameters of communication and data transmission
+_ within 24500 - 30000 MHz range 22 dB, max. systems: GSM, 1S-95, cdma2000, EV-DO, UMTS, LTE, 5G, LoRaWAN,
Spurious, Image and IF rejection: NB-loT, TETRA, DMR, dPMR, NXDN, APCO P25, DECT, Wi-Fi, WiMAX,
*__ within 0.009 - 8000 MHz range 80 dB, min Bluetooth, Zigbee and DVB-T/T2/H, DTMB
+ within 8000 - 18000 MHz range 70dB, min| e Recording of radio signals and broadcasts
+ within 18000 - 30000 MHz range 45dB, min| e Technical analysis
Phase noise level of heterodyne when mistuning at 10 kHz: e Operation stand-alone as well as a part of manpack measuring radio
«  within 0.009 = 30 MHz -120 dBs/Hz, max. monitoring and direction finding system: ARC-RP3M and ARC-NKA5I.
+  within 20 - 1000 MHz -110 dBs/Hz, max.| Typical configuration:
*_within 1000 — 3000 MHz -105dBslHz, max. | o Receiving and processing unit of ARGAMAK-M (max. simultaneous
+ _ within 3000 - 8000 MHz -100 dBs/Hz, max. bandwidth 22 MHz, operating frequency range 0,009 — 3000 MHz) with
+  within 8000 — 18000 MHz -95 dBs/Hz, max. built-in battery
+ within 18000 — 30000 MHz -90 dBs/Hz, max.| e AC network power supply unit
Intermodula_tion free dyngmic range (3rd qnd 2nd order) at resolution 7588 mnl ©® Control and display unit with SMO-PAI, SMO-STA, SMO-ASPD, SMO-RP
not exceeding 16 kHz (with a spectrum discreteness of 3.125 kHz) ' Software Packages.
Sta.nding Wave Ratio (SWR) at antenna input with input Options:
resistance 50 Ohm: .
~ wihin 0.009-8000 MHz range 25max| © High-stable external reference generator
~within 8 000 - 30 000 MHz range 35max| © Measurementantenna set
Input IP3, attenuation off
+  within 0.009 - 30 MHz 20 dBmW min.
+ within 20 - 3000 MHz 10 dBmW min.
+  within 3000 - 30000 MHz 0 dBmW min.
Max. simultaneous bandwidth (bandpass) at +3.0 dB variation:
+ within 0.009 - 30 MHz range 30 MHz
+ within 20 - 30000 MHz range 100 MHz
Additional analog bandwidths:
+  within 0.009 - 30 MHz 2 MHz, 300 kHz
+ within 20 - 30000 MHz B0z, 24 Ttk
Search and detection of the radio signals
Rate of panorama spectrum analysis with max. 16 kHz resolution
(at spectrum discreteness max. 3.125 kHz) within frequency range 60 GHz/s, min
of 20 - 8 000 MHz
Sensitivity with 3.125 kHz discreteness depending on the frequency 0.8-1.5uV

ARGAMAK-M

WWW.ircos.ru info@ircos.ru




Phone: +7 495-615-7302, +7 495-615-0838, +7 495-615-0810

ARGAMAK-M with directional antennas and Smartphone as control and display unit

e ARC-KNV3M External Remote-Controlled Frequency Down-Converter
(24 -8 GHz)

e SMO-BS 3GPP Software Package for Automated Monitoring of NB-IoT,
GSM, UMTS, LTE, 5G Base Stations Certificate of state registration of
software packages No. 2025615525

e SMO-BS CDMA/EVDO Software Package for Automated Monitoring of
CDMA/EVDO Base Stations. Certificate of state registration of software
packages No. 2015662423.

e SMO-BS TRUNK Software Package for Automated Monitoring of DMR,
dPMR, NXDN, APCO P25 and TETRA Network. Certificate of state
registration of software packages No. 2024665131

e SMO-BS DECT Software Package for Automated Monitoring of DECT
Base Stations Certificate of state registration of software packages No.
2015662411

e SMO-BS Wireless Software Package for Automated Monitoring of short-

+ Within 5 - 30 MHz range 2 MHz, min
+ Within 20 - 1000 MHz range 10 MHz, min
+ Within 1000 - 3000 MHz range 24 MHz, min
Receiver tuning resolution 1Hz
Single-signal spurious, Image and IF rejection 70 dB, min

Phase noise level of heterodyne when mistuning at 10 kHz

+ Within 0.009 - 30 MHz range

-100 dBs/Hz, max.

+ Within 20 - 1000 MHz range

-95 dBs/Hz, max.

+ Within 1000 - 3000 MHz range

-85 dBs/Hz, max.

Input IP2, attenuation off

+ Within 0.009 - 30 MHz range 30 dBmW min.

+ Within 20 - 3000 MHz range 30 dBmW min.
Input IP3, attenuation off

+ Within 0.009 - 30 MHz range -6 dBmW min.

+ Within 20 - 3000 MHz range -6 dBmW min.
Relative frequency instability of the built-in reference generator max. +5x107
Parameters of external reference generator input:

+ Frequency 10 MHz or 12.8 MHz

+ Level 0+3 dBm
Demodulator bandwidth 250, 100, 50, 12, 6 kHz
Receiver sensitivity in AM mode 1.5 pV, max.
Receiver sensitivity in FM (narrow) mode 0.5 yV, max.
Demodulation types AM, FM, SSB, FT
Headphones socket yes
Panorama spectrum ana!ysis rate when scanning over 25 - 3000 5 GHzls. min
MHz frequency range (with 12.5 kHz spectrum discreteness) '
Minimum duration of single signal detected within simultaneous 1us

bandwidth (receiver tuning frequency doesn't change)

Types of recorded data

Spectrum, time,
signal sampling (1/Q)

Continuous recording time

Depends on the

range wireless networks (Wi-Fi, WiMAX, LoRaWan, Bluetooth, Zigbee). storage volume
Certificate of state registration of software packages No. 2025618779 Frequency band width for signal recording to internal storage
e Software Development Kit. (when available):
Features: +_ Within 2 MHz band 120 dB, min
e Hiah efficiency: +  Within 5 MHz band 60 dB, min
g y . . + Within 10 MHz band 30 dB, min
+ Panorama spectrum analysis rate when scanning over 25- 3000 MHz , . -
frequency range (with 25 kHz spectrum discreteness) is 5000 MHz/s min, | Maximum I/Q bandwidth
+ Minimum duration of the signal detected within simultaneous bandwidth »_ Continuous 5 MHz
is 1 ps. + Fragments 24 MHz
o Multi-Functionality: Control and 1/Q output interface USB 2.0
+ Outdoor and indoor radio monitoring External equipment control interface RS-485
+ Manual direction finding when operated as a part of ARC-RP3M or | DC supply voltage 10-32V
ARC-NK5I. Voltage of AC power supply 90-250 V
e Socket for external reference generator Power consumption (with full charged batteries), max. 15W
o Small weight (max. 1.7 kg) and dimensions of the unit (max.110 x 60 x 245 mm) [ Continuous battery run-time 4 hour, min
e Low power consumption (max. 15 W) Dimensions, max. 110%60%245 mm
e The unit can be ordered without verification certificate. Weight max. 1.7 kg
Technical Specifications Operating temperature range -20°C ... +55°C
Operating frequency range 0.009-3000 MHz | | Relative humidity at 25°C max. 98%
Number of receiving channels 1 Maximum altitude above-sea level 4500 m
Standing Wave Ratio (SWR) at antenna input with input 3 max Degree of protection with pluggable connectors connected IP52
resistance 50 Ohm ) . ip .
- - Metrological Specifications
Maximum allowable input voltage 130 dBuV — - —
Noise figure (with preamplifier on) for unswitched inputs: Limits of allowable .relat|ve error of sine signal level measurement
+ within 0.009 - 30 MHz range 14 dB, max. ©_atantenna input +38
~ within 20 - 3000 MHz range 1408, max. | |—auFinput _ £0.5dB
Single-signal dynamic range, taking into account the gain Limits of aIIowabIe. relntwe error of sine signal frequency measurement _
control at resolution not exceeding 16 kHz (with a spectrum 110 dB, min +When using interal reference generator 510
discreteness of 3.125 kHz) + When using external reference generator Depends on external
Intermodulation free dynamic range (3rd and 2nd order) at resolution 70 dB. min reference generator
not exceeding 16 kHz (with a spectrum discreteness of 3.125 kHz) ' +3 dB max;
Attenuation 0-30dB, incr1d8| | Errorof sine signal level measurement (within 5 MHz bandpass) (with calibration -
Central frequency of IF analogue output 70 MHz 215 dB, max,)
- - — . L . max. +(3+AK) dB;
Max. simultaneous bandwidth (bandpass) at +3.0 dB variation: Field strength measurement error (within 5 MHz bandpass; AK max. +(1,5+AK) dB
« Within 0.009 - 5 MHz range 1 MHz, min. means measuring antenna calibration factor error) with calibration
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EMF power flux measurement error (within 5 MHz bandpass;
AK means measuring antenna calibration factor error)

max. +(3+AK) dB;
max. £(1,5+AK) dB
with calibration

Relative error of non-modulated signal and AM-signal frequency
measurement (at 20 dBuV min. signal level when no stray signals
are found)

max. £5x10°7;

max. +1x109

with an external
reference generator

Frequency measurement error for signals with broadband
frequency modulation (broadcast stations) (at 20 dBuV min. signal
level when no stray signals are found in the band in question)

max. £10 Hz with ext.
reference generator

Relative frequency measurement error for signals with narrow-band
frequency modulation (at 20 dBuV min. signal level when no stray
signals are found in the band in question)

max. £5x10°7,

max. +1x108

with an external
reference generator

Relative frequency measurement error for digital signals with non-
coherent modulation (FMn) (at 20 dBuV min. signal level when no
stray signals are found in the band in question)

max. £5x10°7;

max. £2x10°7

with an external
reference generator

Relative frequency measurement error for digital signals with
coherent modulation (MMS, FMn) (at 20 dBuV min. signal level
when no stray signals are found in the band in question)

max. £5x107;

max. +1x108

with an external
reference generator

Frequency measurement error for digital signals without specific

ARC-PS330 Frequency Range Extension Module, indoor design

e Antenna to receive signals of global navigation satellite systems (GNSS)
e Mast-mounting kit.

o AC network power supply unit.

Features:

e Option to connect external reference generator
Integrated GNSS global navigation satellite system

frequencies and with the bandwidth above 300 kHz (the pre-set 15 kHz, max. * h ) . PR

X-deb level shall exceed that of the noise by 10 dB) e Option to power active antenna or low-noise amplifier via feeder

Bandwidh meastrement error for X-db method (the pre-set X-deb e Protected design and wide operating frequency range allows outdoor

level shall exceed that of the noise by 10 dB) max. £5% operation including on mast near to receiving antennas.

Bandwidh measurement error for 3/2 method Maximum signal level Technical Specifications

Zhosu(;ddeBxceed the level of the extreme frequencies (noise level) max. +5% Operating frequency range 2400-30000 MHz
y Standing Wave Ratio (SWR) at antenna input with input

Amplitude modulation factor measurement error (at 20 dBuV min. max. +7% resistance 50 Ohm

signal level when no stray signals are found in the band in question) T ~ within 2400 - 18000 MHz range 3 max

Frequency deviation measurement error for signals with frequency ~ within 18000 - 30000 MHz range 3.5 max

modulation (at 20 dBuV min. signal level when no stray signals are max. 5% - - - -

found in the band in question) Ma.>(|mulm a||0Wéb|e input vc?lFage 127 dBuVv

Error of FMn signal frequency distribution measurement (at Noise flg%m.e (with preamplifier on):

20 dBuV min. signal level when no stray signals are found in the max. +5% +within 2400 - 18000 MHz range 14 dB, max.

band in question) + within 18000 - 24500 MHz range 16 dB, max.

Modulation rate measurement error (at 20 dBuV min. signal level max. 1% +  within 24500 - 30000 MHz range 22 dB, max.

when no stray signals are found in the band in question) = Attenuation:

Relative error qf sulb-carrier frequency for ster_eo FM broadcas@ing . « within 2400 - 8000 MHz range 0-30dB, incr 1 dB

isii()a:g%:lvqﬂr;ﬁjr?)nal level when no stray signals are found in max. £1x10 ~ within 8000 - 18000 MHz range 0.5-35dB, incr 1 dB

Error of frequency channel occupancy measurement max. +1% + _ within 18000 - 30000 Mtz range 0.10-35dB, incr 1dB

ARC-PS330

Frequency Range Extension Module

Purpose:

e Filtering, amplification and conversion of UHF and SHF signals to an

intermediate frequency.
Typical configuration:

e ARC-PS330 Frequency Range Extension Module
e Setof cables.

Options:
e Receiving antenna set

ARC-PS330 Frequency Range Extension Module, protected design

Central frequency of IF analogue output (depending on design) | 1660 MHz or 70 MHz
Max. bandpass at +3,0 dB variation depending on output IF
«  AtIF 1675 MHz 160 MHz, min.
«  AtIF 70 MHz 24 MHz, min
Receiver tuning resolution 1Hz
Single-signal spurious, Image and IF rejection:
+ Within 3000 - 8000 MHz range 80 dB, min
+ Within 8000 - 18000 MHz range 70 dB, min
+ Within 18000 - 30000 MHz range 45 dB, min

Phase noise level of heterodyne when mistuning at 10 kHz

+ Within 3000 - 8000 MHz range

-100 dBs/Hz, max.

+ Within 8000 - 18000 MHz range

-95 dBs/Hz, max.

+ Within 18000 - 30000 MHz range

-90 dBs/Hz, max.

Input IP3, attenuation off

+ Within 2400 - 8000 MHz -0 dBmW min.

+ Within 8000 - 30000 MHz range -0 dBmW min.
GNSS-based synchronization yes
Relative frequency instability of the built-in reference generator

+ When no GNSS-based synchronization max. £5x108

+ When GNSS-based synchronization max. +2x10-10
Parameters of external reference generator input:

+  Frequency 10 MHz or 12.8 MHz

+ Level 0+3 dBm
Control interface RS-485
External equipment control interface RS-485
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DC supply voltage 10-32V Operating temperature range -40°C ... +75°C
Power consumption 25W| | Relative humidity at 25°C max. 98%
Dimensions, max. 160x300x100 mm | | Maximum altitude above-sea level 4500 m
Weight 3.5 kg, max.

Operating temperature range -40°C ... +55°C

Relative humidity at 25°C max. 98% ARC-PS8

Maximum altitude above-sea level 4500 m Tuner Module

Degree of protection with pluggable connectors connected P65

(rugged design) Purpose:

ARC-PS7

Tuner Module

Purpose:

e Filtering, amplification and conversion of HF/VHF/UHF signals to an

intermediate frequency.

ARC-PS7 Module

Features:
Additional switchable bandpasses

Option to power active antenna or amplifier via feeder

Switchable input low-noise amplifier
Controlled input attenuator
Built-in system of technical diagnostics.

Technical Specifications

Heterodyne inputs/outputs provided for multi-channel coherent signal receipt

Option of synchronization with external reference generator
Built-in switch allows connection up to 2 signal sources simultaneously

e Filtering, amplification and conversion of UHF and SHF signals to an
intermediate frequency.

‘\-e:____‘_”\\

-4 .

7

ARC-PS8 Module

Features:

——

et

e Signal conversion from radio frequency of 2.4 — 8 GHz to intermediate

frequency with spurious rejection
Switchable input low-noise amplifier
Controlled input attenuator

reference generator)

e Built-in system of technical diagnostics.
Technical Specifications

Option to power active antenna or amplifier via feeder
Built-in switch allows connection up to 3 signal sources simultaneously

Heterodyne inputs/outputs provided for multi-channel coherent signal receipt
Frequency synchronization from external reference generator (no built-in

Operating frequency range 2400-8000 MHz
Number of receiving channels 1
Standing Wave Ratio (SWR) at antenna input with input

) 3 max.
resistance 50 Ohm
Maximum allowable input voltage 127 dBuV
Noise figure (with preamplifier on) 10 dB, max.

Attenuation

0-30dB, incr 1dB

Max. bandpass at +3,0 dB variation depending on output IF

Operating frequency range 20-3000 MHz
Number of receiving channels 1
Standing Wave Ratio (SWR) at antenna input with input

resistance 50 Ohm 25 max.
Maximum allowable input voltage 130 dBuV
Noise figure (with preamplifier on) 10 dB, max.
Attenuation 0-60dB, incr1dB
Simultaneous bandwidth (bandpass) at +3.0 dB variation 100 MHz, min.
Additional analog bandwidths 1.2,24, 80 MHz
Receiver tuning resolution 100 kHz
Single-signal spurious, Image and IF rejection 80 dB, min

Phase noise level of heterodyne when mistuning at 10 kHz

+ Within 220 - 2000 MHz range

-110 dBs/Hz, max.

+  AtIF 1680 MHz 160 MHz, min.
+ AtIF70 MHz 24 MHz, min
Receiver tuning resolution 100 kHz
Single-signal spurious, Image and IF rejection 80 dB, min

+ Within 2000 - 3000 MHz range

-105 dBs/Hz, max.

Phase noise level of heterodyne when mistuning at 10 kHz

+ AtIF 1680 MHz

-100 dBs/Hz, max.

+  AtIF 70 MHz

-96 dBs/Hz, max.

Input IP2, attenuation off 40 dBmW min.
Input IP3, attenuation off 10 dBmW min.
Relative frequency instability of the built-in reference generator max. +5x107
Parameters of external reference generator input:

+ Frequency 10 MHz or 12.8 MHz

+ Level 043 dBm
Control interface RS-485
DC supply voltage 9-32V
Power consumption 12 W, max.
Dimensions, max. 100x168x22 mm
Weight 0.5 kg, max.

Input IP3, attenuation off 0 dBmW min.
Relative frequency instability of the built-in reference generator Depends Ogg:éer;rt]g:
Parameters of external reference generator input:

+  Frequency 10 MHz or 12.8 MHz

+ Level 043 dBm
Control interface RS-485
DC supply voltage 9-32V
Power consumption 12 W, max.
Dimensions, max. 100x168x20 mm
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Weight 0.5 kg, max. Phase noise level of heterodyne when mistuning at 10 kHz
Operating temperature range -40°C ... +75°C + Within 8000 - 18000 MHz range -95 dBs/Hz, max.
Relative humidity at 25°C max. 98% + Within 18000 - 30000 MHz range -90 dBs/Hz, max.
Maximum altitude above-sea level 4500 m Input IP3, attenuation off 0 dBmW min.
Parameters of external reference generator input:
ARC-PS9 +  Frequency 10 MHz or 12.8 MHz
+ Level 0+3 dBm
Tuner Module Control interface RS-485
DC supply voltage 10-32V
Purpose: Power consumption 10 W, max.
o Filtering, amplification and conversion of SHF signals to an intermediate [ Dimensions, max. 100x168x18 mm
frequency. Weight 0.5 kg, max.
Operating temperature range -40°C ... +75°C
Relative humidity at 25°C max. 98%
Maximum altitude above-sea level 4500 m
ARC-CPS2M
Radio Receiving Module
L Purpose:
P e Radio signal filtering, amplifying and transfer within frequency range from
0.009 - 3000 MHz to the intermediate frequency and A/D conversion of
IF radio signal
e Multifunctional signal digital processing
e Continuous recording of the signals to integrated data storage.
Typical configuration:
ARC-PS9 Module e ARC-CPS2M Digital Processing Module. Available designs:
+ Basic - frequency range 20 - 3000 MHz
Features: + Extended - frequency range 0.009 - 3000 MHz;
e Signal conversion from radio frequency of 8 — 30 GHz to frequency range of
2.7 — 8 GHz with spurious rejection
e Two independent inputs for frequency ranges of 8 — 18 GHz and 17.7 - 30 GHz
e Switchable input low-noise amplifier
e Controlled input attenuator
e Frequency synchronization from external reference generator (no built-in
reference generator)
e Option to power active antenna or amplifier via feeder
e Built-in system of technical diagnostics
e Filtering, amplification and conversion of signals from radio frequency of
2.4 - 30 GHz to an intermediate frequency as a result of joint operation with
ARC-PS8.
Technical Specifications
Operating frequency range 8000-30000 MHz
Number of receiving channels 1
Standing Wave Ratio (SWR) at antenna input with input
resistance 50 Ohm ARC-CPS2M Module with installed storage
+  within 8000 - 18000 MHz range 3 max. Options:
+  within 18000 - 30000 MHz range 3.5 max. I .
- - e Built-in storage to save recorded signals
Maximum allowable input voltage 127dBUV o Control and display unit with SMO-PA, SMO-STA, SMO-ASPD Software
Noise figure (with preamplifier on) for unswitched inputs: Packages.
+  within 8000 - 18000 MHz range 12 dB, max. )
~ within 18000 - 24500 MHz range 1648, max| Module Provides:
« within 24500 - 30000 MHz range 22dB, max.| ® Scheduled cyclic scanning within a frequency range or over separate

Attenuation:

+  within 8000 - 18000 MHz range

0,5-35dB, incr 1dB

+ within 18000 - 30000 MHz range

0,10-35dB, incr1dB

Max. simultaneous bandwidth (bandpass) at +3.0 dB variation:

+  within 8000 - 18000 MHz range 160 MHz, min.

+ within 18000 - 30000 MHz range 200 MHz, min.
Receiver tuning resolution 100 MHz
Single-signal spurious, Image and IF rejection:

+ Within 8000 - 18000 MHz range 70 dB, min

+ Within 18000 - 30000 MHz range 45 dB, min

frequencies

Scheduled panoramic spectrum analysis of radio signals, panoramic
spectrum accumulation for a given frequency range

Continuous IQ recording to integrated data storage

Technical analysis, determination of modulation type and measurement of
radio signal parameters

PC-controlled operation

Decoding of service parameters of communication systems (GSM, UMTS,
LTE, CDMA (1S-95, cdma2000, EV-DO), TETRA, DMR, dPMR, NXDN,
APCO P25, DECT, Wi-Fi, Bluetooth, Zigbee) and digital TV (DVB-T/T2/H,
DTMB).
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Technical Specifications Relative humidity at 25°C max. 98%
Operating frequency range: Maximum altitude above-sea level 4500 m
+ in basic configuration 20 - 3000 MHz
- -b E);tende%d.desirg];n | 0.009 — 3000 MH1z ARC-CPS5
umber of receiving channels . ..
Standing Wave Ratio at antenna input with input resistance 50 Ohm 3 max. Radio Recelvmg Module
Maximum allowable input voltage 130 dBuV
Sensitivity (with 3.125 kHz discreteness and 10 dB signal/noise ratio) 1V, max. Purpose: ) o
Noise figure (with preamplifier on) for unswitched inputs: ° Qua.dratur‘e AID .proces‘smg of radio §|gnals
~ within 0,009 - 30 MHz range 1208, max. e Multifunctional signal digital processing.
+ within 20 - 3000 MHz range 1248, max.| TYPical configuration:
Single-signal dynamic range, taking into account the gain control * Radio Receiving Module ) o
at resolution not exceeding 16 kHz (with a spectrum discreteness 110d8, min| ® Software packages for radio monitoring (SMO-PA,, SMO-STA, SMO-ASPD).
of 3.125 kHz)
Intermodula)tion free dyna_mic range (3rd gnd 2nd order) at resolution 75 dB. min
not exceeding 16 kHz (with a spectrum discreteness of 3.125 kHz) '
Attenuation 0-30dB, incr 1dB
Max. simultaneous bandwidth (bandpass) at +3.0 dB variation 22 MHz, min.
Receiver tuning resolution 1Hz
Single-signal spurious, Image and IF rejection 70 dB, min
Phase noise level of heterodyne when mistuning at 10 kHz
+ Within 0.009 - 30 MHz range -110 dBs/Hz, max.
+ Within 20 - 8000 MHz range -90 dBs/Hz, max.
+ Within 1000 - 3000 MHz range -85 dBs/Hz, max.
Input IP3, attenuation off
+ Within 0.009 - 30 MHz range -6 dBmW min.
+ Within 20 - 3000 MHz range -6 dBmW min.
Relative frequency instability of the built-in reference generator max. £5x107
Parameters of external reference generator input:
~ Frequency 10 MHz, 12.8 MHz Module of ARC-CPS
* Level 043 dBm 0ptions:
Demodulator bandwidth 250,100, 50,12,6kHz | e SSD to save continuously recorded signals
Receiver sensitivity in AM mode 1.5V, max.| e Built-in shaper of radio signals
Receiver sensitivity in FM (narrow) mode 0.5pV, max.| e Module of antenna filters for shaper of radio signals
Demodulation types AM, FM, SSB, FT| e Control and display module
Headphones socket yes| ® SMO-BS Software Packages for Wireless Data Communication System
Panorama spectrum analysis rate when sce.mning over operating 5 GHals Analysis: GSM, UMTS, LTE, 5G, CDMA (IS-95, cdma?OQO, EV-DO), TETRA,
frequency range (with 12.5 kHz spectrum discreteness) DECT, TRUNK (DMR, dPMR, NXDN, APCO P25), Wi-Fi, Bluetooth, Zigbee
Minimum duration of single signal detected within simultaneous 1 e SMO-CT Customized Software for Automated Monitoring of dlglta' TV signals
bandwidth (receiver tuning frequency doesn't change) HS (DVB-T/T2/H, DTMB). Certificate of state registration of software packages

Spectrum, time, No. 2015613938.

signal sampling (/Q) | Module Provides:
Frequency band width for signal recording to internal storage e Scheduled cyclic scanning within a frequency range or over separate
(when available): frequencies

Types of recorded data

+_Within 2 MHz band 120dB,min| o Scheduled panoramic spectrum analysis of radio signals, panoramic
:  Within 5 MHz band 60 dB, min spectrum accumulation for a given frequency range
+ Within 10 MHz band 30dB, min| e Continuous I/Q recording
Maximum 1/Q bandwidth: e Technical analysis, determination of modulation type and measurement of
+  Continuous 5 MHz radio signal parameters
+ Fragments 24 MHz| e PC-controlled operation
Control and 1/Q output interface uUsB2.0| e Decoding of service parameters of communication systems of GSM, 1S-95,
External equipmen[ control interface RS-485 CdmaZOOO, EV'DO, UMTS, LTE, SG, TETRA, DECT, DMR, APCO P25,
DC supply voltage 10-15V Wi-Fi, Bluetooth (Classic u Low Energy), Zigbee standards, and DVB-T/T2/H.
Power consumption: Technical Specifications
* i basic configuration 15W, max. | | Operating frequency range 70-6000 MHz
+Extended design 17 W, max. | | Number of receiving channels 1
Dimensions, max. Standing Wave Ratio (SWR) at antenna input with input 3 max
* in basic configuration 145x100x13 mm | | resistance 50 Ohm '
+  Extended design 170x100x13 mm Maximum allowable input voltage 130 dBuVv
Weight: Sensitivity (with 3.125 kHz discreteness and 10 dB signal/noise ratio) 1.5 pV, max.
«in basic configuration 0.3 kg, max | [Noise figure (with preamplifier on)
+ Extended design 0.4 kg, max +  for switched inputs 15 dB, max.
Operating temperature range: + for unswitched inputs 15 dB, max.
«  without built-in flash-drive -40°C ... +55°C Single-signal dynamic range, taking into account the gain
« with built-in flash-drive 0°C ... +55°C control at resolution not exceeding 16 kHz (with a spectrum 110 dB, min
discreteness of 3.125 kHz)
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Intermodulation free dynamic range (3rd and 2nd order) at

resolution not exceeding 16 kHz (with a spectrum discreteness 60 dB, min
of 3.125 kHz)
Attenuation 0-30dB, incr1dB
Max. simultaneous bandwidth (bandpass) at +3.0 dB variation 40 MHz, min.
Receiver tuning resolution 1Hz
Single-signal spurious, Image and IF rejection 40 dB, min
Input IP3, attenuation off 0 dBmW min.
Relative frequency instability of the built-in reference generator max. £5x107
Demodulator bandwidth 250,100, 50, 12, 6, 3 kHz
Receiver sensitivity in AM mode 1.5 pV, max.
Receiver sensitivity in FM (narrow) mode 0.5 pV, max.
Demodulation types AM, FM, SSB, FT
Panorama spectrum analysis rate when sca_mning over operating 20 GHzls
frequency range (with 12.5 kHz spectrum discreteness)
Minimum duration of single signal detected within simultaneous
bandwidth (receiver tunigg fre%uency doesn't change) Ths ARGAMAICVMO
Types of recorded data ~ Spectrum, time, | o Module of extension of operating frequency range up to 30 GHz for
signal sampling (FQ) | ARGAMAK-VMO and ARGAMAK-VM!1
Freguency band width for signal recording to SSD (when Dependsonthe| o ARC-PS330 Frequency Range Extension Module (2.4 - 30 GHz) to extend
available) storage volume the operating frequency range of ARGAMAK-VMO
Maximum V/Q bandwidth: e Support of frequency/time syncronization via Ethernet
+_Continuous 10MHz| o SMO-BS 3GPP Software Package for Automated Monitoring of NB-IoT,
+ _Fragments 40 MHz GSM, UMTS, LTE, 5G Base Stations Certificate of state registration of
Control interface Ethemet 1G software packages No. 2025615525.
External equipment control interface RS-485, Ethemnet 1G| o SMO-BS CDMA/EVDO Software Package for Automated Monitoring of
DC supply voltage 10-15V CDMA/EVDO Base Stations. Certificate of state registration of software
Power consumption (with SSD used) 12 W, max. packages No. 2015662423.
Dimensions, max. 170x100x15m| ® SMO-BS TRUNK Software Package for Automated Monitoring of DMR,
Weight 0.5 kg, max. dPMR, NXDN, APCO P25 and TETRA Network. Certificate of state
Operating temperature range 20°C .. +55°C registration of software packages No. 2024665131
Relative humidity at 25°C max 98%| © SMO-BS !DECT So'waare Package fqr Au.tomated Monitoring of DECT
Maximum altitude above-sea lovel 2500 m ?g:gétzegﬁns Certificate of state registration of software packages No.

Minimum quantity of delivered batch of ARC-CPS5 is 10 pcs.

SMO-BS Wireless Software Package for Automated Monitoring of short-
range wireless networks (Wi-Fi, WiMAX, LoRaWan, Bluetooth, Zigbee).

g 2 Certificate of state registration of software packages No. 2025618779
R VMO' AR_GA_MAK YMI e SMO-CT Software Package for Automated Monitoring of digital TV
Remote Radio Monitoring Units signals (DVB-T/T2/H, DTMB). Certificate of state registration of software
packages No. 2015613938
Purpose: o for ARGAMAK-VMO:
e Detection of radio emission sources . l\'lavligat'ion anq timing equipment GLONASS/GPS for location
o Detection of noise-like signals with dynamic frequency-time structure finding, increasing of accuracy of the frequency measurement and
e Analysis of service parameters of communication and data transmission synchronization of several units when joint operating.
systems: GSM, 1S-95, cdma2000, EV-DO, UMTS, LTE, 5G, LoRaWAN, *  Alarm censors
NB-loT, TETRA, DMR, dPMR, NXDN, APCO P25, DECT, Wi-Fi, WiMAX, * Sun shield.
Bluetooth, Zigbee and DVB-T/T2/H, DTMB Features:
e Demodulation of continuous AM, NFM, WFM, USB, LSB, CW signals . . . .
) : L e Connection to control unit via copper twisted-pair cable of category 6 UTP up
® Technical analysis of analogue and digital signals to 100 m long or via optical cable providing for distance up to 120 km
e Continuous 1Q recording within the band up to 24 MHz '
e Remote controlled digital radio receiver, operated as a part of:

+ ARC-D19R Automated Remote Radio Monitoring System in Distant
Premises

+ Fixed and portable radio monitoring means, including those that are
designed for operation in complicated environmental conditions.

Typical configuration:

o ARGAMAK-VMO designed for outdoor use in complicated environmental
condition, including provision for reference channel of ARC-D19R (max.
simultaneous bandwidth 24 MHz, frequency range 20-8000 MHz)

o ARGAMAK-VM1 designed for indoor use (max. simultaneous bandwidth
24 MHz, frequency range 20-8000 MHz)

e Antenna set for radio monitoring

e Software packages for radio monitoring: SMO-PA, SMO-STA, SMO-ASPD.

Options:

o Module of extension of operating frequency range down to 0.009 MHz for
ARGAMAK-VMO and ARGAMAK-VM1 ARGAMAKVMA
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Technical Specifications

Panorama spectrum analysis rate when scanning over 220 - 3000

Operating frequency range: MHz frequency range (with 12.5 kHz spectrum discreteness) 10 Gtiz/s, min
+in basic configuration 20-8000 MHz Minimum duration of single signal detected within simultaneous 1us

+ Extended design 0.009-30000 MHz bandwidth (receiver tuning frequency doesn't change) H
Maximum allowable voltage at antenna inputs: Types of recorded data ; na?ZZﬁ:n:ir:’ t(':‘/“g)

« within 0.009 - 3000 MHz range 130 dByV, min g D ‘; g m

+  within 3000 - 30000 MHz range 127 dBuV, min Continuous recording time sfc?rzgesvgrum:
Noise f|gf1$ (\(/)w;r(l)gpre;)m'\;)ll-:ﬂer on) for unswitched inputs: — Maximum 1/Q bandwidth 2 MHz

*  within 0.009 - z range , Max. -

~within 20 - 3000 MHz range 12 0B, max. Control and I./Q output |nterface Ethernet 1G

~within 3000 - 8000 MHz range 12 dB. max External equipment control interface RS-485

+ within 8000 - 18000 MHz range 12 dB, max. | | 2C Supply voltage 10-32V

+ within 18000 - 24500 MHz range 16 dB, max.| | Power consumption:

+ within 24500 - 30000 MHz range 22 dB, max. *_ ARGAMAK-VMO 50w
Single-signal dynamic range, taking into account the gain * ARGAMAK-VM1 (with module for extension of range up 30 W (40 W)
control at resolution not exceeding 16 kHz (with a spectrum 110 dB, min to 30 GHz)
discreteness of 3.125 kHz) Dimensions, max.

Intermodulgtion free dyna_mic range (3rd gnd 2nd order) at resolution 75 dB. min + ARGAMAK-VMO 300x300x150 mm
not exceeding 16 kHz (with a spectrum discreteness of 3.125 kHz) . ARGAMAK-YM1 345%190%270 mm
Attenuation -

— - Weight:

+  within 0.009-8000 MHz range 0-304dB, incr1dB ARGAMAK-VND oK

~within 8000 — 18000 MHz range 0,5-35dB, incr 1 dB e 9, max.

+ within 18 000 — 30 000 MHz range 0,10-35dB, incr 1 dB 030 GHy) (with module for extension of range up. | ¢y 6 5 kg) max.
Centra.l frequency of IF an.alogue output _ 70 MHz Operating temperature range:

+ .
Max. S|mu.|ta.neous bandwidth (bandpass) at +3.0 dB variation: . . ARGAMAK-VMO 20°C_ +55°C

+ Within 0.009 - 30 MHz range 1 MHz, min. ARGAMAKVMI 0°C _ +45°C

+ Within 20 - 110 MHz range 5 MHz, min. . — -

+ Within 110 - 220 MHz range 10MHz, min|  LRe/ative humidity at 25°C max. 98%

~ Within 220 - 8000 MHz range 22 MHz min Maximum altitude above-sea level 4500 m

» Within 8000 - 30000 MHz range 2% MHZ‘ min Degree of protection with pluggable connectors connected:

Additional analog bandwidth 0.5 MHz *_ARGAMAK-VMO P65
Receiver tuning resolution 1Hz *_ARGAMAK-VM1 IP52

Single-signal spurious, Image and IF rejection:

+ Within 0.009 - 3000 MHz range 80 dB, min
+ Within 3000 - 8000 MHz range 80 dB, min
+ Within 8000 - 18000 MHz range 70 dB, min
+ Within 18000 - 30000 MHz range 45 dB, min

Phase noise level of heterodyne when mistuning at 10 kHz

+ Within 0.009 - 30 MHz range

-100 dBs/Hz, max.

+ Within 20 - 8000 MHz range

-95 dBs/Hz, max.

+ Within 1000 - 3000 MHz range

-85 dBs/Hz, max.

+ Within 3000 - 18000 MHz range

-95 dBs/Hz, max.

+ Within 18000 - 30000 MHz range

-87 dBs/Hz, max.

Input IP2, attenuation off

+ Within 0.009 - 30 MHz range 30 dBmW min.
+ Within 20 - 3000 MHz range 40 dBmW min.
+ Within 3000 - 8000 MHz range 30 dBmW min.
+ Within 8000 - 30000 MHz range 30 dBmW min.
Input IP3, attenuation off
+ Within 0.009 - 30 MHz range 0 dBmW min.
+ Within 20 - 3000 MHz range 0 dBmW min.
+ Within 3000 - 8000 MHz range 0 dBmW min.
+ Within 8000 - 30000 MHz range 0 dBmW min.
Relative frequency instability of the built-in reference generator
+ When no GNSS-based synchronization max. +5x107
+ When GNSS-based synchronization max. +2x10-10

Parameters of external reference generator input:

+  Frequency

10 MHz; 12,8 MHz

+ Level 0+3 dBm
Demodulator bandwidth 250, 100, 50, 12, 6 kHz
Receiver sensitivity in AM mode 1.5 pV, max.
Receiver sensitivity in FM (narrow) mode 0.8 yV, max.
Demodulation types AM, FM, SSB, FT

ARC-KNV3M

Remote Controlled Frequency Down-Converter

Purpose:

e Filtering, amplification and conversion of UHF and SHF signals to an

intermediate frequency.
Typical configuration:

e Remote converter module
e Handle

e Case.

Features:

e Built-in directional antenna system
e Option to connect external antennas

o Delivered with ARC-RP3M Handheld Direction Finder.

ARC-KNV3M Frequency Down-Converter
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Technical Specifications

Operating frequency range 24 -8GHz
Output signal frequency (IF) 70 MHz
Bandpass at -3 dB level 24 MHz, min
Spurious rejection 70 dB, min
Gain error for external antenna, within operating frequency range +3 dB, max.
Intermodulation free dynamic range (3rd and 2nd order) 75 dB, min
Noise figure (preamplifier on) 12 dB, max.
Standing Wave Ratio (SWR) at external antenna input with input

resistance 50 Ohm 3 max.
Elaer:(j ::::ltmty whrn operating with internal antenna and 1 kHz 10 WVim max.
Spurious rejection 70 dB, min
Aperture angle of internal antenna at minus 3 dB level 70° max.
Operating temperature range -40°C ... +55°C
Dimensions, max. 240%220x150 mm
Weight 1.5 kg, max.

300 &3
285 75
i 20
155 105
240 120

195 165
180

=3y =5y =0Ty

Directional pattern of integrated antenna of ARC-KNV3M
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Direction Finders

This section presents the direction finders manufactured and supplies
by IRCOS company. Their range includes fixed, mobile, transportable,
portable and manpack designs. That make possible to choose appropriate
type depending on application conditions.

Each of direction finders is a multi-functional tool, which provides not only
for direction finding, but also for panoramic high-speed scan over entire
frequency range or separated sub-ranges, automated monitoring of
signal at separated frequencies, measuring of signal parameters, signal
recording and technical analysis of radio signals.

Automatic direction finders includes two-channel digital radio receivers
integrated with antenna systems. This feature enables high sensitivity
and wide dynamic range, eliminates antenna effects and allows the use of
very long flexible Ethernet lead-in cables. All automatic direction finders
manufactured by the company are based on correlative interferometery
method. Max. simultaneous bandwidth of each channel of digital radio
receiver of fixed and mobile ground based direction finders may be 24 or
100 MHz depending the receiver model.

All direction finders' parameters, including RMS and DF sensitivity, are
measured based on test procedures given in Recommendations ITU-R
SM.2060 and SM.2096. For each direction finder standard sensitivity is
specified being determined as its mean value within the frequency range
for a group of products.

All the direction finders provides for signal direction finding in short-wave
range in HF range starting from 1.5 MHz. In the maximum configuration,
the upper operating frequency of the direction finder is 8000 MHz.

The key feature of the direction finders manufactured by the company is
implementation of the following functions;

e Selective (related with ID of radio emission source) direction finding
of GSM/UMTS / LTE / 5G base stations.

e Selective (related with ID of radio emission source) direction finding
of DECT base stations and radiophones, TETRA, DMR, APCO P25,
dPMR, NXDN radiostations

e Selective (time-slot based) direction finding of subscriber 2G
terminals (mobile phones, trackers, etc.), operating at the same
frequency

e Selective direction finding of Wi-Fi communication devices with
recognition of MAC-address, including those that use non-standard
frequency ranges.

Fixed Direction Finders

Direction Finders operated standalone or as a part of fixed stations
can be controlled remotely. Equipment is mounted inside temperature
controlled and moisture protected boxes. Its placement does not require
service premises. All equipment can be installed outdoors, e.g. on rooftop
of building. Direction finders include an integrated diagnostics system
of state and operation parameters of modules and units. Diagnostics
results are transmitted using SNMP protocol. Remote control of direction
finders through wire or wireless channels allows using them in automated
spectrum monitoring systems.

To prevent overloading in complicated electromagnetic environment,
digital radio receiver of direction finders includes additional analogue
radio receiving path with narrow bandwidth in each receiving channel.

When a network of several direction finders is available, "hybrid" method
of localizing radio emission sources can be implemented. In this case
location of radio emission sources is calculated based on the integration
of information: bearings, arrival time and radio signal levels.

Direction finders can include built-in automatic positioning system and
determining the direction to the north.

DF instrumental error (RMS) of ARTIKUL-S Fixed Direction Finder
doesn't exceed 1.5° within frequency range of 20-3000 MHz.

Ground and Air-Based Mobile Direction Finders

ARTIKUL-M1 Mobile Direction Finder is designed for installation on a
transport mean, for example on a car. Two-channel digital radio receiver
and navigation system is integrated inside the direction finding body. The
direction finder can work in motion and at stop, controlled by automated
system or in standalone mode. Even in stand-alone operation, the mobile
direction finder provides localization of radio emission sources with
high accuracy. DF instrumental error (RMS) doesn't exceed 2° within
frequency range of 20-3000 MHz. There are two design options of the
direction finder: quick-detachable and fixed. In case of quick-detachable
design the direction finder is mounted in the vehicle's railings. In case
of fixed design the direction finder is mounted on the vehicle roof
under radome.

ARTIKUL-D11 Portable Automatic Direction Finder and ARTIKUL-H1
Manpack Automatic Direction Finder can also be operated in mobile
mode. These system provide for automatic direction finding within
frequency range of 1.5 - 8000 MHz using replaceable antenna systems.
Antenna system of the direction finder is mounted inside replaceable
radio transparent luggage box.

ARTIKUL-AV1, ARTIKUL-AV3 air-based direction finders are designed
for installation to aircrafts. Small weight and dimensions of ARTIKUL-AV1
Direction Finder makes possible to install it to small UAV, for example to
unmanned helicopter. The direction finder includes remote control and
communication systems, high efficient ARC-KNV3 Navigation System
that provides not only for coordinates and course, but bank and pitch
angles of the carrier as well.

Transportable and Portable Direction Finders

This automated radio monitoring equipment is based on standard
modules, which are also used in fixed, mobile and handheld equipment.
They are designed for transportation by vehicles to the deployment area
or for carrying by one or several operators. These direction finders can
be deployed in fixed workstations, temporary workstation and on the
open ground. The equipment is not intended for operation on the move.
There are some limitations in terms of weight, power consumption and
dimensions. If required, the equipment can be powered from a standalone
power supply.

ARTIKUL-T Transportable Automatic Direction Finder has the design
very similar to ARTIKUL-S Direction Finder, but its operating frequency
range is limited by 3000 MHz in order to decrease weight / dimensions
and make easier transportation and deployment.

ARTIKUL-MT Transportable Direction Finder has quite small weight and
dimensions. ARTIKUL-MT is intended for monitoring of radio environment.
It also uses two-channel digital radio receiver installed into thermostatic
waterproof case located right under the antenna system. With AS-HP-HF,
AS-HP2, AS-HP5, AS-HP8 replaceable antenna systems, DF operating
frequency range is from 1.5 to 8000 MHz.

ARTIKUL-D11 (Models 4, 5) Portable Direction Finder provides for

high-efficient automatic single-channel and multi-channel direction
finding of radio signals with arbitrary bandwidth within frequency
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range of 1.5 -8 000 MHz. For direction finding the following antenna
systems are used: AS-HP-HF (1.5 - 30 MHz), AS-HP2 (3 - 8 GHz),
AS-HP5 (20 — 3000 MHz), AS-HP7 (220 — 8000 MHz). The key feature of
the Direction Finder while operating at temporary workstation is that the
antenna systems are switched electronically, so no manual reconnection
is required. ARTIKUL-D11 (Model 5) Direction Finder provides for
panoramic scan and direction finding with simultaneous bandwidth
of 100 MHz When mounted on transport means the direction finder
provides for operation at stops and while moving.

Manpack Direction Finders

Manpack radio monitoring means are designed for operation during
motion and stops. They can be used both in open terrain and indoors,
be carried on body or in the hands of the operator during work, and also
be used at temporary and fixed workstations or on mobile carriers. The
manpack means are most effective when used to solve the "last mile"
tasks, their design is optimized for service in hard-to-access locations, or
where hidden use of equipment is required.

ARTIKUL-H1 Manpack Automatic Direction Finder is intended for
manpack, mast-mounted and mobile operation. AS-HP-HF, AS-HP1,
AS-HP2, AS-HP5, and AS-HP8 replaceable antenna systems provide
direction finding within operating frequency range from 1.5 to 8000 MHz.

ARGAMAK-2K7 Two-Channel Panoramic Radio Receiver with max.
simultaneous bandwidth of 24 MHz is used as radio receiver. During work
at a temporary stops the antenna system is mounted on an collapsible
tripod. For mobile operation antenna system of the direction finder is
mounted inside replaceable radio transparent luggage box. Manpack
operation mode with AS-HP1 is provided by special light frame with
shoulder straps and belt, to which replaceable antenna system is
mounted and ARGAMAK-2K7 Two-Channel Radio Receiver is attached.

For radiomonitoring and localization of radio emissions sources afield
and inside the objects, ARC-RP3M Handheld Direction Finders used.
Complete configuration of such direction finder has operating frequency
range from 0.3 to 8000 MHz Apart from the panoramic spectrum analysis,
detection and manual direction finding the direction finder performs
identification and selective direction finding of GSM, DECT base and
subscriber substations, Wi-Fi wireless devices. For field operation, the
software of direction finder features a mode for automatic measurement
of coordinates of the source for which bearings are taken and display of
its position on the electronic map.

The operating frequency ranges of the radio-electronic communication
systems, control channels and data transmission of modern UAVs and
MAVs are located mainly within the frequency range up to 6 200 MHz.

ARTIKUL-S

Fixed Direction Finder

Purpose:

e Search, detection, evaluation of parameters, direction finding, recording,
technical analysis and classification of signals within HF, VHF, UHF and
SHF ranges.

Typical configuration:

e Direction finding antenna system with integrated two-channel digital radio
receiver (operating frequency range 20-3000 MIy, max. simultaneous
bandwidth 24 or 100 MHz)

e Power supply unit

e Automated workstation (AWS) with SMO-PPK, SMO-STA, SMO-KN,
SMO-ASPD Software Packages.

Options:

e Extension of DF operating frequency range to 1.5 - 30 MHz and 3000 — 8000 MHz

o Mast

e SMO-BS 3GPP Software Package for Automated Monitoring of NB-IoT,
GSM, UMTS, LTE, 5G Base Stations Certificate of state registration of
software packages No. 2025615525

e SMO-BS CDMA/EVDO Software Package for Automated Monitoring of
CDMA/EVDO Base Stations. Certificate of state registration of software
packages No. 2015662423

e SMO-BS TRUNK Customized Software for Automated Monitoring of
DMR, dPMR, NXDN, APCO P25 and TETRA Network. Certificate of state
registration of software packages No. 2024665131

e SMO-BS DECT Software Package for Automated Monitoring of DECT
Base Stations. Certificate of state registration of software packages
No. 2015662411

o SMO-BS Wireless Customized Software for Automated Monitoring of short-
range wireless networks (Wi-Fi, WIMAX, LoRaWan, Bluetooth, Zigbee).
Certificate of state registration of software packages No. 2025618779

o SMO-CT Customized Software for Automated Monitoring of digital TV signals
(DVB-T/T2/H, DTMB). Certificate of state registration of software packages
No. 2015613938

e SMO-PVP Cross Talk Detection Software Package.

Features:

e Two-channel digital radio receiver is installed inside DF antenna system
providing for high interference protection, sensitivity and DF accuracy

e To prevent overloading of Direction Finder's digital path in complicated
electromagnetic environment, digital radio receiver includes additional

Antenna system of ARTIKUL-S Direction Finder

analogue paths with 500 kHz bandwidth (model 4) and 80, 24, 1.2 MHz
(model 5)

e In case of operating frequency range of 20-3000 MHz weight of the antenna
system doesn't exceed 40 kg

e The distance between antenna systems and operator's location can be up
to 100 m

e Operation as a part of ARCHA-IN stations and ARTIKUL-SN systems.

Direction Finder Provides:

e Panoramic spectrum analysis within the entire operating frequency range
or within separate intervals in complicated electromagnetic environment,
accommodation to ambient radio environment and detection of its changes
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+ Within 110 - 220 MHz range 10 MHz
+ Within 220 - 8000 MHz range 24 MHz
Receiver tuning resolution 1Hz
Panorama spectrum ana]ysis rate when scanning over 220 - 3000 15 GHzls. min
MHz frequency range (with 12.5 kHz spectrum discreteness) '
Minimum duration of detected single signal 1 s
DF method ‘ Correlative
interferometer
Operating azimuth range 0° - 360°
Processed signal spectrum width Arbitrary
Il Maximum simultaneous DF bandwidth 24 MHz
i Single-channel direction finding rate, min 100 bearing/s
Processed single signal minimum duration 1.5ms
A/D Processing Unit Power supply unit DF field sensitivity, max.
+ Within 1.5 - 20 MHz range 15 puV/m (typical 10 uV/m)
+ Within 20 - 3000 MHz range 6 pV/m (typical 2 uV/m)
« Within 3000 - 8000 MHz range 15 V/m (typical 10 pVim)
Instrument azimuth DF accuracy (RMS):
DF Antenna System + Within 1.5 - 20 MHz range 5° max.
+ Within 20 - 3000 MHz range 1.5° max.
+ Within 3000 - 8000 MHz range 3° max.
Structural Diagram of ARTIKUL-S Direction Finder Types of recorded data Beanng, spectrum, time,
signal sampling (I/Q)
e Search for emission sources within selected frequency ranges, including  [aximum /Q bandwidth 40 MHz
frequency hopping signals ) —_ Depends on the storage
e Plotting frequency-time diagram of loading within analyzed frequency ranges. | Continuous recording time volume
o Automatic direction fin.ding.of nadio emission sources yvith random modulation - ['Antenna system single
types gnd s.pecFrum.wu.jth in single-channel and multljchannel modes Antenna system dimensions (diameter<height) 21102650 mm
° Selectlye dlrgctlon finding of 2(?/36{46/5@ Base Statlons. . Weight of antenna syster:
e Selective (time-slot based) direction finding of subscriber 2G terminals -
. . +  For operating frequency range of 20 — 3000 MHz 40 kg, max
(mobile phones, trackers, etc.), operating at the same frequency TF - 158000 MH 50k
e Selective (related with ID of radio emission source) direction finding of DECT Of operaTing Tequency fange o . z g, max
base stations and radiophones, TETRA, DMR, APCO P25, dPMR, NXDN |- Supply voltage 10-32V
radiostations Power supply by AC network (when power supply unit included) 90-250 V
e Selective direction finding of Wi-Fi communication devices with recognition | Power consumption (without axillary devices) 120 W, max.
of MAC-address, including those that use non-standard frequency ranges | Operating temperature range -50°C ... +85°C
e Building of bearing panorama within operating frequency range Maximum altitude above-sea level 4500m
e Real-time display of bearings, spectrum panorama, bearing history and |
signal amplitude history 7
e Evaluation of signal parameters &
e Recording of I/Q samples and radio spectra 5
o Automated radio monitoring based on preset schedule or under operator control P ]
e Automated control of equipment health 3 /
e Review and processing of the data from DB ) _'__,/
e Mapping DB information on the electronic map
e Generation of reports with radio monitoring results in Microsoft Office, '
OpenOffice, HTML and PDF file formats. o P o8 SZ0d i st .
In case of joint operation, the direction finders provide:

o Interaction via wire and wireless channels

e Assigning tasks from master direction finder to slave ones, being operated
within the same system

e Transfer of radio monitoring data from slave direction finders to master one 10
for further analysis and processing

Typical curve of DF sensitivity (uV/m) vs. frequency (MHz) for ARTIKUL-S

e Synchronous direction finding of radio signal sources &
e Transmitter location evaluation based on direction finding data &
o Operation of several direction finders (when communication equipment is 4
available) as a part of Automated Spectrum Monitoring Systems (ARMADA,
AREAL etc.). 2
Technical Specifications 0 ! |
Operating frequency range (extended configuration) 1.5 - 8000 MHz 0 500 1000 1500 2000 2500 3000
Single-channel dynamic range (with attenuators) 110 dB, min
Intermodulation free dynamic range (3rd and 2nd order) 75 dB, min Typical curve of RMS vs. frequency (MHz) for ARTIKUL-S
Attenuators 0-30dB, incr 1dB
M inulaneots by ad scouraoy of deeton ding re e same s for 3 rection indr ih  andidt
: W!th!n 1.9 - 5 MHz range 1 MHz of 24 MHz. éther parameters gf the system correspond to technical specifications of
» Within - 25 MHz range 2MHz| - ARGAMAK-D11 Digital Radio Receiver (Model 5).
+  Within 25 - 110 MHz range 5MHz
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ARTIKUL-M1

Mobile Direction Finder

Purpose:

e Direction finding, recording, technical analysis and classification of signals
used in modern communication systems and data transfer system in HF,
VHF, UHF and SHF ranges, as well as localization of their emitters. The
last function is provided when the direction finder works as a part of mobile
stations.

Typical configuration:

e Direction Finder inside radio dismountable or fixed transparent radome with
integrated two-channel radio receiver and navigation equipment (operating
frequency range 20-3000 MHz, max. simultaneous bandwidth 24 or 100 MHz)

e Control and display unit with SMO-PPK, SMO-STA, SMO-KN, SMO-ASPD
Software Packages.

Options:

e Extension of operating frequency range to 1.5 — 30 MHz and 3000 - 8000 MHz

e SMO-BS 3GPP Software Package for Automated Monitoring of NB-IoT,
GSM, UMTS, LTE, 5G Base Stations Certificate of state registration of
software packages No. 2025615525

e SMO-BS CDMA/EVDO Software Package for Automated Monitoring of
CDMA/EVDO Base Stations. Certificate of state registration of software
packages No. 2015662423

e SMO-BS TRUNK Customized Software for Automated Monitoring of
DMR, dPMR, NXDN, APCO P25 and TETRA Network. Certificate of state
registration of software packages No. 2024665131

e SMO-BS DECT Software Package for Automated Monitoring of DECT
Base Stations. Certificate of state registration of software packages
No. 2015662411

e SMO-BS Wireless Customized Software for Automated Monitoring of short-
range wireless networks (Wi-Fi, WiMAX, LoRaWan, Bluetooth, Zigbee).
Certificate of state registration of software packages No. 2025618779

e SMO-CT Customized Software for Automated Monitoring of digital TV signals
(DVB-T/T2/H, DTMB). Certificate of state registration of software packages
No. 2015613938

e SMO-PVP Cross Talk Detection Software Package Certificate of state
registration of software packages No. 2022664634

e Communication equipment.

Features:

e Navigation equipment integrated with the antenna system allows evaluating
coordinates and course of the direction finder both while moving and at
temporary stops

e To prevent overloading of Direction Finder's digital path in complicated
electromagnetic environment, digital radio receiver includes additional
analogue paths with 500 kHz bandwidth (model 4) and 80, 24, 1.2 MHz (model 5)

e Joint operation of several direction finders (when communication equipment
is available), e.g. as a part of Automated Spectrum Monitoring Systems
(ARMADA, AREAL etc.).

ARTIKUL-M1 Mobile Direction Finder

Direction Finder Provides:

e Single- and multi-channel direction finding of radio signals with any
modulation types and spectrum width

e Search for radio emission, measurement of their parameters and comparison
with the database

e Selective direction finding of 2G/3G/4G/5G Base Stations

e Selective (time-slot based) direction finding of subscriber 2G terminals
(mobile phones, trackers, etc.), operating at the same frequency

e Selective (related with ID of radio emission source) direction finding of DECT
base stations and radiophones, TETRA, DMR, APCO P25, dPMR, NXDN
radiostations

e Selective direction finding of Wi-Fi communication devices with recognition
of MAC-address, including those that use non-standard frequency ranges

e Creation of databases, their extension and comparing of the recorded data
with the references in the database

e Recording of radio signals to a storage device

e Panoramic spectrum analysis within the entire operating frequency range
or within separate intervals under complicated electromagnetic conditions,
detection of changes in ambient electromagnetic conditions

e Recording the radio environment to the hard drive within a specified
frequency range. This procedure can function within a long period and is
based on amplitude/frequency/bearing/time coordinates, the station location
and the absolute time at the time of saving

e Accumulation of data for further analysis in the postprocessing mode

e Displaying the emitter bearing and localization of detected emitter on the
electronic map.

Technical Specifications

Operating frequency range (extended configuration) 1.5 - 8000 MHz
Single-channel dynamic range (with attenuators) 110 dB, min
Intermodulation free dynamic range (3rd and 2nd order) 75 dB, min

Attenuators 0-30dB, incr1dB

Maximum simultaneous bandwidth:

+ Within 1.5 - 5 MHz range 1 MHz

+ Within 5 - 25 MHz range 2 MHz

+ Within 25 - 110 MHz range 5 MHz

+ Within 110 - 220 MHz range 10 MHz

+ Within 220 - 8000 MHz range 24 MHz

Receiver tuning resolution 1Hz

Panorama spectrum analy_sis rate when scanning over 220 - 3000 15 GHz/s. min
MHz frequency range (with 12.5 kHz spectrum discreteness) '

Minimum duration of detected single signal 1 s

DF method _ Correlative

interferometer

Operating azimuth range 0° - 360°

Operating elevation range Not specified

Processed signal spectrum width Arbitrary

Maximum simultaneous DF bandwidth 24 MHz

Single-channel direction finding rate, min 100 bearing/s

Processed single signal minimum duration 1.5ms

DF field sensitivity, max.

+ Within 1.5 - 20 MHz range 15 uV/m (typical 6 pV/m)

+ Within 20 - 3000 MHz range 8 pV/m (typical 3 uV/m)

+ Within 3000 - 8000 MHz range 15 pV/m (typical 6 pV/m)

Instrument azimuth DF accuracy (RMS):

+ Within 1.5 - 20 MHz range 5° max.
+ Within 20 - 3000 MHz range 2° max.
+ Within 3000 - 8000 MHz range 3° max.

Bearing, spectrum, time,

Types of recorded data signal sampling (Q)

Maximum I/Q bandwidth 40 MHz

Continuous recording time Depends on the storage

volume

Antenna system single
Dimensions of antenna system (lengthxwidthxheight):

+ 20 - 3000 MHz frequency range version 1620x1180%x380 mm

+ 1.5-8000 MHz frequency range version 620%1180%480 mm
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Weight of antenna system (including radio transparent radome):

+ 20 - 3000 MHz frequency range version 41 kg, max

+ 1.5-8000 MHz frequency range version 60 kg, max
Weight of antenna system (excluding radio transparent radome):

+ 20 - 3000 MHz frequency range version 27 kg, max

+ 1.5-8000 MHz frequency range version 38 kg, max
DC power supply voltage 10-32V
Power supply by AC network (when power supply unit included) 90-250 V
Power consumption without auxilary devices (controller, AWS efc.) 200 W, max.
Operating temperature range -50°C ... +55°C
Maximum altitude above-sea level 4500 m
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Typical curve of RMS vs. frequency (MHz) for ARTIKUL-M1 Mobile Direction Finder
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Typical curve of DF sensitivity (uV/m) vs. frequency (MHz) for ARTIKUL-M1 Mobile Direction Finder

Note: for direction finder with maximum processing bandwidth of 100 MHz, the sensitivity
and accuracy of direction finding are the same as for a direction finder with a bandwidth
of 24 MHz. Other parameters of the system correspond to technical specifications of
ARGAMAK-D11 Digital Radio Receiver (Model 5).

ARTIKUL-AV1

Direction Finder Compact UAV-Based

Purpose:

e Direction finding, recording, technical analysis and classification of signals
used in modern communication systems and data transfer system in HF,
VHF, UHF and SHF ranges, as well as localization of their emitters. The last
function is provided when the direction finder is installed on an unmanned
helicopter.

Typical configuration:

e Onboard equipment:
+ DF unit with two-channel radio receiver and antenna system
+ Power supply unit with integrated battery, which can be powered from
the carrier's on-board power network
+ ARC-KN3 Navigation and Synchronization Unit
+ Data transmission equipment.
+ Controller
e Ground equipment:
+ Data transmission equipment.
+ Control and display unit (portable PC)
e Software packages for radio monitoring, cartography and technical analysis:
SMO-PPK, SMO-STA, SMO-KN, SMO-ASPD.

Features:

ARTIKUL-AV1 Direction Finder installed on Compact Unmanned Helicopter

e Integrated navigation equipment allows evaluating coordinates, course,
speed, bank and pitch of direction finder with or without GNSS signals.

Direction Finder Provides:

e Search for radio emission, measurement of their parameters
e Localization of radio emissions sources by multi-position method based on
measured azimuths
e Collecting the data for analysis in postprocessing mode, recording radio
signals (IQ and radio environment with service parameters to the storage.
e Creation of databases, their extension and comparing of the recorded data
with the references
e Postprocessing of collected data, including:
+ Localization of radio emissions sources and displaying its position in
electronic map
+ Technical analysis, determination of modulation type and measurement
of radio signal parameters
+ Decoding service information of digital communications network
signals: GSM, UMTS, LTE, 5G, CDMA (1S-95, cdma2000, EV-DO),
TETRA, DMR, dPMR, NXDN, APCO P25, Wi-Fi, Bluetooth, ZigBee
e Search for satellite terminals with frequency range of 1610 - 1660.5 MHz
e Automatic classification of satellite terminals signals (identification of
communication system type) Supported standards:

comsr:;er::::tion Operating frequency range for | Total bandwidth of Subscriber-
Subscriber-Satellite channel Satellite channel
systems
Globalstar 1610-1626.5 MHz 16.5 MHz
Inmarsat 1626.5-1660.5 MHz 34 MHz
Iridium 1616-1626.5 MHz 10.5 MHz
Thuraya 1626.5-1660.5 MHz 34 MHz

Technical Specifications

Operating frequency range:

+  with AS-HP1 220 - 3000 MHz

+  with AS-HP2 3000 - 8000 MHz
Single-channel dynamic range (with attenuators) 110 dB, min
Intermodulation free dynamic range (3rd and 2nd order) 75 dB, min
Attenuators 0-30dB, incr 1dB
Maximum simultaneous bandwidth 24 MHz
Receiver tuning resolution 1Hz
Panorama spectrum analysis rate when scanning over operating .
frequency range (with 12.5 kHz spectrum discreteness) 15 GHzs, min
Minimum duration of detected single signal 1 s
DF method Correlative interferometer
Operating azimuth range 0° - 360°
Operating elevation range Not specified
Processed signal spectrum width Arbitrary
Maximum simultaneous DF bandwidth 24 MHz
Single-channel direction finding rate, min 100 bearing/s
Processed single signal minimum duration 1.5ms
DF field sensitivity, max. 15 pV/m (typical 4 pV/m)
Instrument azimuth DF accuracy (RMS) 4° max.
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Types of recorded data Beagligajzgcmtgfir:é t(':;g)
Maximum 1/Q bandwidth 40 MHz
Continuous recording time Depends on the storage
volume
Antenna system Single (Ai'ls—i_ I:pg;
Dimensions of the Antenna System (diameterxheight):
*  AS-HP1 530 x125 mm
+  AS-HP2 365 x175 mm
Weight of the equipment installed on UAV 22 kg, max
Continuous run-time of internal battery 1h
DC power supply voltage 10-16V
Z;)l\:\i/s;n (;?]r:?g(r;]p;:g{le |r;1clud|ng auxiliary devices (navigation 200 W, max.
Operating temperature range -20°C ... +40°C
Maximum altitude above-sea level 4500 m

Joint operation of several direction finders (when communication equipment
is available), e.g. as a part of Automated Spectrum Monitoring Systems
(ARMADA, AREAL etc.).

Direction Finder Provides:

Single- and multi-channel direction finding of radio signals with any modulation
types and spectrum width

Search for radio emission, measurement of their parameters and comparison
with the database

Creation of databases, their extension and comparing of the recorded data
with the references in the database

Recording of radio signals to a storage device

Panoramic spectrum analysis within the entire operating frequency range
or within separate intervals under complicated electromagnetic conditions,
detection of changes in ambient electromagnetic conditions

Recording the radio environment to the hard drive within a specified
frequency range. This procedure can function within a long period and is
based on amplitude/frequency/bearing/time coordinates, the station location

ARTIKUL-AV3

Aerial Vehicle-Based Direction Finder

Purpose:

Direction finding, recording, technical analysis and classification of signals
used in modern communication systems and data transfer system in HF,
VHF, UHF and SHF ranges, as well as localization of their emitters. The
last function is provided when the direction finder works as a part of aerial
vehicle-based stations.

Typical configuration:

Dismountable DF antenna system inside radio transparent radome with
integrated two-channel radio receiver and navigation equipment (operating
frequency range 20-3000 MHz, max. simultaneous bandwidth 24 MHz)
Control and display unit with SMO-PPK, SMO-STA, SMO-KN, SMO-ASPD
Software Packages.

Options:

Extension of operating frequency range (20 — 8000 MHz)
Software package:

+ Analysis of GSM, UMTS, LTE, 5G, CDMA (1S-95, cdma2000, EV-DO),
DECT, TETRA, DMR, dPMR, NXDN, APCO P25, NB-loT, LoRaWan,
Wi-Fi, WiMAX, Bluetooth, Zigbee signal parameters

+ Analysis of DVB-T/T2/H, DTMB signals

+ Cross talk detection

Communication equipment.

Features:

Navigation equipment integrated with the antenna system allows evaluating
coordinates and course of the direction finder both while moving and at
temporary stops

To prevent overloading of Direction Finder's digital path in complicated
electromagnetic environment, digital radio receiver includes additional
analogue paths with 500 kHz bandwidth

ARTIKUL-AV3 Direction Finder installed on a Helicopter

and the absolute time at the time of saving

e Accumulation of data for further analysis in the postprocessing mode
e Displaying the emitter bearing and localization of detected emitter on the

electronic map.
Technical Specifications

Operating frequency range 20 - 8000 MHz
Single-channel dynamic range (with attenuators) 110 dB, min
Intermodulation free dynamic range (3rd and 2nd order) 75 dB, min

Attenuators

0-30dB, incr1dB

Maximum simultaneous bandwidth:

+  Within 20 - 25 MHz range 2 MHz
+ Within 25 - 110 MHz range 5 MHz
+  Within 110 - 220 MHz range 10 MHz
+  Within 220 - 8000 MHz range 24 MHz
Receiver tuning resolution 1Hz
Panorama spectrum analysis rate when scanning over operating 15 GHzs. min
frequency range (with 12.5 kHz spectrum discreteness) ’
Minimum duration of detected single signal 1 s

DF method

Correlative interferometer

Operating azimuth range 0° - 360°
Operating elevation range Not specified
Processed signal spectrum width Arbitrary
Maximum simultaneous DF bandwidth 24 MHz
Single-channel direction finding rate, min 100 bearing/s
Processed single signal minimum duration 1.5ms

DF field sensitivity, max.

+ Within 20 - 3000 MHz range

8 pV/m (typical 3 uVim)

+ Within 3000 - 8000 MHz range

15 pVim (typical 6 pV/m)

Instrument azimuth DF accuracy (RMS):

+ Within 20 - 3000 MHz range

2 max.

+ Within 3000 - 8000 MHz range

3° max.

Types of recorded data

Bearing, spectrum, time,
signal sampling (1/Q)

Maximum I/Q bandwidth 40 MHz

Continuous recording time Depends on the storage

volume

Antenna system single

Dimensions of antenna system (lengthxwidthxheight) 1620x1180x500 mm
Weight of antenna system (including radio transparent radome):

+  For operating frequency range of 20 — 3000 MHz 40 kg, max

+  For operating frequency range of 20 — 8000 MHz 60 kg, max

DC power supply voltage 10-32V

Power supply by AC network (when power supply unit included) 90-250 V

i\c/)vwse;:;;sumptlon without auxilary devices (controller, 200 W, max.

Operating temperature range -50°C ... +55°C

Maximum altitude above-sea level 4500 m
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ARTIKUL-T

Transportable Automatic Direction Finder

Purpose:

Outdoor radio monitoring applications including:
+ Automatic direction finding
+ Panoramic spectrum analysis
+ Radio signal parameter evaluation
+ Radio signal recording and technical analysis
+ Radio channel monitoring.

Typical configuration:

Foldable antenna system with integrated two-channel digital radio receiver
(operating frequency range 20-3000 MTw, max. simultaneous bandwidth 24 MHz)
Control and display unit with SMO-PPK, SMO-STA, SMO-KN, SMO-ASPD
Software Packages

Power supply unit.

Options:

Extension of operating frequency range from 1.5 MHz

Power supply and communication unit

Navigation equipment integrated to the antenna system

Communication and data transmission equipment

Telescopic mast (up to 9 meters high)

SMO-BS 3GPP Software Package for Automated Monitoring of NB-IoT,
GSM, UMTS, LTE, 5G Base Stations Certificate of state registration of
software packages No. 2025615525

SMO-BS CDMA/EVDO Software Package for Automated Monitoring of
CDMA/EVDO Base Stations. Certificate of state registration of software
packages No. 2015662423

SMO-BS TRUNK Customized Software for Automated Monitoring of
DMR, dPMR, NXDN, APCO P25 and TETRA Network. Certificate of state
registration of software packages No. 2024665131

SMO-BS DECT Software Package for Automated Monitoring of DECT
Base Stations. Certificate of state registration of software packages
No. 2015662411

SMO-BS Wireless Customized Software for Automated Monitoring of short-
range wireless networks (Wi-Fi, WiMAX, LoRaWan, Bluetooth, Zigbee).
Certificate of state registration of software packages No. 2025618779
SMO-CT Customized Software for Automated Monitoring of digital TV signals
(DVB-T/T2/H, DTMB). Certificate of state registration of software packages
No. 2015613938.

ARTIKUL-T Direction Finder

Features:

The distance between antenna systems and operator's location can be up
to 100 m

Operation at stops both standalone and as a part of Automated Spectrum
Monitoring Systems (ARMADA, AREAL etc.) together with other technical
means (when communication equipment is available)

Power supply from portable electro generator, external AC mains or vehicle
on-board DC.

Direction Finder Provides:

Search and detection of emissions, their parameters evaluation, technical
analysis and comparison with the database

e Creation of databases, their extension and comparing of the recorded data

with the references in the database

e Field strength evaluation
e Recording of radio signals

Panoramic spectrum analysis within the entire operating frequency range
or within separate intervals under complicated electromagnetic conditions,
detection of changes in ambient electromagnetic conditions
Recording radio environment within a specified frequency range. This
procedure can function within a long period and is based on amplitude/
frequency/bearing/time coordinates, unit location and the absolute time
at the time of saving
Single- and multi-channel direction finding of radio signals with any
modulation types and spectrum width
Selective direction finding of 2G/3G/4G/5G Base Stations
Selective (time-slot based) direction finding of subscriber 2G terminals
(mobile phones, trackers, etc.), operating at the same frequency
Selective (related with ID of radio emission source) direction finding of
DECT base stations and radiophones, TETRA, DMR, APCO P25, dPMR,
NXDN radiostations
Selective direction finding of Wi-Fi communication devices with
recognition of MAC-address, including those that use non-standard
frequency ranges
Accumulation of data for further analysis in the postprocessing mode
Displaying bearing in electronic map.

Technical Specifications

Operating frequency range

1.5-3000 MHz

Other technical specifications are the same as parameters of ARTIKUL-S Direction
Finder.
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ARTIKUL-MT

Transportable Automatic Direction Finder

Purpose:

Outdoor radio monitoring applications including:
+ Direction finding
+ Panoramic spectrum analysis
+ Radio signal parameter evaluation
+ Radio signal recording and technical analysis
+ Radio channel monitoring.

Typical configuration:

Two-channel panoramic radio receiver in a body designed for mounting on
a mast

AS-HP5 Antenna System for automatic direction finding within 20 — 3000 MHz,
with integrated navigation equipment

Tripod (mast) for direction finding antenna system mounting when operated
at temporary workstations

Power supply unit

Control and display unit with SMO-PPK, SMO-STA, SMO-ASPD, SMO-KN
Software Packages.

Options:

AS-HP-HF replaceable antenna system for automatic direction finding within
1.5 - 30 MHz, with integrated navigation equipment

AS-HP2 replaceable antenna system for automatic direction finding within
3 — 8 GHz, with integrated navigation equipment

AS-HP8 Antenna System for automatic direction finding within 220 -
8000 MHz, with integrated navigation equipment

High-stable external reference generator

Vehicle luggage box with fasteners to mount DF antenna systems
Communication and data transmission equipment

SMO-BS 3GPP Software Package for Automated Monitoring of NB-IoT,
GSM, UMTS, LTE, 5G Base Stations Certificate of state registration of
software packages No. 2025615525

SMO-BS CDMA/EVDO Software Package for Automated Monitoring of
CDMA/EVDO Base Stations. Certificate of state registration of software
packages No. 2015662423

SMO-BS TRUNK Customized Software for Automated Monitoring of
DMR, dPMR, NXDN, APCO P25 and TETRA Network. Certificate of state
registration of software packages No. 2024665131

SMO-BS DECT Software Package for Automated Monitoring of DECT
Base Stations. Certificate of state registration of software packages No.
2015662411

SMO-BS Wireless Customized Software for Automated Monitoring of short-
range wireless networks (Wi-Fi, WiMAX, LoRaWan, Bluetooth, Zigbee).
Certificate of state registration of software packages No. 2025618779
SMO-CT Customized Software for Automated Monitoring of digital TV
signals (DVB-T/T2/H, DTMB). Certificate of state registration of software
packages No. 2015613938.

ARTIKUL-MT Direction Finder

Features:

Operation at stops and while moving (when the equipment is installed on
a vehicle)

Low weight and small sizes, fast deployment

Equipment can be transported by two operators

Replaceable antenna systems

Joint operation of several direction finders (when communication equipment
is available), e.g. as a part of Automated Spectrum Monitoring Systems
(ARMADA, AREAL etc.)

To prevent overloading of Direction Finder's digital path in complicated
electromagnetic environment, digital radio receiver includes additional
analogue paths with 500 kHz bandwidth

The distance between antenna systems and operator's location can be up
to 100 m

Power supply from portable electro generator, external AC mains or vehicle
on-board DC.

Direction Finder Provides:

Search for emissions, their parameters evaluation, technical analysis and
comparison with the database

Creation of databases, their extension and comparing of the recorded data
with the references in the database

Field strength evaluation

Recording of the radio signal within wide bandwidth

Panoramic spectrum analysis within the entire operating frequency range
or within separate intervals under complicated electromagnetic conditions,
detection of changes in ambient electromagnetic conditions

Recording radio environment within a specified frequency range. This
procedure can function within a long period and is based on amplitude/
frequency/bearing/time coordinates, unit location and the absolute time
at the time of saving

Single- and multi-channel direction finding of radio signals with any
modulation types and spectrum width

Selective direction finding of 2G/3G/4G/5G Base Stations

Selective (time-slot based) direction finding of subscriber 2G terminals
(mobile phones, trackers, etc.), operating at the same frequency
Selective (related with ID of radio emission source) direction finding of DECT
base stations and radiophones, TETRA, DMR, APCO P25, dPMR, NXDN
radiostations

Selective direction finding of Wi-Fi communication devices with recognition
of MAC-address, including those that use non-standard frequency ranges.
Accumulation of data for further analysis in the postprocessing mode
Displaying bearing to a radio emission source in electronic map

Check of frequency/time parameters and service information of base station
of modern communication and data transmission systems (GSM, 1S-95,
cdma2000, EV-DO, UMTS, TETRA, DECT, LTE, Wi-Fi, DMR, APCO P25).

Technical Specifications

Operating frequency range (using replaceable antenna systems) 1.5 - 8000 MHz
Single-channel dynamic range (with attenuators) 110 dB, min
Intermodulation free dynamic range (3rd and 2nd order) 75 dB, min
Attenuators 0-30dB, incr 1dB
Maximum simultaneous bandwidth:
+  Within 1.5 - 5 MHz range 1 MHz
+  Within 5 - 25 MHz range 2 MHz
+ Within 25 - 110 MHz range 5 MHz
+ Within 110 - 220 MHz range 10 MHz
+ Within 220 - 8000 MHz range 24 MHz
Receiver tuning resolution 1Hz
Panorama spectrum analysis rate when scanning over operating 15 GHzls. mi
frequency range (with 12.5 kHz spectrum discreteness) S min
Minimum duration of detected single signal 1 s
DF method Correlative interferometer
Operating azimuth range 0° - 360°
Operating elevation range Not specified
Processed signal spectrum width Arbitrary
Maximum simultaneous DF bandwidth 24 MHz
Single-channel direction finding rate, min 100 bearing/s
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Processed single signal minimum duration 1.5 ms
DF field sensitivity, max.
+ Within the range from 1.5 to 30 MHz (AS-HP-HF) 15 pV/m (typical 9 pV/m)
+ Within 20 - 200 MHz (AS-HP5) 10 pV/m (typical 6 pV/m)
+ Within 200 - 3000 MHz (AS-HP5) 8 pVim (typical 4 uV/m)
+ Within 3000 - 8000 MHz (AS-HP2) 15 pV/m (typical 5 pV/m)
+ Within 220 - 8000 MHz (AS-HP8) 15 pV/m (typical 6 uV/m)
Instrument azimuth DF accuracy (RMS):
+ Within the range from 1.5 to 30 MHz (AS-HP-HF) 5° max.
+ Within 20 - 200 MHz (AS-HP5) 5° max.
+ Within 200 - 3000 MHz (AS-HP5) 2.5° max.
+ Within 3000 - 8000 MHz (AS-HP2) 5° max.
+ Within 220 - 8000 MHz (AS-HP8) 5° max.

Typical configuration:
signal sampling (/Q)| e ARGAMAK-D11 (model 5) Two-Channel Digital Panoramic Radio Receiver

Types of recorded data Bearing, spectrum, time,

Maximum I/Q bandwidth 40 MHz with integrated antenna switch, AC and vehicle on-board power unit with
Continuous recording ime Depends on the storage charger and battery, simultaneous bandwidth of 100 MHz, frequency range
volume 0.009 - 8000 MHz
Antenna system single| ® AS-HP-HF, AS-HP1, AS-HP2, AS-HP5 DF Antenna Systems
Antenna system dimensions (diameterxheight) e Control and display unit with SMO-PA, SMO-STA, SMO-ASPD, SMO-KN
«  AS-HP-HF 465x170 mm Software Packages
« ASHP2 365x175mm| ® Case for storage and transportation of the accessories
. AS-HP5 580x250mm| © Vehicle luggage box with fasteners to mount DF antenna systems
. ASHPS 970<490 mm| ® Mast for mounting of DF antenna systems.
Dimensions of receiving and processing unit (diameterxheight) 480x210mm| Options:
Weight of antenna system: e AS-HP8 Antenna System for automatic direction finding within 220 — 8000
:AS-HP-HF 6.2 kg max MHz, with integrated navigation equipment
+ ASHP2 3kg max.| e ARC-MA2 HF Magnetic Receive Antenna
© ASHPS 85kg, max.| e ARC-A12 Wideband Antenna
+ AS-HP8 30kg, max.| e ARC-A7A-3 Broadband Antenna for Installation on Vehicle
Weight of Receiving and Processing Unit 10kg,max| e ARC-A3A Directional Antenna Set and handle provided for amplitude
DC supply voltage 10-32V direction finding
Power supply by AC network (when power supply unit included) 90-250V| e Extension of operating frequency range up to 30 GHz
Power consumption without auxilary devices (controller, AWS etc.) 120 W, max.| @ Setof wideband antennas with operating frequency range from 8 to 30 GHz
Operating temperature range 20°C . +50°c| ® ARC-IG Video facilities and software package for visualization of radio
Maximum altitude above-sea level 2500 m emission sources in spatially distributed locations

e Communication and data transmission equipment

Typical curves of RMS and DF sensitivity vs. frequency are the same as curves given ¢ SMO-BS Software Packages for Wireless Data Communication System

for antenna systems of ARTIKUL-H1 Manpack Direction Finder. Analysis: BS 3GPP (NB-loT, GSM, UMTS, LTE, 5G), BS CDMA (IS-95,
cdma2000, EV-DO), BS TRUNK (TETRA, DMR, APCO P25, dPMR,
ARTIKUL-D11 NXDN), BS Wireless (Wi-Fi, Bluetooth, ZigBee).
Portable Automatic Direction Finder e Software option for selective direction finding of GSM, UMTS, LTE base
stations (for SMO-BS 3GPP) and Wi-Fi subscriber terminals (to SMO-BS
Purpose: Wireless).

e Direction finding, recording, technical analysis and classification of signals Features:
used in modern communication systems and data transfer system in HF, o \ide simultaneous band
VHF, UHF and SHF ranges, as well as localization of their emitters. The ¢ apjlity to connect few DF antenna system simultaneously (AS-HP-HF,
last function is provided when the direction finder works as a part of mobile AS-HP1 or AS-HP5, AS-HP2)

stations. e Power supply from portable electro generator, external AC mains or vehicle

on-board DC

e Radio monitoring over land, sea and in airspace

e Besides radio monitoring afield ARTIKUL-D11 Direction Finder can be used
for indoor radio monitoring (see ARC-D11 for details).

Direction Finder Provides:

e Panoramic spectrum analysis within operating frequency range or within
arbitrary numbers of frequency intervals

o Automatic single- and multi-channel direction finding of radio signals with
arbitrary bandwidth

e Power (without using information about signal structure) direction finding
of radio signals with arbitrary bandwidth

o Selective (related with ID of radio emission source) direction finding of GSM
[ UMTS / LTE base stations, Wi-Fi access points and subscriber terminals

o Selective (related with ID of radio emission source) direction finding of DECT

Operation modes: base stations and radiophones, TETRA, DMR, APCO P25, dPMR, NXDN
radiostations

e Selective (time-slot based) direction finding of subscriber 2G terminals

ARGAMAK-D11 Radio Receiver (model 5)

e At temporary workstation (mast-mounted antenna system)
e At stops and while moving (being installed into a vehicle).
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(mobile phones, trackers, etc.), operating at the same frequency

Recording of signal within simultaneous bandwidth to buffer with option of
further time and frequency navigation as well as postprocessing including
search, filtering, demodulation etc.

Technical analysis of radio signals in real time and in postprocessing mode
External radio monitoring of extended objects (when ARC-IG is available)
Evaluation of radio emission sources location based on signal levels
evaluated in different points of route or based on bearings

Operation as a part of DF pair providing for localization of radio emission

source (when communication equipment is available).

o All the functions related with indoor radio monitoring provided by ARC-D11
Multi-Functional Radio Monitoring System (when optional equipment is

aveilable).
Technical Specifications

Number of independent receiving channels 2

Operating frequency range for each channel 0.009-8000 MHz

Frequency range for one of the channels with internal frequency 0.009-30000 MHz

down-converter available

Max. simultaneous bandwidth (bandpass) at +3.0 dB variation 100 MHz

Additional analogue radio receiving path with narrower 80 MHz, 24 MHz,

bandwidth in each channel 1.2 MHZ
Search and detection of the radio signals

Rate of panorama spectrum analysis over operating frequency

range with max. 16 kHz resolution (at spectrum discreteness 60 GHz/s

max. 3.125 kHz), min.

Rate of DF panorama scan over operating frequency range with

max. 16 kHz resolution (at spectrum discreteness max. 3.125 1 GHz/s

kHz) and spectrum occupancy above 50%, min.

Detected sighal minimum duration 1 s
Sensitivity at 3.125 kHz discreteness 0.8-15pv
Automatic direction finding
DF method _ Correlative

interferometer

Operating azimuth range 0°-360°
Operating frequency range 1.5-8000 MHz
Field sensitivity depends on antenna
system

Instrument accuracy (RMS) depends on antenna
system

Radio Channel Monitoring, Technical Analysis and Broadcast
Recording
Max. processing bandwidth:

+ within 0.009 - 30 MHz range 30 MHz

+ within 20 - 8000 MHz range 100 MHz

Types of recorded data

radio signal sampling
(1/Q), bearing,
spectrograms, time

1/Q bandwidth

up to 200 MHz

Continuous recording time

depends on storage

Demodulated signal recording

Demodulator bandwidth

250, 100, 50, 12,

6, 3 kHz
Receiver sensitivity in AM mode 1.5 pV, max.
Receiver sensitivity in FM (narrow) mode 0.8 uV, max.
Receiver tuning discrete 1Hz
Demodulation types AM, FM, SSB, AT

General Parameters

Weight of ARGAMAK-D11 Digital Radio Receiver (Model 5) 18 kg, max.
Operating temperature range -40°C ... +55°C
DC supply voltage 10-30V
Power supply by AC network (when power supply unit included) 90-250V
Power consumption (excluding powering connected antenna 100 W, max.
systems)
Maximum altitude above-sea level 4500 m

Other technical specifications of the system corresponds to parameters of ARGAMAK-D11

(Model 5) Digital Radio Receiver.

ARTIKUL-H1

Manpack Automatic Direction Finder

Purpose:

The direction finder is intended for search, detection, automatic direction
finding and localization of radio emission sources. The direction finder
can be operated at stops and while moving standalone or as a part of
automated spectrum monitoring systems (ARMADA, AREAL etc.).

Typical configuration:

ARGAMAK-2K7 Two-Channel Panoramic Radio Receiver

AS-HP1 Antenna System for automatic direction finding within 110 — 3000 MHz,
with integrated navigation equipment

Control and display unit with SMO-PPK, SMO-STA, SMO-ASPD, SMO-KN
Software Packages

Battery set, AC power supply, vehicle-based power supply and charger
Holder to secure control and display unit when operation in manpack mode
Frame used to mount equipment and place the antenna systems when
operation in the manpack version

Backpack for accessories (frame-mounted).

Options:

J -

AS-HP2 replaceable antenna system for automatic direction finding within
3 - 8 MHz, with integrated navigation equipment

AS-HP5 replaceable antenna system for automatic direction finding in 20 -
3000 MHz range (manpack, mobile and stationary operation modes), with
integrated navigation equipment

AS-HP-HF replaceable antenna system with digital panoramic radio receiver
integrated navigation equipment for automatic direction finding in 1.5 - 30
MHz range (mobile and fixed operation modes)

AS-HPS8 replaceable antenna system for automatic direction finding in 220
- 8000 MHz range (ground-ground, ground-air, air-ground operation), with
integrated navigation equipment

Vehicle luggage box with fasteners to mount DF antenna systems

Tripod (mast) for direction finding antenna system mounting when operated
at temporary workstations

Broadband radio monitoring antennae

Communication and data transmission equipment

Rugged control unit based on PC

SMO-BS 3GPP Software Package for Automated Monitoring of NB-IoT,
GSM, UMTS, LTE, 5G Base Stations Certificate of state registration of
software packages No. 2025615525

SMO-BS CDMA/EVDO Software Package for Automated Monitoring of
CDMA/EVDO Base Stations. Certificate of state registration of software
packages No. 2015662423

SMO-BS TRUNK Customized Software for Automated Monitoring of
DMR, dPMR, NXDN, APCO P25 and TETRA Network. Certificate of state
registration of software packages No. 2024665131

Carrying frame to mount equipment of ARTIKUL-H1 with AS-H2 Antenna System and the
direction finder with AS-HP1 Antenna System in manpack operation mode
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ARTIKUL-H1 in the mobile operation mode, antenna system is inside the luggage box

e SMO-BS DECT Software Package for Automated Monitoring of DECT
Base Stations. Certificate of state registration of software packages
No. 2015662411

e SMO-BS Wireless Customized Software for Automated Monitoring of short-
range wireless networks (Wi-Fi, WiMAX, LoRaWan, Bluetooth, Zigbee).
Certificate of state registration of software packages No. 2025618779

e SMO-CT Customized Software for Automated Monitoring of digital TV
signals (DVB-T/T2/H, DTMB). Certificate of state registration of software
packages No. 2015613938.

Features:

e Operation at stops and while moving (when the equipment is carried by

operator or installed on a vehicle)

Very low weight and small sizes, fast deployment

Equipment can be transported by two operators

Replaceable antenna systems

Joint operation of several direction finders (when communication equipment

is available), e.g. as a part of Automated Spectrum Monitoring Systems

(ARMADA, AREAL etc.)

e To prevent overloading of Direction Finder's digital path in complicated
electromagnetic environment, digital radio receiver includes additional
analogue paths with 500 kHz bandwidth

e Selective direction finding of 2G/3G/4G/5G Base Stations

e Selective (time-slot based) direction finding of subscriber 2G terminals
(mobile phones, trackers, etc.), operating at the same frequency

e Selective (related with ID of radio emission source) direction finding of DECT
base stations and radiophones, TETRA, DMR, APCO P25, dPMR, NXDN
radiostations

e Selective direction finding of Wi-Fi communication devices with recognition
of MAC-address, including those that use non-standard frequency ranges.

e Power supply from buit-in batteries, portable electro generator, external AC
mains or vehicle on-board DC.

ARTIKUL-H1 at a temporary workstation with AS-HP1 (left) and AS-HPS8 (right)

Direction Finder Provides:

e Single- and multi-channel automatic direction finding of RF emissions with
any modulation type and spectrum width in 1.5 to 8000 MHz range (using
replaceable antenna systems)

e Displaying the emitter bearing and localization of detected emitter on the
electronic map

e Panoramic spectrum analysis within the entire operating frequency range
or within separate intervals under complicated electromagnetic conditions,
detection of changes in ambient electromagnetic conditions

e Search for radio emission, measurement of their parameters

e Creation of databases, their extension and comparing of the recorded data
with the references in the database

e Recording of radio signals to a storage device

e Recording the radio environment to storage within a specified frequency
range. This procedure can function within a long period and is based on
amplitude/frequency/bearing/time coordinates, the station location and the
absolute time at the time of saving

e Accumulation of data for further analysis in the postprocessing mode

e Decoding of service parameters of communication systems (GSM, UMTS,
LTE, 5G, IS-95, cdma2000, EV-DO, TETRA, DECT, DMR, APCO P25, Wi-Fi
etc.).

Technical Specifications

Operating frequency range 1.5 - 8000 MHz
Single-channel dynamic range (with attenuators) 110 dB, min
Intermodulation free dynamic range (3rd and 2nd order) 75 dB, min

Attenuators 0-30dB, incr1dB

Maximum simultaneous bandwidth:

+ Within 1.5 - 5 MHz range 1 MHz
+ Within 5 - 25 MHz range 2 MHz
+ Within 25 - 110 MHz range 5MHz
+ Within 110 - 220 MHz range 10 MHz
+ Within 220 - 8000 MHz range 24 MHz
Receiver tuning resolution 1Hz
Panorama spectrum analysis rate when scanning over operating .
frequency range (with 12.5 kHz spectrum discreteness) 15 GHzs, min
Minimum duration of detected single signal 1 s
DF method Correlative interferometer
Operating azimuth range 0° - 360°
Operating elevation range Not specified
Processed signal spectrum width Arbitrary
Maximum simultaneous DF bandwidth 24 MHz
Single-channel direction finding rate, min 100 bearing/s
Processed single signal minimum duration 1.5ms

DF field sensitivity, max.

+ Within the range from 1.5 to 30 MHz (AS-HP-HF) 15 pV/m (typical 9 pV/im

+ within 20 - 200 MHz (AS-HP5) 10 pV/m (typical 6 pV/im

« within 200 - 3000 MHz (AS-HP5)

« within 110 - 3000 MHz (AS-HP1) 8 uV/m (typical 4 pVim

« within 3000 - 8000 MHz (AS-HP2) 15 uV/m (typical 5 uVim

)
)
8 pV/m (typical 4 uV/m)
)
)
)

« within 220 - 8000 MHz (AS-HP®) 15 uV/m (typical 6 uVim

Instrument azimuth DF accuracy (RMS):

+ Within the range from 1.5 to 30 MHz (AS-HP-HF) 5° max
+  within 20 - 220 MHz (AS-HP5) 5° max
+  within 220 - 3000 MHz (AS-HP5) 2.5° max
+within 110 - 3000 MHz (AS-HP1) 4° max
+ within 3000 - 8000 MHz (AS-HP?2) 5° max
+  within 220 - 8000 MHz (AS-HP8) 5° max

Bearing, spectrum, time,

Types of recorded data signal sampling (11Q)

Maximum 1/Q bandwidth 40 MHz
Continuous recording time Depends on the storage
volume

Antenna system dimensions (diameterxheight)
*  AS-HP-HF 465x170 mm
*  AS-HP1 530x125 mm
+  AS-HP2 365x175 mm
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+ AS-HP5 580x250 mm
+ AS-HP8 970x490 mm
Weight of antenna system:
+ AS-HP-HF 6.2 kg max.
+  AS-HP1 4.4 kg, max.
+  AS-HP2 3.4 kg, max.
+ AS-HP5 8.5 kg max.
+  AS-HP8 30 kg max.
Weight of Receiving and Processing Unit 7 kg, max
Continuous run-time of internal battery 4 hour, min
DC supply voltage 10-32V
Power supply by AC network (when power supply unit included) 90-250 V
Power consumption without auxilary devices (controller, AWS etc.) 50 W
Operating temperature range -40°C ... +55°C
Maximum altitude above-sea level 4500 m

ARC-RP3M

Handheld Direction Finder

Purpose:

e Manual direction finding

e Detection and localization of radio emission sources, including wireless
communication and data transmission systems

Time-slot direction finding of a selected GSM mobile phone, selective
direction finding of DECT base or subscriber station, and Wi-Fi devices
Panoramic spectrum analysis

Radio signal parameter evaluation

Radio signal recording and technical analysis

Radio channel monitoring.

Typical configuration:
o ARGAMAK-M Panoramic Radio Receiver

e Mobile control and display unit (an smartphone based on OS Android) with
SMO-ANDROMEDA Software Package

Typical curves of RMS and DF sensitivity vs. frequency

Antenna code DF RMS (degree) vs. frequency (MHz) DF sensitivity (uV/m) vs. frequency (MHz)
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Direction finding in open and concealed modes

o ARC-AGA Antenna System for manual direction finding, comprising handle
with smartphone holder and replaceable directional active antennae:
¢+ ARC-AB-HF (0.3 - 30 MHz)
¢+ ARC-AB-1A (25 - 500 MHz)
¢+ ARC-AB-2A (400 - 8000 MHz)
e AC network power supply unit
e Batteries for stand-alone operation and charger
e Shoulder bag for equipment.
Options:
o Internal storage built in ARGAMAK-M to save recorded signals
e ARC-KNV3M External Remote-Controlled Frequency Down-Converter
(2.4-8 GHz)
e ARC-A7A-3 Broadband Antenna for Installation on Vehicle (20 — 3000 MHz)
e Directional antenna set for concealed direction finding
e Equipment carry bag for concealed mode operation
e Control and display unit with SMO-PA, SMO-ASPD, SMO-STA, SMO-RP
Software Packages
e SMO-BS 3GPP Software Package for Automated Monitoring of NB-loT,
GSM, UMTS, LTE, 5G Base Stations. Certificate of state registration of
software packages No. 2025615525
e SMO-BS CDMA/EVDO Software Package for Automated Monitoring of
CDMA/EVDO Base Stations. Certificate of state registration of software
packages No. 2015662423
e SMO-BS TRUNK Customized Software for Automated Monitoring of
DMR, dPMR, NXDN, APCO P25 and TETRA Network. Certificate of state
registration of software packages No. 2024665131
e SMO-BS DECT Software Package for Automated Monitoring of DECT
Base Stations. Certificate of state registration of software packages
No. 2015662411
e SMO-BS Wireless Customized Software for Automated Monitoring of short-
range wireless networks (Wi-Fi, WiMAX, LoRaWan, Bluetooth, Zigbee).
Certificate of state registration of software packages No. 2025618779
e SMO-CT Customized Software for Automated Monitoring of digital TV signals
(DVB-T/T2/H, DTMB). Certificate of state registration of software packages
No. 2015613938.
Features:
e Small weight and dimensions
e Antennas of ARC-A6A can be used both in active and passive mode
e Design of the handle and antenna elements enables detection of radio
emission sources with vertical and horizontal polarization
e Handle is optimized for operation in the field conditions; weight of the

handle with the antenna is 800 gram max., the center of gravity is located
below the palm level thus enabling to work longer without getting tired

ARC-RP3M in transportation case and kit for operation of ARC-RP3M in concealed mode

Probabilistic spectrum of Wi-Fi and GSM signals, and selective direction finding of DECT signal

e Power supply from buit-in batteries, portable electro generator, external AC

mains or vehicle on-board DC.
Technical Specifications

Operating frequency range:

+ Basic configuration 9 kHz - 3 GHz
+ with ARC-KNV3M 9 kHz - 8 GHz
Intermodulation free dynamic range (3rd and 2nd order) 75 dB, min
Receiver tuning resolution 1Hz

DF operating frequency range:

+ Basic configuration 300 kHz - 3 GHz

+ with ARC-KNV3M 300 kHz - 8 GHz

DF method Amplitude
DF sensitivity (20 - 3000 MHz) 3-15pVim
Signal level evaluation limits (with attenuators) -30 - 110 dBpV
Load recording duration (when storage is available) Depends on the storage

volume
Panorama spectrum analysis rate when scanning over operating 5 GHzls, min

frequency range (with 12.5 kHz spectrum discreteness)

Registered parameters Amplitude-Frequency-

Time

Receiver sensitivity 08-15uVv

Types of recorded data Signal, time, frequency

Maximum simultaneous bandwidth 24 MHz
Maximum 1/Q bandwidth:

+  Continuous up to 5 MHz

+  Fragments Up to 22 MHz

Frequency band width for signal recording to internal storage
(when available):

+  Within band up to 2 MHz 120 minute, min

+  Within 5 MHz band 60 minute, min

+  Within 10 MHz band 30 minute, min

GSM, UMTS, LTE,
CDMA (IS-95, cdma2000,
EV-DO), TETRA, NB-loT,

Decoding service information of digital communications DECT DMR, dPMR.

network signals NXDN, APCO P25,
Wi-Fi, WiMAX, LoRaWan

Bluetooth, Zighee

Continuous battery run-time 4h
DC supply voltage 10-32V
Voltage of AC power supply 90-250 V
Receiver dimensions 110x60x245 mm
Overall dimensions of the operating set including carriage means 400%x300%x150 mm
Handheld antenna system weight (with smartphone) 1 kg, max
Weight of radio receiver max. 1.7 kg
Operating set weight (with single antenna) 3.5 kg, max.
Weight of complete set 10 kg, max
Operating temperature range -20°C — +45°C

Other technical specifications corresponds to parameters of ARGAMAK-M Digital
Radio Receiver.
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Stations and Radio Monitoring Systems

This section describes IRCOS fixed, mobile, transportable and
portable radio monitoring stations. They are designed for automated
radio monitoring including search, emitter detection, direction finding,
localization and radio signal measurement.

The fixed and mobile direction finding means includes digital radio
receivers integrated with antenna systems. This feature enables high
sensitivity and wide dynamic range, eliminates antenna effects and
allows the use of flexible light-gauge lead-in cables up to 100 m long.
High technical parameters of fixed facilities, including wide electromagnetic
access area and high direction finding accuracy, are achieved due
to digital radio receivers with professional parameters integrated into
antenna systems, modern design of antenna systems, ability of antenna
systems to be placed at high altitudes since Ethernet cord is applied as
antenna cable.

RMS DF accuracy and field DF sensitivity presented in the Catalog are
evaluated using procedures consistent with the test procedures given in
Recommendations ITU-R SM.2060 and SM.2096. For each direction
finder typical sensitivity is also specified being determined as its mean
value within the frequency range for a group of products.

All the stations are controlled remotely by wire or wireless channels,
which allows using this in automated radio monitoring systems.

The units of fixed station have protected design. The equipment is
installed inside temperature controlled and moisture protected boxes and
its placement does not require service premises. All equipment can be
installed outdoors, e.g. on rooftop of building.

These means has an integrated diagnostics system of state and operation
parameters of modules and units.

Key features of the stations:

e Technical and metrological parameters completely comply with
International Telecommunication Union recommendations

e Due to high functionality of stations and their specifications they may
be used by both civil and uniformed agencies

e Stations have protected design and alarm sensors (impact, inclination
and opening sensors)

e Equipment of stations has built-in test equipment

e The stations can be controlled over the main and standby data
communication channels including radio channels

e Automatic direction finders based on ARGAMAK DRRU series
operate with simultaneous bandwidth up to 24 MHz, operating range
1.5 t0 8000 MHz, they feature high performance and provide multi-
channel direction finding

e Measuring equipment is based on ARGAMAK-IS Radio Receiver,
has frequency range from 9 kHz to 8000 MHz, and simultaneous
bandwidth up to 22 MHz

e Digital radio receivers of fixed means allow processing of input signals
in real-time

e To prevent overloading of the units' digital path in complicated
electromagnetic environment, digital radio receiver includes additional
analogue radio receiving narrow-band paths

o ARGAMAK-IS digital radio receiver allows all required types of
measurements, including measurements of electromagnetic field (EMF)
strength, frequency and bandwidth of radio emission, decoding and
analysis of service information of digital networks of communication and
data transmission GSM, CDMA (IS-95, cdma2000, EV-DO), UMTS,

LTE, 5G, DECT, TETRA, DMR, dPMR, NXDN, APCO P25, NB-loT,
LoRaWan, Wi-Fi, WiMAX, Bluetooth, Zigbee, as well as DVB-T/H/T2,
DTMB digital TV signals etc.

e When several stations operate within electromagnetic access area
of radio emission source "hybrid" method may be implemented for
localization of radio emission, where calculation of location is made
on the basis of information complexing: bearings, time of receipt, and
levels of radio signals.

ARTIKUL-SN Direction Finding System is intended for search, detection,
evaluation of parameters, direction finding, recording, technical analysis
and classification of signals within HF, VHF, UHF and SHF ranges,
as well as for localization of their emitters while operating as a part
of automated spectrum monitoring systems. It includes ARTIKUL-S
Automatic Direction Finder based on correlation-interferometry, mast,
thermostatic waterproof casing containing a controller for remote control,
data communication equipment, and backup power supply system. Basic
configuration of the direction finder provides for operating frequency
range of 20 - 3000 MHz, complete configuration provides from 1.5 to
8000 MHz.

ARCHA-IN Fixed Measuring Radio Monitoring and Direction Finding
Station is intended for real-time panoramic spectrum analysis,
single-channel and multi-channel direction finding, measuring of
electromagnetic field strength and radio signal parameters (including
frequency, bandwidth, modulation parameters), recording and technical
analysis of radio signals, monitoring of radio channels.

DF and measuring workstations of ARCHA-IN Station are implemented
based on ARTIKUL-S Direction Finder and ARGAMAK-IS radio receiver
providing their independent operation. For example, it makes possible
to carry out search or direction finding of radio emission source in one
frequency range simultaneously with measuring the parameters of radio
signals in another range, with different settings, etc. The operating
frequency range of the measurement station (in basic configuration 20 -
3000 MHz) can optionally be extended to 0.009 - 8 000 MHz. Besides the
measuring workstation is normally equipped with measuring antennas
and rotary-support device. Two different antenna systems of ARCHA-IN
require two separated masts for their installation. These masts should
be places few dozens meter one from another, which tightens up
requirements to mast installation site. The station may include optional
ARGAMAK-CS Radio Receiver with its own antennas provided for
technical analysis of radio signals.

Along with the fixed stations, the system normally includes ARGUMENT-|
Mobile Measuring Stations with the measurement and direction finding
means. Using mobile stations allows ensuring the required coverage
area with the insufficient number of fixed stations, which decreases the
summary cost of the system.

Mobile stations can quickly move to an area not covered by fixed
equipment. These stations are effective for radio monitoring operations
when low transmitter power, high directivity of transmitting antennae and
long distance to the emitter source complicate measurements or make it
impossible using fixed stations. A mobile station performs operations on
measuring parameters and localization of radio emission sources, both
within the automated system and stand alone.

Various mini-vans, for example, Volkswagen Caravelle, Mercedes
Sprinter, Ford Transit, off-road cars, for example Land Cruiser, UAZ
Patriot, etc. can be used as a transport base for ARGUMENT-| Radio
Monitoring Mobile Station.

The technical means of mobile radio monitoring station varies
depending on the purpose. Normally it includes ARTIKUL-M correlative
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interferometer automatic direction finder and ARGAMAK-IS measuring
receiver. Operating frequency range of ARTIKUL-M Mobile Direction
Finder in the maximum configuration is from 1.5 to 8000 MHz. It can
also use ARGAMAK-CS Receiver for radio monitoring and technical
analysis of signals. The mobile station can work in motion and at stop,
controlled by automated system or in standalone mode. Even in stand-
alone operation, the mobile station provides localization of radio emission
sources with high accuracy.

Technical means having portable (transportable) design find broad
application in automated systems. Such means have a considerably
small weight and size, which enables their transportation by a vehicle,
as well as in the hands of one or several operators. Such means are
used at fixed and temporary workstations, without power supply, and also
in the open terrain. They can be quickly deployed in locations that are
inaccessible for vehicles — in mountains or in the off-road conditions,
for example, on rooftop of buildings in the urban setting. ARCHA-IS
Transportable Measuring Radio Monitoring Station is an example of such
means. The main unit ARGAMAK-IS digital panoramic receiver certified
as a measuring mean with additional (second) channel of radio signal
receiving, which allows measurement of signal parameters, correlative
interferometer direction finding.

The receiver is located in the immediate proximity to the antenna
system, which ensures high sensitivity of measurements and direction
finding, wide dynamic range. The feature is using a removable antenna
with a small weight and size. AS-HP5 portable antenna system
is used for direction finding, and a external field sensor unit's is used
for measurements of electromagnetic field strength instead of AS-HP5

Besides, it can use other measurement antennas mounted on a XY or
3D rotary-support device. ARCHA-IT station is additionally equipped with
AS-HP-HF, AS-HP2, AS-HP8 Antenna Systems providing for operating
frequency range from 1.5 to 8000 MHz.

ARGAMAK-ISN Fixed Measuring System is intended for field strength
and radio signal parameters measuring, analysis of service identifiers
and parameters of communication system and digital TV signals, both
standalone and as part of the automated spectrum monitoring system. It
has protected design and can be installed outdoors.

ARGAMAK-CSN system is intended for search, detection, evaluation
of parameters, direction finding, recording, technical analysis and
classification of signals within HF, VHF, UHF and SHF ranges both stand-
alone and as a part of automated radio monitoring systems. Its design is
very similar to ARGAMAK-ISN design. But it's based on ARGAMAK-CS
Digital Radio Receiver instead of ARGAMAK-IS Measuring Radio
Receiver.

ARGAMAK-RSS Compact Fixed Radio Monitoring and Technical Analysis
System is intended for search, detection, identification, recording,
demodulation, spectrum and technical analysis of radio signals within HF,
VHF, UHF and SHF ranges, measurement of field strength and signals
parameters, as well as for localization of radio emission sources with
TDOA method when being operated as a part of a distributed system.

Max. simultaneous bandwidth of direction finder of the station (fixed
ARTIKUL-S, mobile ARTIKUL-M and portable ARTIKUL-D11, Model 5)
optionally can be extended to 100 MHz.

ARTIKUL-SN

Fixed Direction Finding System

Purpose:

e Search, detection, evaluation of parameters, direction finding, recording,
technical analysis and classification of signals within HF, VHF, UHF and SHF
ranges, as well as for localization of their emitters while operating as a part of
automated spectrum monitoring systems.

Typical configuration:

e ARTIKUL-S Fixed Direction Finder (operating frequency range 20-3000 MHz,
maximum simultaneous bandwidth 24 MHz)

e Mast

o Controller with software for remote control

e Thermostatic moister proof cabinet for installation of the equipment (external
temperature range -20°C...+30°C)

e Operator's automated workstation (AWS) with SMO-PPK, SMO-STA, SMO-
ASPD, SMO-KN Software Packages

e Communication and data transmission equipment

e Backup power supply system with remote control (battery-run time of the
radio monitoring equipment is 2 hours minimum).

Options:

o Built-in module for extension of DF operating frequency range to 1.5 - 30 MHz

and 3000 - 8000 MHz

Extension of max. simultaneous DF bandwidth up to 100 MHz

Designed for operation in difficult climatic conditions (from -55°C to +55°C)

Equipment of back-up communication channel (2G/3G/4G modem)

SMO-BS 3GPP Software Package for Automated Monitoring of NB-IoT,

GSM, UMTS, LTE, 5G Base Stations Certificate of state registration of

software packages No. 2025615525

SMO-BS CDMA/EVDO Software Package for Automated Monitoring of

CDMA/EVDO Base Stations. Certificate of state registration of software

packages No. 2015662423

SMO-BS TRUNK Customized Software for Automated Monitoring of

DMR, dPMR, NXDN, APCO P25 and TETRA Network. Certificate of state

registration of software packages No. 2024665131

SMO-BS DECT Software Package for Automated Monitoring of DECT Base

Stations. Certificate of state registration of software packages No. 2015662411

e SMO-BS Wireless Customized Software for Automated Monitoring of short-
range wireless networks (Wi-Fi, WiMAX, LoRaWan, Bluetooth, Zigbee).
Certificate of state registration of software packages No. 2025618779

e SMO-CT Software Package for Automated Monitoring of digital TV signals
(DVB-T/T2/H, DTMB). Certificate of state registration of software packages
No. 2015613938

e SMO-PVP Cross Talk Detection Software Package. Certificate of state
registration of software packages No. 2022664634.

Features:

e |t meets the requirements of Unified Technical Policy (ETP) of RF Federal
Service for Supervision in the Sphere of Telecom, Information Technologies
and Mass Communications concerning fixed radio monitoring systems

e To prevent overloading of Direction Finder's digital path in complicated
electromagnetic environment, digital radio receiver includes additional
analogue paths with 500 kHz bandwidth (model 4) and 80, 24 or 1.2 MHz for
digital path with max. simultaneous DF bandwidth of 100 MHz
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Communication
channgls

Structural Diagram of ARTIKUL-SN

e Power supply system, controller and communication equipment are placed
inside thermostatted moisture protected cabinet that provide an ability of
outdoor location

e The distance between antenna system and location of controller unit can be
up to 100 m

e Joint operation of several systems, including being a part of ASMS (ARMADA,
AREAL, etc.).

System Provides:

e Panoramic spectrum analysis within the entire operating frequency range
or within separate intervals in complicated electromagnetic environment,
accommodation to ambient radio environment and detection of its changes

e Search for emission sources within selected frequency ranges, including
frequency hopping signals

e Selective direction finding of 2G/3G/4G/5G Base Stations

e Selective (time-slot based) direction finding of subscriber 2G terminals
(mobile phones, trackers, etc.), operating at the same frequency

e Selective (related with ID of radio emission source) direction finding of DECT
base stations and radiophones, TETRA, DMR, APCO P25, dPMR, NXDN
radiostations

e Selective direction finding of Wi-Fi communication devices with recognition
of MAC-address, including those that use non-standard frequency ranges.

e Plotting frequency-time diagram of loading within analyzed frequency ranges.

e Automatic direction finding of radio emission sources with random modulation
types and spectrum width in single-channel and multi-channel modes

o Building of bearing panorama within operating frequency range

Real-time display of bearings, spectrum panorama, bearing history and

signal amplitude history

Evaluation of signal parameters

Recording of radio emission spectrum

Automated radio monitoring based on preset schedule or under operator control

Remote control based on TCP/IP via wire and wireless communication channels

Automated control of equipment health

Review and processing of the data from DB

Mapping DB information on the electronic map

Generation of reports with radio monitoring results in Microsoft Office,

OpenOffice, HTML and PDF file formats.

When network operating Systems provides:

e |Interaction via wire and wireless channels

e Assigning tasks from master system to slave systems

e Transfer of radio monitoring data from slave systems to master one for further
analysis and processing

e Synchronous direction finding of radio signal sources

e Transmitter location evaluation based on direction finding data.

Technical specifications of ARTIKUL-SN System corresponds to parameters
of ARTIKUL-S Direction Finder.

ARCHA-IN

Fixed Measuring Radio Monitoring and
Direction Finding Station

Purpose:

e Search, detection, measurement of parameters, direction finding, recording,
technical analysis and classification of signals within HF, VHF, UHF and SHF
ranges, as well as for localization of their emitters while operating as a part
of automated spectrum monitoring systems.

Typical configuration:

Direction finding workstation:

e ARTIKUL-S Fixed Direction Finder (max. simultaneous bandwidth 24 MHz,
operating frequency range 30 - 3000 MHz)

e Mast

e Controller with software for remote control

e Operator's automated workstation (AWS) with SMO-PPK, SMO-STA,
SMO-ASPD, SMO-KN Software Packages.

Measuring workstation:

e ARGAMAK-IS Panoramic Field Strength Meter, mast-mounted (max.

simultaneous bandwidth 22 MHz, frequency range 0.009-8000 MHz,

integrated high-stable reference frequency generator, Certificate of Approval

of Measuring Equipment Type No 47238, certified measuring procedure) with

external field sensor unit

Mast mounted ARC-UP1M Remote Controlled Antenna Rotator

Measurement antenna set

Mast

Controller with software for remote control

Operator's AWS with SMO-PAI, SMO-STA, SMO-ASPD Software Packages.

Technical analysis workstation:

o ARGAMAK-CS Digital Panoramic Radio Receiver (simultaneous bandwidth
up to 22 MHz, frequency range 20-3000 MHz)

e Antenna set

e Controller with software for remote control

e Operator's AWS with SMO-PA, SMO-STA,SMO-ASPD Software Packages.

Common system equipment:

e Thermostatic moister proof cabinet for installation of power supply system and
auxiliary equipment (external temperature range -20°C...+30°C)

e Communication and data transmission equipment

&
[

ARCHA-IN Station. Antenna systems of ARTIKUL-S Direction Finder (left one) and
ARGAMAK:-IS Strength Meter (right one) on a building's roof
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e Backup power supply system with remote control (battery-run time of the
Station's radio monitoring equipment is 2 hours minimum).

Options:

o Built-in module for extension of DF operating frequency range to 1.5 — 30 MHz
and 3000 - 8000 MHz

e Extension of max. simultaneous DF bandwidth up to 100 MHz

e ARC-PS330 Frequency Range Extension Module (2.4 - 30 GHz)

e Design for outdoor installation: additional heat Insulation of thermostatic
cabinet (up to -55°C), conditioner (up to +55°C)

o Navigation and timing equipment GLONASS/GPS for location finding and
synchronization of the stations when joint operating.

e Equipment of back-up communication channel (2G/3G/4G modem)

e SMO-BS 3GPP Software Package for Automated Monitoring of NB-loT,
GSM, UMTS, LTE, 5G Base Stations Certificate of state registration of
software packages No. 2025615525

e SMO-BS CDMA/EVDO Software Package for Automated Monitoring of
CDMA/EVDO Base Stations. Certificate of state registration of software
packages No. 2015662423

e SMO-BS TRUNK Customized Software for Automated Monitoring of
DMR, dPMR, NXDN, APCO P25 and TETRA Network. Certificate of state
registration of software packages No. 2024665131

e SMO-BS DECT Software Package for Automated Monitoring of DECT Base
Stations Certificate of state registration of software packages No. 2015662411

e SMO-BS Wireless Customized Software for Automated Monitoring of short-
range wireless networks (Wi-Fi, WiMAX, LoRaWan, Bluetooth, Zigbee).
Certificate of state registration of software packages No. 2025618779

e SMO-CT Customized Software for Automated Monitoring of digital TV signals
(DVB-T/T2/H, DTMB). Certificate of state registration of software packages
No. 2015613938

e SMO-PVP Cross Talk Detection Software Package. Certificate of state
registration of software packages No. 2022664634.

Features:

e |t meets the following ITU-R recommendations: SM.328, SM.377, SM.378,
SM.443, SM 1047, SM 1050, SM.1139, SM 1268, SM 1370, SM 1392, SM 1537,
SM 1600, SM 1682, SM 1836, SM 1837, SM 1838, SM 1840, SM 2039, SM 1880
It meets the requirements of Unified Technical Policy (ETP) of RF Federal
Service for Supervision in the Sphere of Telecom, Information Technologies
and Mass Communications concerning fixed radio monitoring systems
Station equipment is located in thermostatic and moisture-protected cases
that provide a possibility of outdoor location.

Independent direction finding and measuring paths

Antenna systems of measurement and direction finding workstations are
normally mounted on masts, which can be installed on the roofs of high-rise
residential and administrative buildings, cellular operator towers, etc.

The distance between DF / measuring antenna systems and location of
controller unit can be up to 100 m

[AWS v mpasuring
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DF workstation
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Example of structural diagram of ARCHA-IN Station

e To prevent overloading in complicated electromagnetic environment, digital
radio receiver includes additional analogue path with 500 kHz bandwidth

e Joint operation of several stations, including being a part of ASMS (ARMADA,
AREAL efc.).

Station provides:

e Panoramic spectrum analysis within the entire operating frequency range
or within separate intervals in complicated electromagnetic environment,
accommodation to ambient radio environment and detection of its changes

e Search for emission sources within selected frequency ranges, including
frequency hopping signals

e Selective direction finding of 2G/3G/4G/5G Base Stations

e Selective (time-slot based) direction finding of subscriber 2G terminals
(mobile phones, trackers, etc.), operating at the same frequency

o Selective (related with ID of radio emission source) direction finding of DECT
base stations and radiophones, TETRA, DMR, APCO P25, dPMR, NXDN
radiostations

e Selective direction finding of Wi-Fi communication devices with recognition
of MAC-address, including those that use non-standard frequency ranges.

o Plotting frequency-time diagram of loading within analyzed frequency ranges.

e Measuring of electromagnetic field strength and signal parameters

e Automatic direction finding of radio emission sources with random modulation
types and spectrum width in single-channel and multi-channel modes

o Building of bearing panorama within operating frequency range

e Real-time display of bearings, spectrum panorama, bearing history and
signal amplitude history

e Recording of radio emission spectrum

e Technical analysis, including revealing of central frequency, signal type,
modulation type, signal bandwidth

o Detailed technical analysis (parsing of complicated signal-code structures,
and analysis of transferred data bitstreams)

e Check of frequency/time parameters and service information of base station
of modern communication and data transmission systems (GSM, CDMA
(1S-95, cdma2000, EV-DO), UMTS, LTE, 5G, DECT, TETRA, DMR, dPMR,
NXDN, APCO P25, NB-loT, LoRaWan)

e Measuring and monitoring of digital TV signal parameters (DVB-T/T2/H, DVBM)

Automated amplitude direction finding (when ARC-UP1M and directional

antenna are available)

Automated radio monitoring based on preset schedule or under operator control

Automated control of equipment health

Remote control based on TCP/IP via wire and wireless communication channels

Review and processing of the data from DB

Mapping DB information on the electronic map

Generation of reports with radio monitoring and technical analysis results in

Microsoft Office, OpenOffice, HTML and PDF file formats.

In case of joint operation,the stations provides:

e Interaction via wire and wireless channels

e Assigning tasks on search, monitoring and direction finding from master unit
to slave stations of the system

e Transfer of radio monitoring data from slave stations to master station for
further analysis and processing

e Synchronization of all system stations based on GLONASS/GPS (when
navigation timing equipment is available)

e Synchronous direction finding of radio signal sources

e Transmitter location evaluation based on direction finding data

e Transmitter location evaluation based on time difference of arrival method
(when navigation timing equipment is available).

Technical specifications of the station are depend on the technical specifications of
ARTIKUL-S, ARGAMAK-IS, ARGAMAK-CS, ARC-PS330.

Typical curves of RMS and DF sensitivity vs. frequency for direction finder of ARCHA-IN
Station are the same as curves given for ARTIKUL-S Fixed Direction Finder.

ARGUMENT-I

Mobile Measuring Radio Monitoring Station

Purpose:

e Search, detection, measurement of field strength and parameters of REE
signals, direction finding, recording, technical analysis and classification of
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ARGUMENT-| Station with antenna system concealed under radome

signals used in modern communication systems and data transfer system
in HF, VHF, UHF and SHF ranges, as well as localization of their emitters.

Typical configuration:

Direction finding workstation:

e ARTIKUL-M1 Automatic Mobile Direction Finder with dismountable or fixed
antenna system under radio transparent radome and integrated navigation
equipment (operating frequency range 20-3000 MHz, simultaneous bandwidth
up to 5 MHz)

e Control and display unit with SMO-PPK, SMO-STA, SMO-ASPD Software
Packages.

Measuring workstation:

o ARGAMAK-IS Panoramic Field Strength Meter designed for mobile
application (frequency range 0.009-3000 MHz, max. simultaneous bandwidth
22 MHz, Certificate of Approval of Measuring Equipment Type No 47238,
certified measuring procedure) with external field sensor unit

o Set of mast-mounted measuring antennas (operating frequency range 30 -
3000 MHz)

e ARC-A29 Broadband Antenna for Installation on Vehicle

e ARC-UP2 Rotator

e Control and display unit with SMO-PAI, SMO-STA, SMO-ASPD Software
Packages.

Technical analysis workstation:

o ARGAMAK-CS Digital Panoramic Radio Receiver designed for mobile
application

e Control and display unit with SMO-PA, SMO-STA, SMO-ASPD Software
Packages.

Cartography workstation:

e Control and display module

e SMO-KN Software Package for mapping and navigation (Certificate of
state registration of software packages No. 2015613830).

Common system equipment:
e Communication and data transmission equipment

ARGUMENT-I Station with dismountable antenna system

e Mast or tripod to mount rotator with measuring antennae

e Power supply system with a back-up battery.

Mobile base:

e Rearranged vehicle.

Options:

o Built-in module for extension of DF operating frequency range to 1.5 - 30 MHz
and 3000 - 8000 MHz

e Additional external mast-mounted direction finder for operation at stops

e Extension of max. simultaneous DF bandwidth up to 100 MHz

e ARC-PS330 Frequency Range Extension Module (2.4 - 30 GHz) for
measuring or technical analysis workstation

e Measuring HF antennas (from 9 kHz) and SHF antennas (up to 18 GHz)

e ARC-RP3M Handheld Direction Finder (operating frequency range
0.3 - 8000 MHz)

e ARC-IG Video facilities and software package for visualization of radio
emission sources in spatially distributed locations

e SMO-BS 3GPP Software Package for Automated Monitoring of NB-IoT,
GSM, UMTS, LTE, 5G Base Stations Certificate of state registration of
software packages No. 2025615525

e SMO-BS CDMA/EVDO Software Package for Automated Monitoring of
CDMA/EVDO Base Stations. Certificate of state registration of software
packages No. 2015662423

e SMO-BS TRUNK Customized Software for Automated Monitoring of
DMR, dPMR, NXDN, APCO P25 and TETRA Network. Certificate of state
registration of software packages No. 2024665131

e SMO-BS DECT Software Package for Automated Monitoring of DECT Base
Stations. Certificate of state registration of software packages No. 2015662411

e SMO-BS Wireless Customized Software for Automated Monitoring of short-
range wireless networks (Wi-Fi, WiMAX, LoRaWan, Bluetooth, Zigbee).
Certificate of state registration of software packages No. 2025618779

e SMO-CT Software Package for Automated Monitoring of digital TV signals
(DVB-T/T2/H, DTMB). Certificate of state registration of software packages
No. 2015613938

e SMO-PVP Cross Talk Detection Software Package. Certificate of state
registration of software packages No. 2022664634.

e Laser Jet

o Refrigerator, microwave oven.

Station provides for simultaneous performing of direction finding, measurement
and technical analysis Configuration of mobile station can vary depending of
the purposes. Local network of the Station provides for interchange of service
data (including tasks and results of radio monitoring) between its workstations.
Structural diagram of station in complete configuration is given below.

Features:

e |t meets the following ITU-R recommendations: SM.328, SM.377, SM.378,
SM.443, SM 1047, SM 1050, SM.1139, SM 1268, SM 1370, SM 1392, SM 1537,
SM 1600, SM 1682, SM 1836, SM 1837, SM 1838, SM 1840, SM 2039, SM 1880

e |t meets the requirements of Unified Technical Policy (ETP) of RF Federal
Service for Supervision in the Sphere of Telecom, Information Technologies
and Mass Communications concerning mobile radio monitoring systems

e Standalone operation at stops and while moving

e Joint operation of several stations, including being a part of automated
spectrum monitoring systems (ARMADA, AREAL, etc.)

e To prevent overloading of radio receiver;s digital path in complicated
electromagnetic environment, digital radio receiver includes additional
analogue receiving paths with 500 kHz bandwidth.
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Station provides:

o New rafio emitters search, measurement and comparison against the database

e Automatic position finding and e-mapping of emitters both in real time and in
postprocessing mode.

e Panoramic spectrum analysis within the entire operating frequency range
or within separate intervals under complex electromagnetic conditions,
detection of its changes

e Recording radio environment within a specified frequency range. This
procedure can function within a long period and is based on amplitude/
frequency/bearing/time coordinates, unit location and the absolute time at
the time of saving

e Selective direction finding of 2G/3G/4G/5G Base Stations

e Selective (time-slot based) direction finding of subscriber 2G terminals
(mobile phones, trackers, etc.), operating at the same frequency

o Selective (related with ID of radio emission source) direction finding of DECT
base stations and radiophones, TETRA, DMR, APCO P25, dPMR, NXDN
radiostations

e Selective direction finding of Wi-Fi communication devices with recognition
of MAC-address, including those that use non-standard frequency ranges.

e Databases maintenance.

e Single- and multi-channel direction finding of radio signals with any
modulation types and spectrum width

e Automated monitoring of open radiophonic channel within specific range
sections and/or fixed frequencies

e Recording and technical analysis of radio signals in real time mode and in
postprocessing mode.

e Accumulation of data for further analysis in the postprocessing mode

e Station coordinate and course finding, display station path in the map both in
real-time mode and postprocessing mode.

e Field strength measurement

e Presentation of emitters' location in spatially distributed objects (when
ARC-IG is available)

e |ocalization of emitters based on signal level measurement in different points
of route

e Verification of emitter parameters

e Interchange of tasks and data with other stations (when joint operation within
a system)

e Creating and printout of reports

e Database management (back-up, recovery, filtering, etc.).

Functions of Station Workstations

Direction finding workstation

Intended for single-channel and multi-channel direction finding of radio emission
sources. Direction finding workstation allows also handling part of the tasks
intended for other workstations in case they are not included in the Station.
Direction finding workstation provides:

e Panoramic spectrum analysis within operating frequency range

Search for emitters

Single-channel and multi-channel direction finding of radio emission sources
Radio environment recording within a specified frequency range based on
amplitude/frequency/bearing/time coordinates

Radio signal recording, parameter evaluation and technical analysis
Automated monitoring of detected radio channels

Data acquisition from the navigation equipment

Collecting and processing of radio channel monitoring data.

Service compartment of station based on off-road vehicle (left picture) and micro bus /
van (right picture)

Cabin of station based on off-road vehicle (left picture) and micro bus / van (right picture)

Measuring workstation

Intended for measuring of signal parameters of radio emission sources Measuring

workstation provides:

e Panoramic spectrum analysis within operating frequency range

Search for emitters

Radio signal recording, parameter measurement and technical analysis

Field strength measurement

Radio environment recording within a specified frequency range based on

amplitude/frequency/time coordinates

Automated monitoring of detected radio channels

o Automated direction finding of RES with amplitude method within the range
3-30 GHz (when ARC-PS330 is available)

e Check of frequency/time parameters and service information of base station
of modern communication and data transmission systems GSM, UMTS, LTE,
5G, CDMA (1S-95, cdma2000, EV-DO), TETRA, DMR, dPMR, NXDN, APCO P25,
Wi-Fi, WiMAX, Bluetooth, Zigbee, NB-loT, LoRaWAN

e Monitoring and measuring of digital TV signal parameters (DVB-T/T2/H,
DTMB).

Measuring equipment can be ordered without verification certificate.

Technical analysis workstation

Intended for recording of signals, their technical analysis and classification,

including uppon request from direction finding and measuring workstations.

Technical analysis workstation provides:

e Panoramic spectrum analysis within operating frequency range

Recording of radio signals

Technical analysis of radio signals in real time and in postprocessing mode

Recognition and classification of the radio signals

Technical analysis with finding of basic time and frequency parameters of

radio emissions

o Detailed technical analysis (parsing of complicated signal-code structures,
and analysis of transferred data bitstreams)

o Digital streams structure/time analysis both in real time and in post-processing
mode.

Cartography workstation

It ensures the following:
e Emitter position finding
e Showing bearings and emitters in electronic map
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e Presentation of emitters' location in spatially distributed objects (when
ARC-IG is available)

e Forming and maintenance of database of emitters in spatially distributed
locations

e Showing current position and path of the Radio Monitoring Station.

Number of the Station's components and workstations can vary depending on its

purpose.

Technical specifications of the station are depend on the technical specifications of
its components: ARTIKUL-M1, ARGAMAK-IS, ARGAMAK-CS, ARC-PS330.

Typical curves of RMS and DF sensitivity vs. frequency for direction finder of
ARGUMENT-| Station are the same as curves given for ARTIKUL-M1 Mobile Direction
Finder.

ARCHA-IT

Transportable Measuring Radio Monitoring Station

Purpose:

e Search, detection, direction finding, recording, parameters measuring,
technical analysis and classification of HF, VHF, UHF and SHF signals, as
well as localization of their sources (being operated as a part of DF pair or
automated spectrum monitoring systems).

Typical configuration:

o ARGAMAK-IS Panoramic Field Strength Meter with additional coherent
receiving channel (simultaneous bandwidth up to 22 MHz, frequency range
20-3000 MHz, integrated high-stable reference frequency generator,
Certificate of Approval of Measuring Equipment Type No 47238, certified
measuring procedure), installed inside receiving unit.

o AS-HP5 Antenna System for automatic direction finding within 20 — 3000 MHz,
with integrated navigation equipment

e External Field Sensor Unit (EFSU) - omni-directional measuring antenna
(operating frequency range 20 — 3000 MHz)

ARCHA-IT with AS-HP5 Antenna System

e Power supply and communication unit
e Control and display unit with SMO-PAI, SMO-STA, SMO-ASPD, SMO-KN
Software Packages.

Options:

e Built-in module for extension of operating frequency range in mesuring
mode up to 8 GHz

e AS-HP-HF (1.5-30 MHz), AS-HP2 (3 - 8 GHz), AS-HP8 (220 — 8000 MHz)
DF Antenna Systems

e Navigation and timing equipment GLONASS/GPS for location finding and

synchronization of the stations when joint operating.

Communication and data transmission equipment

Luggage box to mount the antenna system on a carrier

Collapsible mast (up to 3 meters high)

Portable electric generator

SMO-BS 3GPP Software Package for Automated Monitoring of NB-IoT,

GSM, UMTS, LTE, 5G Base Stations Certificate of state registration of

software packages No. 2025615525

e SMO-BS CDMA/EVDO Software Package for Automated Monitoring of
CDMA/EVDO Base Stations. Certificate of state registration of software
packages No. 2015662423

e SMO-BS TRUNK Customized Software for Automated Monitoring of DMR,
dPMR, NXDN, APCO P25 and TETRA Network. Certificate of state
registration of software packages No. 2024665131

e SMO-BS DECT Software Package for Automated Monitoring of DECT Base
Stations. Certificate of state registration of software packages No. 2015662411

e SMO-BS Wireless Customized Software for Automated Monitoring of short-
range wireless networks (Wi-Fi, WiMAX, LoRaWan, Bluetooth, Zigbee).
Certificate of state registration of software packages No. 2025618779

e SMO-CT Customized Software for Automated Monitoring of digital TV
signals (DVB-T/T2/H, DTMB). Certificate of state registration of software
packages No. 2015613938.

Features of Station:

e |t meets the following ITU-R recommendations: SM.328, SM.377, SM.378,
SM.443, SM 1047, SM 1050, SM.1139, SM 1268, SM 1370, SM 1392, SM 1537,
SM 1600, SM 1682, SM 1836, SM 1837, SM 1838, SM 1840, SM 2039, SM 1880

e |t meets the requirements of Unified Technical Policy (ETP) of RF Federal
Service for Supervision in the Sphere of Telecom, Information Technologies
and Mass Communications concerning transportable radio monitoring systems

e Operation as a direction finding (with AS-HP5 DF Antenna System) or
measuring (with external field sensor unit) station

o ARGAMAK-IS Measuring Receiver is located close to antenna system, which
allows avoiding antenna effect and provides high sensitivity and accuracy of
measuring and direction finding

e To prevent digital path overloading and to increase measuring accuracy in
complicated electromagnetic environment, additional built-in analogue path
with 500 kHz bandwidth can be used

e Operation at stops and while moving (when the equipment is installed on a
vehicle)

e Joint operation of several stations (when communication equipment is
available), e.g. as a part of Automated Spectrum Monitoring Systems
(ARMADA, AREAL etc.)

e The distance between antenna systems and operator's location can be up
to 100 m

e Power supply from portable electro generator, external AC mains or vehicle
on-board DC.

Station provides:

e Panoramic spectrum analysis within the entire operating frequency range
or within separate intervals in complicated electromagnetic environment,
accommodation to ambient radio environment and detection of its changes

e Search for emission sources within selected frequency ranges, including
frequency hopping signals

e Selective direction finding of 2G/3G/4G/5G Base Stations

e Selective (time-slot based) direction finding of subscriber 2G terminals
(mobile phones, trackers, etc.), operating at the same frequency

o Selective (related with ID of radio emission source) direction finding of DECT
base stations and radiophones, TETRA, DMR, APCO P25, dPMR, NXDN
radiostations
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e Selective direction finding of Wi-Fi communication devices with recognition
of MAC-address, including those that use non-standard frequency ranges.

e Plotting frequency-time diagram of loading within analyzed frequency ranges.

e Signal parameter measurement

e Automatic direction finding of radio emission sources with random modulation
types and spectrum width in single-channel and multi-channel modes

e Real-time display of bearings, spectrum panorama, bearing history and

signal amplitude history

Transmitter localization based on direction finding results while moving

Recording of radio emission spectrum

Recording of signal samples within the band up to 40 MHz

Technical analysis with finding of basic time and frequency parameters of

radio emissions

e Detailed technical analysis (parsing of complicated signal-code structures,
and analysis of transferred data bitstreams)

e Check of frequency/time parameters and service information of base station

of modern communication and data transmission systems (GSM, [S-95,

cdma2000, EV-DO, UMTS, TETRA, DECT, LTE, 5G, Wi-Fi, WiMAX, DMR,

APCO P25, dPMR, NXDN, NB-loT, LoRaWAN)

Monitoring and measuring of digital TV signal parameters (DVB-T/T2/H).

Automated radio monitoring based on preset schedule or under operator control

Automated control of equipment health

Remote control based on TCP/IP via wire and wireless communication channels

Review and processing of the data from DB

Mapping DB information on the electronic map

Generation of reports with radio monitoring results in Microsoft Office,

OpenOffice, HTML and PDF file formats.

In case of joint operation,the stations provides:

e Interaction via low-speed communication channel when out of line-of-sight
location

e Assigning tasks on search, scanning (monitoring) and direction finding from
master unit to slave stations of the system

e Transfer of radio monitoring data from slave stations to master station for
further analysis and processing

e Synchronization of all system stations based on GLONASS/GPS (when
navigation timing equipment is available)

e Synchronous direction finding of radio signal sources

e Transmitter location evaluation based on direction finding data

e Transmitter location evaluation based on time difference of arrival method
(when navigation timing equipment is available).

Technical specifications of the station are depend on the technical specifications of
ARTIKUL-H1, ARGAMAK-IS.

Typical curves of RMS and DF sensitivity vs. frequency are the same as curves
given for ARTIKUL-H1 Manpack Direction Finder.

ARGAMAK-ISN

Fixed Measuring System

Purpose:

e Field strength and radio signal parameters measuring, analysis of service
identifiers and parameters of communication system and digital TV signals,
both standalone and as part of the ARMADA Automated Spectrum Monitoring
System (ASMS).

Typical configuration:

o ARGAMAK-IS Panoramic Field Strength Meter, mast-mounted (max.
simultaneous bandwidth 22 MHz, frequency range 0.009-3000 MHz, high-
stable reference frequency generator, Certificate of Approval of Measuring
Equipment Type No 47238, certified measuring procedure) with external field
sensor unit

Mast mounted ARC-UP1M Remote Controlled Antenna Rotator
Measurement antenna set

Mast

Controller with software for remote control

Thermostatic moister proof cabinet for installation of controller and backup
power supply system with remote control (battery-run time of the radio
monitoring equipment is 2 hours minimum)

ARGAMAK:-ISN

o Automated workstation (AWS) with SMO-PAI, SMO-STA, SMO-ASPD Software
Packages

e Communication and data transmission equipment.

Options:

e Built-in module for extension of operating frequency range up to 8 GHz

e ARC-PS330 Frequency Range Extension Module (2.4 - 30 GHz)

e Design for outdoor installation of cabinet with equipment: additional heat
Insulation (down to -55°C), conditioner (up to +55°C)

o Navigation and timing equipment GLONASS/GPS for location finding and
synchronization of the systems when joint operating.

e Equipment of back-up communication channel (2G/3G/4G modem)

e SMO-BS 3GPP Software Package for Automated Monitoring of NB-IoT,
GSM, UMTS, LTE, 5G Base Stations Certificate of state registration of
software packages No. 2025615525

e SMO-BS CDMA/EVDO Software Package for Automated Monitoring of
CDMA/EVDO Base Stations. Certificate of state registration of software
packages No. 2015662423

e SMO-BS TRUNK Customized Software for Automated Monitoring of
DMR, dPMR, NXDN, APCO P25 and TETRA Network. Certificate of state
registration of software packages No. 2024665131

e SMO-BS DECT Software Package for Automated Monitoring of DECT Base
Stations. Certificate of state registration of software packages No. 2015662411

e SMO-BS Wireless Customized Software for Automated Monitoring of short-
range wireless networks (Wi-Fi, WiMAX, LoRaWan, Bluetooth, Zigbee).
Certificate of state registration of software packages No. 2025618779

e SMO-CT Customized Software for Automated Monitoring of digital TV signals
(DVB-T/T2/H, DTMB). Certificate of state registration of software packages
No. 2015613938.

Features of System:

o |t meets the following ITU-R recommendations: SM.328, SM.377, SM.378,
SM.443, SM 1047, SM 1050, SM.1139, SM 1268, SM 1370, SM 1392, SM 1537,
SM 1600, SM 1682, SM 1836, SM 1837, SM 1838, SM 1840, SM 2039, SM 1880

o |t meets the requirements of Unified Technical Policy (ETP) of RF Federal
Service for Supervision in the Sphere of Telecom, Information Technologies
and Mass Communications concerning fixed radio monitoring systems

e Toincrease measuring accuracy in complicated electromagnetic environment,
additional built-in analogue path with 500 kHz bandwidth can be used

e Power supply system, controller and communication equipment are placed
inside thermostatted moisture protected cabinet that provide an ability of
outdoor location

e System can be installed on the roofs of high-rise residential and administrative
buildings, cellular operator towers, etc.
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Other technical specifications of the system depends on parameters of ARGAMAK-IS
Panoramic Field Strength Meter and ARC-PS330 Frequency Range Extension Module.
o carrar RleRan

S .
ARGAMAK-CSN
L AWS Fixed System of Recoding and Technical Analysis
Purpose:
e Search, detection, evaluation of parameters, direction finding, recording,
Measuring workstation technical analysis and classification of signals within HF, VHF, UHF and
SHF ranges both stand-alone and as a part of automated radio monitoring
Cantrobar systems.
S E— Typical configuration:
Y e ARGAMAK-CS Digital Panoramic Measuring Receiver mast-mounted
ARGAMAKAS (operating frequency range 20-3000 MHz, maximum simultaneous bandwidth
i i 24 MHz)
¥ Y e ARC-A19 Wideband Omni-Directional Active Antenna
o Mast
i ; e Controller with software for remote control
" " 5 e Backup power supply system with remote control (battery-run time of the

radio monitoring equipment is 2 hours minimum)
e Thermostatic moister proof cabinet for installation of the equipment (external
temperature range -20°C...+30°C)

Uninterruptilde power system
Structural Diagram of ARGAMAK-ISN

e The distance between ARGAMAK-CS with EFSU and controller unit can be
upto 100 m

e Joint operation of several systems, including being a part of ASMS (ARMADA,
AREAL, etc.).

System Provides:

e Panoramic spectrum analysis within the entire operating frequency range
or within separate intervals in complicated electromagnetic environment,
accommodation to ambient radio environment and detection of its changes

e Search for emission sources within selected frequency ranges, including

frequency hopping signals

Plotting frequency-time diagram of loading within analyzed frequency ranges.

Signal parameter measurement

Field strength measurement

Recording of radio emission spectrum

Technical analysis, including revealing of central frequency, signal type,

modulation type, signal bandwidth

e Check of frequency/time parameters and service information of base station
of modern communication and data transmission systems (GSM, 1S-95,
cdma2000, EV-DO, UMTS, TETRA, DECT, LTE, 5G, DMR, APCO P25,
dPMR, NXDN, NB-loT, LoRaWAN)

e Measuring and monitoring of digital TV signal parameters (DVB-T/T2/H, DTMB)

Amplitude direction finding (when ARC-UP1M and directional antenna are

available)

Automated radio monitoring based on preset schedule or under operator control

Remote control based on TCP/IP via wire and wireless communication channels

Automated control of equipment health

Review and processing of the data from DB

Generation of reports with measuring and radio monitoring results in

Microsoft Office, OpenOffice, HTML and PDF file formats.

In case of joint operation,the systems provides:

e Interaction via wire and wireless channels

e Synchronization of all systems based on GLONASS/GPS (when navigation
timing equipment is available)

e Transmitter location evaluation based on time difference of arrival method
(when navigation timing equipment is available).

Technical Specifications

Operating frequency range (extended configuration) 0.009 — 8000 MHz
Power consumption 1000 W, max.
Dimensions of cabinet with equipment 600x600x1500 mm, max.
Weight of cabinet with equipment max. 80 kg
Operating temperature range -55°C ... +55°C ARGAMAK-CSN with EFSU
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Communication and data transmission equipment
Automated workstation (AWS) with SMO-PA, SMO-STA, SMO-ASPD
Software Packages.

Options:

Built-in module for extension of operating frequency range up to 30 GHz
Integrated high-stable reference frequency generator (relative frequency
tuning error is 1x10- maximum)

Design for outdoor installation of cabinet with equipment: additional heat
Insulation (down to -55°C), conditioner (up to +55°C)

Equipment of back-up communication channel (2G/3G/4G modem)
SMO-BS 3GPP Software Package for Automated Monitoring of NB-IoT,
GSM, UMTS, LTE, 5G Base Stations Certificate of state registration of
software packages No. 2025615525

SMO-BS CDMA/EVDO Software Package for Automated Monitoring of
CDMA/EVDO Base Stations. Certificate of state registration of software
packages No. 2015662423

SMO-BS TRUNK Customized Software for Automated Monitoring of
DMR, dPMR, NXDN, APCO P25 and TETRA Network. Certificate of state
registration of software packages No. 2024665131

SMO-BS DECT Software Package for Automated Monitoring of DECT Base
Stations. Certificate of state registration of software packages No. 2015662411
SMO-BS Wireless Customized Software for Automated Monitoring of short-
range wireless networks (Wi-Fi, WiMAX, LoRaWan, Bluetooth, Zigbee).
Certificate of state registration of software packages No. 2025618779
SMO-CT Customized Software for Automated Monitoring of digital TV signals
(DVB-T/T2/H, DTMB). Certificate of state registration of software packages
No. 2015613938.

Features:

Power supply system, controller and communication equipment are placed
inside thermostatted moisture protected cabinet that provide an ability of
outdoor location

To prevent overloading in complicated electromagnetic environment, digital
radio receiver includes additional analogue path with 500 kHz bandwidth
System can be installed on the roofs of high-rise residential and administrative
buildings, cellular operator towers, etc.

The distance between ARGAMAK-CS with ARC-A19 Antenna and controller
unit can be up to 100 m

Joint operation of several stations, including being a part of ASMS (ARMADA,
AREAL etc.).

System Provides:

Panoramic spectrum analysis within the entire operating frequency range
or within separate intervals in complicated electromagnetic environment,
accommodation to ambient radio environment and detection of its changes

! aws
Fuastar

1

Technical analysis workstation
Controlinr
ARGAMAK-CS

i n W
Uninterruptible power system

Structural Diagram of ARGAMAK-CSN

Search for emission sources within selected frequency ranges, including
frequency hopping signals

Plotting frequency-time diagram of loading within analyzed frequency ranges.
Evaluation of signal parameters

Field strength evaluation

Recording of radio emission spectrum

Technical analysis, including revealing of central frequency, signal type,
modulation type, signal bandwidth

Automatic recognition of radio emissions

Check of frequency/time parameters and service information of base station
of modern communication and data transmission systems (GSM, [S-95,
cdma2000, EV-DO, UMTS, TETRA, DECT, LTE, 5G, DMR, APCO P25,
dPMR, NXDN, NB-loT, LoRaWAN)

Remote control based on TCP/IP via wire and wireless communication channels
Generation of reports with measuring and radio monitoring results in Microsoft
Office, OpenOffice, HTML and PDF file formats.

Technical Specifications

Operating frequency range (extended configuration) 0.009 — 30000 MHz
Power consumption 1000 W, max.
Dimensions of cabinet with equipment 600x600x1500 mm, max.
Weight of cabinet with equipment max. 80 kg
Operating temperature range -55°C ... +55°C

Other technical specifications of the system depends on parameters of ARGAMAK-CS
Digital Radio Receiver.

ARSENAL-I

Portable Radio Network Analyzer

Purpose:

Detection, analysis, identification and parameter measurement of GSM,
UMTS, LTE-FDD/TDD, 5G NR, NB-loT, CDMA (1S-95, cdma2000, EV-DO),
WiIMAX, TETRA, DMR, dPMR, NXDN, APCO P25, Wi-Fi, LoRaWAN,
Bluetooth, Zigbee, DECT, DVB-T/T2/H, DTMB signals as well as signals of
other digital / analog standards

Emitter position finding

Coverage area plotting for radio stations, including base stations of cellular
and trunk radio operators

Field strength measurement

Panoramic spectrum analysis

Radio signal recording and technical analysis

Radio channel monitoring.

Typical configuration:

ARGAMAK-IN Panoramic Field Strength Meter (frequency range from 20 to
8000 MHz) with external field sensor unit

Mounting kit to fix the antenna on vehicle's roof

AC network power supply unit

Charger

Backpack for equipment

ARGAMAK-IN Panoramic Field Strength Meter
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ARC-PS330 Wideband Frequency Down-Converter

e Control and display unit with SMO-BS 3GPP, SMO-KN, SMO-PAI, SMO-STA
Software Packages.

Options:

e ARC-PS330 Frequency Range Extension Module (2.4 - 30 GHz)

e Frame used to mount equipment and place the antenna systems when
operation in the manpack version

e SMO-BS CDMA/EVDO Software Package for Automated Monitoring of
CDMA/EVDO Base Stations. Certificate of state registration of software
packages No. 2015662423

e SMO-BS TRUNK Customized Software for Automated Monitoring of
DMR, dPMR, NXDN, APCO P25 and TETRA Network. Certificate of state
registration of software packages No. 2024665131

e SMO-BS DECT Software Package for Automated Monitoring of DECT
Base Stations. Certificate of state registration of software packages
No. 2015662411

e SMO-BS Wireless Customized Software for Automated Monitoring of short-
range wireless networks (Wi-Fi, WiMAX, LoRaWan, Bluetooth, Zigbee).
Certificate of state registration of software packages No. 2025618779

e SMO-CT Software Package for Automated Monitoring of digital TV signals
(DVB-T/T2/H, DTMB). Certificate of state registration of software packages
No. 2015613938.

Features:

Protected design
Mobile, manpack and fixed operation modes
Installation on a vehicle or special famed carried by operator
Operation at stops and while moving.
Powering from vehicle on-board network
Internal battery-run operation up to to four hours
Option to connect antenna rotator
Operation of the single field strength meter in motion provides for localization
of base stations with the following techniques:
+ TDOA, amplitude and hybrid localization methods for GSM, UMTS,
LTE-FDD/TDD, 5G NR cellular communication standards
+ Amplitude localization methods for other communication standards

Operation in manpack mode and carrying frame with accessory bag

——

=T

Localization of base stations and evaluation of coverage area along the route

When operated as part of a distributed system of several fixed ARSENAL

analyzers, radio emission sources are localized based on TDOA, amplitude

and hybrid localization methods

Exporting results in *.kmz format for display in geoinformation browsers
o Flexible report generation system.

Technical Specifications

Operating frequency range 20 - 8000 MHz
Attenuation 0-30 dB, incr 1 dB
|F-input 70 MHz
Receiver tuning resolution 1Hz
Limits of allowable relative error of sine signal level
measurement:
+ by antenna inputs 1dB
+ atIFinput 0.5dB
Limits of allowable relative error of field strength measurement:
+ using EFSU 3dB
+ using external measuring antennas (K means 1+K dB

measuring antenna calibration factor error)

Range of signal level measuring at switched antenna inputs:

from 0 to 110 dBuV

Limits of allowable relative error of sine signal frequency
measurement

+ when external frequency standard is used

in accordance with
frequency standard used

+ when external frequency standard is not used

5x108

Parameters of external reference generator input:

+  Frequency

10 MHz, 12,8 MHz

+ Level

from -3 to 3 dBm

Input IP2, attenuation off:

+ Within 20 - 3000 MHz range 40 dBm, min

+ Within 3000 - 8000 MHz range 30 dBm, min
Input IP3, attenuation off:

+ Within 20 - 3000 MHz range 0 dBm, min.

+ Within 3000 - 8000 MHz range 0 dBm, min.
Noise figure 12 dB, max.

Phase noise level when mistuning at 10 kHz

-100 dBs/Hz, max.

Standing Wave Ratio (SWR) at external antenna input with

input resistance 50 Ohm 3 max.
PC control interface Ethernet 1G
External equipment control interface RS-485

Voltage of DC power supply

From10to 32V

Power consumption (provided that batteries are fully
loaded)

40 W, max.

Continuous battery run-time

4 hours, min.

Dimensions:

+ Radio Receiving Unit of ARGAMAK-IN

355%270%195 mm, max.

+ RFSU of ARGAMAK-IN

350%200%x200 mm, max.

Weight:

+ Radio Receiving Unit of ARGAMAK-IN

7 kg, max

*  RFSU of ARGAMAK-IN

2 kg, max.

WWW.ircos.ru

info@ircos.ru



Phone: +7 495-615-7302, +7 495-615-0838, +7 495-615-0810

Degree of protection with pluggable connectors connected IP65
Operating conditions:
Ambient air temperature From -20°C to +55°C
relative humidity at 25°C up to 98 "
Atmospheric pressure 84 - 106.7 kPa
Other technical specifications are given in description of ARGAMAK-IN.
Routar
ARGAMAK-RSS ’
Compact Fixed Radio Monitoring and Technical Analysis L
System
Controlar
Purpose: i
e Search, detection, identification, recording, spectrum and technical analysis
of radio signals within HF, VHF, UHF and SHF ranges, measurement of field !
strength and signals parameters, as well as for localization of radio emission
sources when being operated as a part of a distributed radio monitoring ARGAMAK-RS
system. E
Typical configuration: q ¥
o ARGAMAK-RS Radio Receiver (Protected Design) EFsU
e ARC-A19 Wideband Omni-Directional Active Antenna

e Navigation and timing equipment GLONASS/GPS for location finding and
synchronization of the systems when joint operating.

e Power supply unit with back-up battery and controller

e Mounting kit to mount the system on a rod or to a wall

e Control and display unit with SMO-PAI, SMO-STA, SMO-ASPD Software
Packages.

Structural Diagram of ARGAMAK-RSS

e SMO-CT Customized Software for Automated Monitoring of digital TV signals
(DVB-T/T2/H, DTMB). Certificate of state registration of software packages
No. 2015613938

e Software Development Kit.

Features:

e Option of operation as a part of automated spectrum monitoring systems
' (ARMADA, AREAL efc.)

e Installation to a wall, mast or tripod

e Protected design (IP67) providing for outdoor operation in complicated
weather conditions

e |n complicated electromagnetic environment, additional built-in analogue
path with 500 kHz bandwidth can be used

e Localization of radio emission sources localization based on TDOA method
(when being operated as a part of distributed system).

System Provides:

e Panoramic spectrum analysis within entire operating frequency range or

within separate intervals

Revealing and identification of radio emission sources

Monitoring of appropriate use of radio frequency spectrum

Evaluation of the signal parameters, including modulation type

Field strength evaluation

Demodulation of continuous AM, NFM, WFM, USB, LSB, CW signals

Continuous IQ recording within the band up to 24 MHz

e ARC-PS330 Frequency Range Extension Module (2.4 - 30 GHz) On-line radiomonitoring mode (real time operation)

Alarm censors Automated (scheduled) radiomonitoring mode with control web-interface

Built-in 2G/3G/4G router (flexible task scheduler)

Shockproof case for storage and transportation Collecting data on frequency range loading

SMO-BS 3GPP Software Package for Automated Monitoring of NB-loT, e Search for radio emission sources based on reference spectrum data (mask)

GSM, UMTS, LTE, 5G Base Stations Certificate of state registration of or combination of preset conditions

software packages No. 2025615525. o Flexible editing of reference spectrum data (group masks)

e SMO-BS CDMA/EVDO Software Package for Automated Monitoring of e Creating radio monitoring and technical events (changing in radio monitoring
CDMA/EVDO Base Stations. Certificate of state registration of software equipment or communication channel status)
packages No. 2015662423. e Saving of the event information to database, option to notify about events by

e SMO-BS TRUNK Customized Software for Automated Monitoring of DMR, e-mail or SMS
dPMR, NXDN, APCO P25 and TETRA Network. Certificate of state registration e Display of frequency assignments with detailed information on radio emission
of software packages No. 2024665131 sources from database on the spectrum

e SMO-BS DECT Software Package for Automated Monitoring of DECT Base e Monitoring of parameters of radio emission sources based on spectrum mask
Stations. Certificate of state registration of software packages No. 2015662411 e Saving of radio monitoring results to database (including spectrogram and

ARGAMAK-RSS

Options:

e SMO-BS Wireless Customized Software for Automated Monitoring of short- time sample, for each measurement its date, time and coordinates are
range wireless networks (Wi-Fi, WiMAX, LoRaWan, Bluetooth, Zigbee). recorded) automatically or on operator's command
Certificate of state registration of software packages No. 2025618779 e Option of printing or export to storage of radio monitoring results
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Results of radio emission source localization based on TDOA method

Check of frequency/time parameters and service information of base station
of modern communication and data transmission systems (GSM, [S-95,
cdma2000, EV-DO, UMTS, TETRA, DECT, LTE, 5G, DMR, APCO P25,
dPMR, NXDN, NB-IoT, LoRaWAN)
Analysis of operation results in postprocessing mode
Creating reports in MS Word, MS Excel, PDF, HTML, XML, and OpenOffice
formats, which presents the results in text, table or graphic forms
Editing report templates
Multiuser operation mode, including differentiation of user rights by access
and data editing features
Open control protocol, option of integration with external information systems
Localization of radio emission sources with amplitude method, as well as
TDOA and combined methods (when being operated as a part of distributed
system).

Technical Specifications

Operating frequency range 0.009 - 8000 MHz
Power consumption 70 W, max.
Dimensions of radio receiving unit, max. 300x300x150 mm
Weight, max. Tkg
Operating temperature range -40°C ... +55°C
Degree of protection against external effects IP65

Other technical specifications of the system depends on parameters of ARGAMAK-CS
or ARGAMAK-IS (Digital Radio Receiver.

ARC-NK5I

Manpack Radio Monitoring and Direction Finding
Measuring System

Purpose:

Field strength measurement

Measurement of radio signal parameters

Manual direction finding

Detection and localization of radio emission sources, including wireless
communication and data transmission systems

Identification and direction finding of a selected GSM mobile phone, DECT
base or subscriber station, wireless devices Wi-Fi

Panoramic spectrum analysis

Radio signal recording and technical analysis

Radio channel monitoring.

ARC-NK5I Handheld Measurement System with
measurement antenna and a Smartphone as a
control and display unit

Electromagnetic field strength
measurement with ARC-NKS5I

Typical configuration:

ARGAMAK-M Panoramic Measuring Radio Receiver
Mobile control and display unit (an smartphone based on OS Android) with
SMO-ANDROMEDA Software Package
Measurement antenna set
ARC-ABA Antenna System for manual direction finding, comprising handle
with smartphone holder and replaceable directional active antennae:
+ ARC-A6-HF (0.3 - 30 MHz)
+ ARC-A6-1A (25 - 500 MHz)
+ ARC-A6-2A (400 - 8000 MHz)
AC network power supply unit
Batteries and charger
Shoulder bag for equipment.

Options:

Control and display module

ARC-KNV3M External Remote-Controlled Frequency Down-Converter
(2.4-8 GHz)

ARC-AT7A-3 Broadband Antenna for Installation on Vehicle (20 — 8000 MHz)
Directional antenna set for concealed direction finding

Equipment carry bag for concealed mode operation

Control and display unit (rugged Tablet PC) with SMO-PAI, SMO-STA, SMO-
ASPD, SMO-RP Software Packages.

Shockproof case for storage and transportation

SMO-BS 3GPP Software Package for Automated Monitoring of NB-IoT,
GSM, UMTS, LTE, 5G Base Stations Certificate of state registration of
software packages No. 2025615525

SMO-BS CDMA/EVDO Software Package for Automated Monitoring of
CDMA/EVDO Base Stations. Certificate of state registration of software
packages No. 2015662423

SMO-BS TRUNK Customized Software for Automated Monitoring of
DMR, dPMR, NXDN, APCO P25 and TETRA Network. Certificate of state
registration of software packages No. 2024665131

SMO-BS DECT Software Package for Automated Monitoring of DECT
Base Stations. Certificate of state registration of software packages
No. 2015662411

SMO-BS Wireless Customized Software for Automated Monitoring of short-
range wireless networks (Wi-Fi, WiMAX, LoRaWan, Bluetooth, Zigbee).
Certificate of state registration of software packages No. 2025618779
SMO-CT Software Package for Automated Monitoring of digital TV signals
(DVB-T/T2/H, DTMB). Certificate of state registration of software packages
No. 2015613938.

Features:

Small weight and dimensions

Fast deployment

The antennas of ARC-AGA can be used both in active and passive mode.
Design of the handle and antenna elements enables detection of radio
emission sources with vertical and horizontal polarization

The handle is optimized for operation in the field conditions

The weight of the handle with the antenna is 800 gram max., the center
of gravity is located below the palm level thus enabling to work longer
without getting tired.
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e Power supply from built-in batteries, external AC mains or vehicle

on-board DC.
Technical Specifications

Operating frequency range:

+ Basic configuration 9kHz - 3 GHz
+ When ARC-KNV3M is available (within 3 - 8 GHz range
the unit doesn't provide for certified measurements,
because ARC-KNV3M Frequency Down-Converter 9kHz -8 GHz
isn't certified as measuring instrument and is used as
searching and localization tool only)
Intermodulation free dynamic range (3rd and 2nd order) 75 dB, min
Receiver tuning resolution 1Hz

DF operating frequency range:

+ Basic configuration

300 kHz - 3 GHz

+ With ARC-KNV3M

300 kHz - 8 GHz

DF method Amplitude
DF sensitivity (20 - 3000 MHz) 3-15pVim
Signal level evaluation limits (with attenuators) -30 - 110 dBpV
Load recording duration (when storage is available) Depends on the ﬁzang:

Registered parameters

Amplitude-Frequency-Time

Panorama spectrum analysis rate when scanning over 25 - 3000

MHz frequency range (with 12.5 kHz spectrum discreteness) 5 GHzis, min
Receiver sensitivity 0.8-1.5uv
Types of recorded data Signal, time, frequency
Maximum simultaneous bandwidth 24 MHz
Maximum 1/Q bandwidth:
+ Continuous up to 5 MHz
+ Fragments up to 22 MHz

Frequency band width for signal recording to internal storage
(when available):

+  Within band up to 2 MHz

120 minute, min

+  Within 5 MHz band

60 minute, min

+ Within 10 MHz band

30 minute, min

Decoding service information of digital communications
network signals

GSM, UMTS, LTE, 5G, CDMA
(1S-95, cdma2000, EV-DO),
TETRA, DECT, APCO P25,
DMR, dPMR, NXDN, Wi-Fi,
WiMAX, NB-loT, LoRaWan,

Bluetooth, Zighee

as control and display unit

Continuous battery run-time 4 hour, min
DC supply voltage 10-32V
Voltage of AC power supply 90-250V
Receiver dimensions 110x60x245 mm
Overall dimensions of the operating set including carriage means 400x300x150 mm
Handheld antenna system weight (with smartphone) 1 kg, max
Weight of radio receiver max. 1.7 kg
Operating set weight (with single antenna) 3.5 kg, max.
Weight of complete set 10 kg, max
Operating temperature range when using rugged Tablet PC 220°C - +45°C

Other technical specifications corresponds to parameters of ARGAMAK-M Digital

Measuring Radio Receive.
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Automated Spectrum Monitoring Systems

Radio monitoring is the necessary component of the radio frequency
spectrum management process, because even authorized use of radio-
electronic means does not always guarantee achievement of the desired
results due to the difficulties of considering all equipment features and
potential mutual interference. Radio monitoring methods must improve
following the development of its monitoring targets, to which not only the
current radio electronic facilities and telecommunication systems relate,
but also high frequency industrial, medical and research units, and also
sources of intentional, industrial, and natural interference.

Presently we face the rapidly growing improvement of radio monitoring
object: radio communication systems, radio broadcasting, television,
wireless data transmission aimed at the increase of the throughput
capacity, spectrum efficiency, interference protection. Quick improvement
happens on the basis of using complex modulation types with code or
time separation, ultrabroadband signals, adaptation to the environmental
conditions, redistribution and reuse of radio frequencies, etc.

Thus, first generation of digital TV systems, DVB-T, are being replaced
with second generation systems, DVB-T2 that ensure increase of data
transmission by 30% minimum; local wireless access Wi-Fi systems
of a, b, g, n standards are being replaced by ac standard systems with

significantly higher capacity and it's spading ax standard, which almost
twice exceeds ac in terms of the maximum transmission rate. In cellular
communication networks, LTE (4G) technology is widely used, but it is
already being replaced by 5G systems, which are much faster than 4G,
and use radio frequencies up to several tens of gigahertz.

One of the most effective areas of improvement of the radio monitoring
methods is the use of automated systems, combining a large number
of territorially dispersed technical means, remotely controlled from
the unified center. These systems allow increasing performance and
radio monitoring tasks precision, eliminating routines for maintenance
personnel and raising productivity.

This section covers the principles of building automated systems supplied
by IRCOS, their functional capabilities and application features, and also
reviews the list of technical means included in it.

ARMADA Automated Spectrum Monitoring System, which can be deployed
in national, regional, city level.

AREAL Automated Spectrum Monitoring System intended for detecting
the facts of unauthorized radio emissions within protected area, inside
premises and other engineering facilities.

ARMADA ASMS

Automated Spectrum Monitoring System

ARMADA automated spectrum monitoring system consists of the following units:
control center, control stations and technical means of radio monitoring. In order
to ensure the use of the radio frequency spectrum within the country, the system
can have up to four hierarchy levels.

The lower level is represented by technical means of radio monitoring, which
are managed by the higher nodes in accordance with their priorities. The
configuration of the technical means of radio monitoring included in the system
is greatly determined by the area, landscape, type of used REM in a certain area.
ARMADA ASMS of the national level my include the following radio monitoring
technical means:

e Fixed stations and radio monitoring systems

e Mobile radio monitoring stations

e Portable (transportable) technical means

e Manpack technical means.

In order to ensure the maximum coverage of REM monitored by the system, radio
monitoring technical means are installed in large cities, which are characterized
by the highest occupancy of the frequency range. Outside the complex urban
conditions, where reflections of radio waves is much lower, and also the number
of controlled REM is lower, the number of fixed technical means of radio
monitoring decreases. It is desirable that any point of the monitored territory
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was within the operation zone of at least two fixed technical means, ensuring
coordinates measurement of radio emission sources by the goniometric method,
e.9. ARCHA-IN and ARTIKUL-SN. Size of the of electromagnetic availability
zone of the fixed means network is determined by many considerations, the
lift height of the receiving antenna of the technical means of radio monitoring,
its sensitivity, capacity of radio emission sources. For example, for ARTIKUL-S
Radio Direction Finders with a sensitivity of 5 yV/m in frequency range of 25-100
MHz and 800-2000 MHz, 50 m of antenna systems lift height, the detection zone
radius of sources with the power of 4 W is approximately 11-13 km, and the
area of possible localization zone of radio emission sources is about 250 km2.
This is already quite enough for coverage of a small community, while a greater
number of fixed technical means of radio monitoring is required for large cities.
For example, adding one more radio direction finder increases area of source
localization 1.5 times.

Localization of radio emission sources is possible not only by the goniometric
method, but also by time-difference of arrival ones and by combined (hybrid)
methods using a radio frequency sensor network on the basis of compact
systems ARGAMAK-RSS. For localization of radio emission sources by time-
difference of arrival methods at least three sensors are to be deployed.

To deploy a direction finding network in addition to the fixed technical means,
mobile stations (ARGUMENT-I or mobile systems on the basis of ARTIKUL-H1)
and/or portable technical means (ARCHA-IT, ARTIKUL-MT) are used, which can
be quickly moved to the specified area and establish a pair with any of the fixed
direction finders for expansion of the localization zone, and even localize a radio
emission source outside the operation zone of the fixed facility. Therefore, mobile
and portable means are intended for radio monitoring in locations where the low
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Electromagnetic availability zones for two or three radio direction finders

capacity of transmitters, high directivity of transmitting antennae, remoteness
of the radio emission source make measurements by fixed means difficult or
impossible. Besides, mobile and portable means can work in stand alone mode,
as they ensure localization of radio emission sources immediately in motion or
during stops. Handheld technical means (for example ARC-RP3M) are used as
the last mile equipment, allowing localization of radio emission sources in places
that are inaccessible for vehicles.

The table provides possible options of the radio monitoring technical means
configuration for several types of inhabited localities.

Options of the configuration of the radio monitoring technical means

IThab?ted P&%L:J;\;Isg ' Area, km2 mo?]ei‘g?ing Quantity
ol people means
ARCHA-IN 3
ARTIKUL-S 2
1 | CAPITAL >1000 >500 ARGUMENT-| 3
ARTIKUL-MT 1
ARC-RP3M 3
ARGAMAK-RSS 5
2| city >1000 w500 [ MENT 2
ARTIKUL-MT 1
ARC-RP3M 2
ARCHA-IN 2
3| city o0 | 250-500 koS 1
ARGUMENT-| 2
ARC-RP3M 1
ARCHA-IN 1
ARTIKUL-S 1
4 | City <1000 250-500 | ARGUMENT-I 1
ARTIKUL-H1 1
ARC-RP3M 1
ARCHA-IN 1
5| Town <500 <250 ARTIKUL-H1 1
ARCHA-IT 1

The system is controlled from Control Center, which is located in the capital.
Control stations are located in regions provide for the same functions as Control
Center but at lower level of hierarchy.

Structure of the control center or station:

Server and network equipment

Communication and data transmission facilities

Back-up power system

Operator AWS's

System of visualization and collective information processing (option).

Server equipment includes the main and the backup servers, where the database
is stored and also software allowing system control from automated workstations
is installed. Additional server with large volume of disk space is used for storage
of backup copies of the database contents. Backing up is done automatically with
periodicity defined by the system administrator.

Structural diagram of the control center or point

Operator's AWS's provides a user interface for system operation. With their help,
operators, in accordance with their specialization and access rights, send radio
monitoring tasks to the nodes and read the results of their completion, and also
get access to information stored in the DB.

Network equipment is intended for setting up of data communication inside
the center or the control station, and also its interfacing with ARMADA ASMS
nodes Additional communication and data transmission facilities are intended for
creation of backup management channels of the system nodes of an alternative
basis outside the public data transmission networks.

Backup power system is intended for supporting the function of the control center
or the point when the external power network is down. It includes uninterruptible
power sources (UPS) and a generator. UPS ensures uninterruptible operation of
the main systems of the control center or point for the period during the loss of the
external power supply and start of the generator unit.

System of visualization and teamwork with information, intended for holding a
meeting, video conference, as well as display on video wall of most important
actual information required to make management decisions.

Mobile control center possible design

Control stations can be set up on mobile carrier. A mobile control station is
designed to control radio monitoring system in case of failure of the fixed control
station, and may also be used as a control station, if it is necessary to increase
system performance under complex electromagnetic conditions or in special
circumstances of radio monitoring.

The structure of ARMADA Automated Radio Monitoring System is determined by
certain application conditions and can change depending on the Customer's needs.
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AREAL
Automated Radio Monitoring System

for Detection of Unauthorized Radio Emissions

One of the priority areas in the development of automated systems and radio

monitoring equipment is detection of unauthorized transmissions of any

communication systems, including those made by command link transmitters and

data lines of unmanned and manned aerial vehicles, as well as localization of

radio emission sources in confined spaces, inside buildings, as well as vehicle-

based sources, etc. Main users of such systems are law enforcement, overseeing,

security, and departmental structures.

ASR AREAL is intended for revealing of unauthorized radio emission and

localization of their sources. It's based on the same hardware software platform

as ARMADAASMS. ASR AREAL can perform continuous, periodic, or on-demand

radio monitoring. The configuration of included technical means varies accordingly.

The main task of ASMS is achieved by searching "new" radio emissions,

assessment of their hazard degree, localization of their sources and, eventually,

displaying results of their work on electronic plans of objects and maps, saving

information in the databases of the radio electronic environment. ASR AREAL

enables the user to:

e Analyze frequency range occupancy in deployment area and determine actual
usage of frequencies

o |dentify changes of radio frequency environment (RFE) and detect new radio
emissions

e Search and localization of emission sources outdoor

o Classify the detected radio emission sources and estimate their importance
or criticality

e Maintain the radio emission sources database for the monitored areas,
zones, premises, or vehicles

e Process and systematize radio monitoring results and update the
corresponding databases

e Display structure and condition of the system assemblies, location of
radioelectronic equipment, and mapping of radio monitoring data for a
specific area or facility

e Detect radio networks and directions and link them to radio emission sources

e Monitor the progress of radio monitoring task

e Analyze radio monitoring results over a time period in automated mode

e Export from and import to reference databases, as well as monitoring results
database

e Perform automated monitoring of equipment operation time and technical
condition

e Generation of reports as per operation results.

ASR AREAL configuration depends on operation scenarios, task execution time
and periodicity of radio monitoring.

Maximum ASR AREAL configuration includes Control Center and technical means
distributed over the monitored territory and in premises. One of these technical
means can be located at the same place as the Control Center.

The necessary amount of radio monitoring technical means in ASR AREAL
depends on the monitored area, its relief, the time assigned for the radio monitoring
task In an ideal case, any point of the monitored area must be located within the
coverage of at least two equipment units determining the RES coordinates and
parameters. However, in case of such an approach the price of the system can
be unreasonable high, so there can be used another approach to ARMS design:
a radio monitoring system shall comprise fixed stations with combined coverage
of the highest-perimeter areas; mobile stations installed on land, air, or water
vehicles; and portable (transportable) stations, which can be rapidly deployed in
respective areas.

Actual electromagnetic availability area (EAA) of ASR AREAL is determined
by the quantity of equipment used, its EAA sensitivity and the antenna system
altitude. Precise determination of RES position depends on instrument accuracy
of the equipment used and quantity of the RES monitoring equipment within the
monitored area.

System design typical options

Subject to the analysis data, all variety of ASR AREAL operation conditions can be
reduced to several standard scenarios Table presents typical operation scenarios
of ASR AREAL, their features and expected outcome of using ARMS.

Scenarios and options for the AREAL-1 to AREAL-7 operations are provisional
only. In practice, some other scenarios are possible, however, these should not
alter the technical approaches provided herein.

ASR AREAL typical usage scenarios

SC?:;QO Scenario conditions Duration of monitoring Periodicity of monitoring Expected results
Along an extended monitoring boundary and at : . Coor'dlnates. I P E El
AREAL-1 the adiacent terito Continuous monitoring - RES's, continuously updated REF
) & database
Limited outdoor area - local operations area . - Coordinates and parameters of new
AREAL-2 (maneuvers, sport events, etc.) [lreRcbotibeepionast e QIS RES's, updated REF database
L.|m|tesdt:g;dt1).o:)3:§2,r§ fe:?ﬁgsr;onitoring Dzl Z';EFE Al On-demand Coordinates for transportable vehicles
AREAL-3 ' _ o .
+ Stage 2: detailed RFE monitoring Dependlr)g on Tad"’ =l One-time, cyclic, or on-demand VpeEiEaRIAS etz e a2y
intensity area
) . . o Parameters and coordinates of
Completely confined territory Continuous monitoring - unauthorized RESs
LULLUS AN External monitoring of radio emissions coming Suagestions o eliminate idenfied
from premises of the object, mapping of RES on On-demand Cyclic or on-demand violgagions
the object's layout
Remote radio monitoring inside premises (zones) CentliEi AT Pl i O
of protected obiects 9 P Continuous monitoring - unauthorized RES's, updated REF
AREAL-5 P g database
Radio monitoring inside a separate premise or Depending on RFE and on Cvalic or on-demand Suggestions to eliminate identified data
in a vehicle demand y leakage channels
Detection of unmanned or manned aerial Continuous. nR;?]Ii-tgrrr; t;?:i:tzi:atabase CllHER LI
LU \RR vehicles with active radio emission sources Radio Monitoring Stations are On-demand " P
o ) ) Coordinates and parameters of
within monitored air space ground-based .
unauthorized RESs
Limited outdoor area monitored with UAV at site~ Throughout operation activities. E}Z?\Ii—tggz L;;:g:ted e Gl AR
TR A of local operations (maneuvers, sport events, Radio monitoring stations are On-demand .
. : Coordinates and parameters of
etc.) installed to low-sized UAV .
unauthorized RESs
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Means for Radio Monitoring Indoor

This section covers technical means intended for search, localization
and technical analysis of indoor unauthorized radio emission sources.
Main users of such systems are law enforcement, overseeing, security
agencies.

ARC-D19R System functions inside engineering structures, buildings or
in zones of the monitored object and ensure revealing of unauthorized
radio emission sources, including their identification and localization. It
uses remote modules — devices installed inside protected premises, to
which wide-band antennae are connected. In turn, portable modules are
connected to control units.

Key feature of ARC-D19R Monopulse Remote Radio Monitoring System
is that its external units are full-fledged digital radio receivers that include
both analogue and digital paths. Output signals from all remote units
of ARC-D19R system are transferred in digital form to control server
simultaneously, so they are processed simultaneously as well providing
for detection of unauthorized radio emissions and localization of their
sources even in case of single short radio pulse.

Transfer of signals in digital form eliminates antenna effect completely
preserving dynamic range and enables use of standard network
infrastructure for control and data transfer. Without additional routers, the
portable module is controlled within a distance of 100 m via the twisted
pair, and within much greater distances via the optic cable.

Due to use of remote units based on full-fledged digital radio receivers,
simultaneous processing of signals, their high-precision time- and

frequency-synchronization, and standard infrastructure ARC-D19R
monopulse system has a range advantages compared to preceding
ARC-D13R system, including high probability of reliable detection
of short signals, higher performance, flexible scalability, extended
options for identification and localization of radio emission sources of
digital communication standards.

ARC-D11 Two-Channel Radio Monitoring System based on ARGAMAK-D11
Two-Channel Radio Receiver with max. simultaneous bandwidth of 24 MHz
(model 4) or 100 MHz (model 5), high performance and extended
functions provides for solutions of wide range of tasks related with
detection of facts of unauthorized radio emissions search indoor, inside
transport means and afield that cannot be solved by ARC-D19R.

ARC-D10R is applied for dealing with task of revealing wireless networks
in protected object. The main hardware components of this sytem are
ARC-ABS External Hardware-Software Analyzers of Wi-Fi, Bluetooth,
Zigbee wireless networks. They operate under control of SMO-
ARMADA Software Package providing for detection and identification
of Wi-Fi access points and subscriber devices of [EEE 802.11a/b/g/n/ac
standards, their localization and outputing the results in digital floor plan,
as well as presenting topology of found networks.

ARC-RP3M Handheld Direction Finder is intended for manual direction
finding (including selective) and localization of radio emission sources,
as well as for wide variety of radio monitoring tasks afield and inside
premises, transport means and within protected area.

ARC-D19R

Monopulse Indoor Remote Radio Monitoring System

Purpose:

e Revealing, identification, localization and accounting of radio emission
sources including modern wideband communication system inside premises
and within neighbor area.

Typical configuration:
e Central post equipment:
+ Control server
+ Communication and data transmission equipment
+ Controlled Uninterruptible Power Supply;
+ ARC-BS Synchronization Unit
+ ARC-UIP Power Control Unit
e Peripheral equipment:
+  ARGAMAK-VMO External Units designed for outdoor installation
+  ARGAMAK-VM1 External Units designed for indoor installation
e Control and display unit (operator's AWS) with SMO-AREAL, SMO-DX
Software Packages efc.
Options:
e ARC-PS330 Frequency Range Extension Module (2.4 - 30 GHz) for
ARGAMAK-VMO External Radio Receiving Units

Part of ARC-D19R

ARGAMAK-VM1

ARC-ABS External Analyzers of Wi-Fi, Bluetooth, ZigBee networks
ARC-D11 Two-Channel Portable Radio Monitoring System (model 4 or model 5);
ARC-RP3M Handheld Direction Finder

SMO-BS 3GPP Software Package for Automated Monitoring of NB-IoT,
GSM, UMTS, LTE, 5G Base Stations. Certificate of state registration of
software packages No. 2025615525

e SMO-BS CDMA/EVDO Software Package for Automated Monitoring of
CDMA/EVDO Base Stations. Certificate of state registration of software
packages No. 2015662423

ARC-ABS
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ARGAMAK-VMO with ARC-A19 Antenna (20 - 8000 MHz)

e SMO-BS TRUNK Customized Software for Automated Monitoring of DMR,
dPMR, NXDN, APCO P25 and TETRA Network. Certificate of state registration
of software packages No. 2024665131

e SMO-BS DECT Software Package for Automated Monitoring of DECT Base
Stations. Certificate of state registration of software packages No. 2015662411

e SMO-BS Wireless Customized Software for Automated Monitoring of short-
range wireless networks (Wi-Fi, WiMAX, LoRaWan, Bluetooth, Zigbee).
Certificate of state registration of software packages No. 2025618779.

Features:
e Remote control of the System
e Reliable detection of radio emissions of any origin, achieved due:
+ Time-referenced receipt of a radio signal by all remote units simultaneously
+ High-precision time- and frequency-synchronization of all the units
+ Algorithms of multi-channel analysis of signals
e High sensitivity and wide dynamic range, achieved due:
+ Operation of ARGAMAK-VMO0 and ARGAMAK-VM1 External Units
+ Output of signals from remote units in digital form
e High speed of panoramic spectrum analysis, detection of ultrashort signal
e High accuracy of localization of radio emission sources, achieved based on:
+ Time-synchronization of all remote units of the System based on
reference to the unified time scale
+ Hybrid localization algorithms, which use evaluation of signal amplitude
and time of arriving
e Unified user interface, which provides for control of all the modules, automated
processing and visualization of operation results, as well as centralized
maintenance of database
e Multi-task and multi-user operation mode
e Scalable architecture, which provides for:
+No limitation for number of remote units
+ Significant increasing of System performance due to organizing
distributed computations

ARGAMAR- VI mm  ARGARLAR - YD ARGAMAK VT
i N 1 M
Controiied equipment

Structural Diagram of ARC-D19R

e Using Ethernet 1G interface for control and transmission of signals (within the
distance of up to 100 m) and/or optic cables (at any distances)

e Option of operation as a part of automated spectrum monitoring systems
(ARMADA, AREAL etc.).

System provides:
e Revealing of unauthorized radio emissions and localization of their sources
inside protected objects and within neighbor area, including:
+ Noise-like signals with dynamic frequency-time structure
+ Short signal with duration from 1 ps
« Enemy emissions within the range of digital and analogue TV,
broadcasting, mobile communication, data link etc.
+ Wideband radio signals below natural or "man-made" noise
+ 2G/3G/AG/5G subscriber devices
e Recording and technical analysis of radio signals, evaluation of their parameters
o Assessment of hazard degree of revealed radio emission sources
o Analysis of GSM, UMTS, LTE, 5G, CDMA (1S-95, cdma2000, EV-DO), DECT,
TETRA, DMR, dPMR, NXDN, APCO P25, LoRaWan, NB-loT, Wi-Fi, WiMAX,
Bluetooth, Zigbee etc. signal parameters
e Analysis of DVB-T/T2/H, DTMB signals
e Discovery of Wi-Fi, Bluetooth and Zigbee network topology inside monitored
premises
e Collecting the information about radio signal parameters in database
e Detection of emissions, which come from monitored objects outdoors (when
operated as a part of AREAL-5 System).
e Finding directions to radio-frequency emission sources (when ARC-D11
System with DF antenna systems is available)
e Continuous recording of 1Q sampling within the band up to 24 MHz
e Report generation.

Technical Specifications

Maximum frequency range 0.009 — 30000 MHz
RMS of time-syncronization max. 3x108 s
RMS of frequency-syncronization max. 1x108
Detected signal minimum duration 1 s
Number of remote modules Not limited
Min. power of emitted signal detectable inside premise with
dimensions of 8x8 m max. (signal bandwidth is 50 kHz max,
signal frequency is above 30 MHz):
+  within 0.02 - 3 GHz range 50 yW
+ within 3 - 8 GHz range 80 yW
+  within 8 - 30 GHz range 120 yW
Continuous operation time 24 hours
Remote modules control interface Ethernet 1G

Other parameters of the system correspond to technical specifications of ARGAMAK-VM0
and ARGAMAK-VM1, ARC-PS330.

ARC-D11

Two-Channel Radio Monitoring System

Purpose:
e Variety of functions related with search for radio emissions inside facilities
and outdoor radio monitoring, including:
+ Automated search for unauthorized radio emissions inside a premise or
transport mean, and monitoring of wire network
+ Radio monitoring and automatic direction finding within frequency range
up to 8 000 MHz (automated direction finding up to 30 GHz)
+ Equipment automated survey and checks on compromising emanation
inside premises and offices of the object.

System operation modes:

Indoor

At temporary workstation (antenna system is mounted on tripod)

At stops and while moving (being installed into a vehicle)

System can be operated directly or remotely based on TCP/IP via wire and
wireless communication channels.

Applications:

o Indoor radio monitoring (9 kHz — 30 GHz)

e Outdoor radio monitoring (9 kHz - 30 GHz)

e Automated compromising emanations testing (9 kHz - 12 GHz) , for model 4 only.
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Common functions:

e Panoramic spectrum analysis within operating frequency range or within
arbitrary numbers of frequency intervals

e Detection of radio signals based on different algorithms (power, correlative)

e Evaluation of radio signal parameter (central frequency, level, bandwidth,
modulation parameters etc.)

e Automatic classification (modulation, communication standard etc.) and
identification of radio emissions

e Filtering of detected radio signal list based on different criteria (classification
results, technical parameters, detection time etc.)

e 1/Q recording including with preliminary multi-channel filtering

e Demodulation of radio signals with analogue modulation (AM, FM, PM, SSB)
with option to record and palyback of recorded LF-signal by control unit

e Synchronization of internal time by GNSS signals as well as via Ethernet as
per IEEE 1588 standard (for model 5 only)

e Receipt and decoding of service data transmitted by radio signals of modern
digital communication systems: 2/3/4/5G, CDMA (1S-95, cdma2000, EV-DO),
DECT, TETRA, DMR, APCO P25, dPMR, NXDN, LoRaWan, NB-IoT, Wi-Fi,
WIMAX, Bluetooth, ZigBee; as well as digital TV: DVB-T/T2/H, DTMB

e Coherent processing of signals received by two channels

e Detection of wide-band signals including covered under natural or industrial
noise

e Real-time two-channel synchronous radio monitoring

e Two-channel synchronous or single-channel search, accumulation and
maintenance of signal source database and processing of results

e Detection and localization of radio emission sources, which work within
bands non-amateur communication and broadcasting radio stations, such as
base stations of mobile communication, digital TV etc.

e Search of intermodulation interferences

e Joint operation of systems (when communication equipment is available), e.g.
as a part of Automated Spectrum Monitoring Systems (ARMADA, AREAL etc.).

Radio monitoring and emissions and monitoring of
wire network inside a premise or transport mean

Typical configuration:

o ARGAMAK-D11 Two-Channel Panoramic Radio Receiver (model 4 or model 5)
with integrated two-channel digital radio receiver (9 kHz - 8000 MHz for each
channel), antenna switch, AC and vehicle on-board power unit with charger
and battery

Set of ARC-A2M Wideband Antenna with operating frequency range from
2510 3000 MHz

Set of ARC-A23A Wideband Antenna with operating frequency range from
3108 GHz

Network probes: active (ARC-ASP2) and passive (ARC-PSP2)

ARC-MA2 HF Magnetic Receive Antenna

ARC-A12 Wideband Antenna

Control and display unit with SMO-PA,SMO-STA, SMO-ASPD, SMO-DX
Software Packages

Case for storage and transportation of the accessories.

ARGAMAK-D11 Two-Channel Panoramic Digital Radio Receiver (model 5)

ARGAMAK-D11 Two-Channel Panoramic Digital Radio Receiver (model 4)

Options:

e Extension of operating frequency range up to 30 GHz (internal single channel
frequency down-converter for model 5 only)

e ARC-PS330 Frequency Range Extension Module (2.4 - 30 GHz)

e ARC-ABS External Analyzer of Wi-Fi, Bluetooth, ZigBee networks.

Functions in "Radio monitoring and monitoring of wire

network inside a premise or transport mean" scenario:

e Detection of any kind of radio emissions indoor, including signals with
dynamic frequency-time structure (frequency hopping), noise-like signals,
ultra-wide band (UWB) signals etc.

e Revealing of unauthorized radio emissions inside premises, within objects,
and outdoor

e Detection of indoor data leakage technical channels, including those that
based on 2G/3G/4G/5G, Bluetooth, Wi-Fi, Zigbee communication systems

o Wire network monitoring

e Indoor radio monitoring.

Radio monitoring and automatic direction finding

afield

Package (additional to package to solve "Indoor radio

monitoring" task):

e ARC-A7A-3 Broadband Antenna for Installation on Vehicle

e AS-HP-HF, AS-HP1, AS-HP2, AS-HP5, AS-HP8 DF Antenna Systems

e ARC-IG Video facilities and software package for visualization of radio
emission sources in spatially distributed locations

e \Vehicle luggage box with fasteners to mount DF antenna systems

e Tripod (mast) for direction finding antenna system mounting at temporary
workstations

e ARC-AGA Directional Antenna Set and handle provided for amplitude
direction finding

e Communication and data transmission equipment

e SMO-BS 3GPP Software Package for Automated Monitoring of NB-IoT,
GSM, UMTS, LTE, 5G Base Stations. Certificate of state registration of
software packages No. 2025615525

e SMO-BS CDMA/EVDO Software Package for Automated Monitoring of
CDMA/EVDO Base Stations. Certificate of state registration of software
packages No. 2015662423

e SMO-BS TRUNK Customized Software for Automated Monitoring of DMR,
dPMR, NXDN, APCO P25 and TETRA Network. Certificate of state registration
of software packages No. 2024665131

e SMO-BS DECT Software Package for Automated Monitoring of DECT Base
Stations. Certificate of state registration of software packages No. 2015662411

e SMO-BS Wireless Customized Software for Automated Monitoring of short-
range wireless networks (Wi-Fi, WiMAX, LoRaWan, Bluetooth, Zigbee).
Certificate of state registration of software packages No. 2025618779.

e SMO-CT Customized Software for Automated Monitoring of digital TV signals
(DVB-T/T2/H, DTMB). Certificate of state registration of software packages
No. 2015613938

e Software option for selective direction finding of GSM, UMTS, LTE, 5G
base stations (SMO-BS 3GPP) and DECT radio phones, TETRA / DMR /
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ARC-D11 Operated in DF Mode with AS-HP1 Mounted on Vehicle Roof and Mast

APCO P25/dPMR /NXDN base stations and subscriber terminals (SMO-BS
TRUNK), Wi-Fi access points and subscriber terminals (SMO-BS Wireless)

e SMO-KN Software Package for mapping and navigation (Certificate of state
registration of software packages No. 2015613830).

Functions in "Radio monitoring and automatic direction

finding afield" scenario:

o Automatic single- and multi-channel direction finding of radio signals with
arbitrary spectrum width within frequency range from 1.5 to 8000 MHz (when
optional DF antenna systems are included)

e Power (without using information about signal structure) direction finding of
radio signals with arbitrary bandwidth

o Selective (related with ID of radio emission source) direction finding of GSM
[ UMTS / LTE base stations, Wi-Fi access points (when DF antenna systems
are available)

o Selective (related with ID of radio emission source) direction finding of DECT
base stations and radiophones, TETRA, DMR, APCO P25, dPMR, NXDN
radiostations

e Selective (time-slot based) direction finding of subscriber 2G terminals
(mobile phones, trackers, etc.), operating at the same frequency

o Ability to connect few DF antenna system simultaneously (AS-HP-HF,
AS-HP1, AS-HP2, AS-HP5) and to DF automatically within entire operating
frequency range (from 1.5 MHz to 8 GHz) of connected antenna systems
(model 5 only)

e Recording of signal within simultaneous bandwidth to buffer with option of
further time and frequency navigation and postprocessing (search, filtering,
demodulation etc.)

e Technical analysis of radio signals in real time and in postprocessing mode

e External radio monitoring of extended objects (when ARC-IG and DF antenna
systems are available)

o Evaluation of radio emission sources location based on signal levels evaluated
in different points of route or based on bearings (when optional DF antenna
systems are included)

e Operation as a part of DF pair providing for localization of radio emission
source (when communication equipment is available).

Automated compromising emanations testing in
premises and offices of the object (for Model 4 only)

Purpose:

e Detecting threats of information leakage via channel of spurious
electromagnetic radiation and interference (compromising emanations) arising
from the operation of processing, storage and transmission of information (PC,
peripheral equipment, ports and interfaces).

Package (additional to package to solve "Indoor radio
monitoring" task, for Model 4 only):

ARC-TG3 Test Signal Generator (frequency range 20 - 3 000 MHz)

Dipole measuring antenna (frequency range 9 kHz - 2 000 MHz)
Logopereodic measuring antenna

Voltage probe (frequency range 0.003 - 400 MHz)

Measuring current collector (frequency range 0.009 - 400 MHz)

Magnetic inductor (frequency range 20 Hz - 600 MHz)

Dielectric tripod to mount antennas

Network equipment and cables

Control unit for ARC-TG3 with software package to carry out automated
compromising emanations tests (SMO-PRANA, SMO-TEST, SMO-RAPIRA).

CMO-113
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Diagram that illustrates the registration and analysis of compromising emanations from
communications and electronic equipment

Functions in "Automated compromising emanations

testing" scenario:

e Detection, evaluation of parameters and information capability of
compromising emanation emitted by PC and other means of storage and
processing of information (laboratory tests)

e C(Creating databases and research results for further reuse while periodic
routine check-up

e Calculation of signal propagation distance based on laboratory tests

e Research of object parameters (object research carrying-out)

e Assessment of information security at the facility from leaks through the
compromising emanation channels with and without use of security means

e Automatic transmitting measuring results to calculation application right after
finishing parameters evaluation

e Creating test protocol in automatic mode based on user template

o Tested devices:

*  Monitor in DVI, VGA, HDMI modes

+ USB keyboard

+ Printer in information transfer and print modes

+ PCHDD

+ USB-port in mode of data exchange with Flash-drive
+ Scanner in scanning and data transfer modes.

Features of ARC-D11 (Model 4) in "Automated

compromising emanations testing" scenario:

e Option to control automatically remote devices (checked device, ARC-TG3
Test Generator) with controlling PC of ARGAMAK-D11. Because of this, one
operator, when solving the task of "Automated compromising emanations
testing" with ARC-D11, can work effectively with minimal labor and time

o Information from tested device is not used, cannot be read by the system or
transmitted in the course of testing

e Applied algorithms are unified due to the fact that the user can adjust limited
security parameters himself based on standards of his country.

Technical Specifications

General Parameters
Number of independent receiving channels 2
Operating frequency range for each channel 9 kHz - 8000 MHz
Frequeqcy range for one of the channels with external (models 9 kHz - 30 GHz
4, 5) or internal (model 5) frequency down-converter available
Noise figure (with preamplifier on) for unswitched inputs, max.
+ within 0.009 — 30 MHz (model 4 / model 5) 15dB/15dB
+ within 20 - 3000 MHz (model 4 / model 5) 12-15dB /10 dB
+ within 3000 - 8000 MHz (model 4 / model 5) 16dB/10dB
+  within 8 - 18 GHz (model 5 integrated down-converter) 14 dB
+ within 18 — 24.5 GHz (model 5 integrated down-converter) 16 dB
+ within 24.5 - 30 GHz (model 5 integrated down-converter) 22 dB
Single-signal spurious, Image and IF rejection, min.:
+ within 0.009 — 8000 MHz (model 4 / model 5) 70dB/80dB
+  within 8 — 18 GHz (model 5 integrated down-converter) 70 dB
+  within 18 — 30 GHz (model 5 integrated down-converter) 45dB
Input IP3, attenuator off, min.:
+ within 0.009 — 30 MHz (model 4 / model 5) 0dBm /20 dBm
+  within 20 — 3000 MHz (model 4 / model 5) 0 dBm/ 10 dBm
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+  within 3000 — 8000 MHz (model 4 / model 5) 0dBm /0 dBm Receiver sensitivity in FM (narrow) mode 0.8 uV, max.
+  within 8 — 18 GHz (model 5 integrated down-converter) 0dB Receiver tuning discrete 1Hz
+ within 18 — 30 GHz (model 5 integrated down-converter) 0dB Demodulation types AM, FM, SSB, AT
Intermodulation free dynamic range (3rd and 2nd order), min. 75dB Automated compromising emanations testing (for Model 4 only)
Simultaneous bandwidth (bandpass) at +3.0 dB variation (m.4 / m.5) 24 MHz / 100 MHz Chesked ch | radio, wire lines,
Additional radio receiving path in each channel with 0.5MHz/ ecked channe arbitrary structure
simultaneous bandwidth, (model 4 / model 5) 80,24, 1.2 MHz| | Operating frequency range (radio environment) depending on
- — . ) 0.009 - 8000 MHz
Search and detection of the radio signals operating frequency range of measuring antenna
Rate of panorama spectrum analysis over frequency range Operating frequency range while check-up of wire lines 0.009 - 400 MHz
of 25 - 3000 MHz with max. 16 kHz resolution (at spectrum 10 /60 GHz/s Operating frequency range (line) for completely automated 20— 400 MH
discreteness max. 3.125 kHz), min. (model 4 / model 5) measurements " z
Minimum duration of single signal detected within simultaneous 1us Frequency range of completely automated measurements with 203000 MH
bandwidth (tuning frequency doesn't change) controlled generator B z
Sensitivity with 3.125 kHz discreteness depending on the frequency 0.8-1.5uv Error of signal level measurement 3 dB, max.
Indoor Radio Monitoring Error of signal level measurement incl. antenna parameters 5 dB, max.
Crosstalk between antenna switcher channels (within frequency 40 dB Automatic transmitting measuring results to calculation application YES
range of 25 - 3000 MHz), min, On-line calculation and automatic forming research protocols YES
Min. power of emitted signal detectable inside premise with Option to save the results of measurements and evaluation for
dimensions of 8x8 m max. (signal bandwidth is 50 kHz max, further reuse YES
signal fre?:?”cy '; abov: 30 MHz), max.. m Calibration certificates for all measuring antennas and censors YES
. w!th!n 2.08 G?-IG Z1ange :g “W State measuring certificate for ARGAMAK-D11 Radio Receiver NO
W!t !n . Zrange H Factory certificate on calibration of ARGAMAK-D11 issued by YES
:_ Wwithin 8 - 30 GHz range 120 W1 | the factor laboratory of IRCOS JSC
Wire Network Monitoring Operating Parameters
Signal detection level: Indication of charge level of the built-in battery, as well as YES
+ within 0.05 - 10 kHz 1 mV, max. | | charging process
: within 10 kHz - 1 MHz 100 pV, max. Other technical specifications of the system corresponds to parameters of
+ within 1 MHz - 30 MHz 10 uV, max. [ ARGAMAK-D11 (Model 4) / ARGAMAK-D11 (Model 5) Digital Radio Receiver.
Input impedance of the probe:
+  ARC-ASP2 1 MOhm, max.
«_ARC-PSP2 1kOhm, max. e : LA o
Max. input voltage of ARC-ASP2 network probe: Distributed Wireless Network Monitoring System
+  below 60 Hz 400V
+  from 60 Hz to 20 kHz 50 V Purpose:
. from 20 kHz 10 5 MHz LU IS Remote monitoring of wireless networks inside protected object within neighbor
Max. input voltage of ARC-PSP2 network probe 400V area, including:
Automatic direction finding : + Detection of Wi-Fi, Bluetooth, Zigbee networks
DF method _ t?fo”e'at't"e + Networks topology analysis
Interierometen + ldentification and localization of access points and client devices.
Operating azimuth range 0° -360° . . -
- - Typical configuration:
Operating frequency range (manual switch of antenna systems 158000 MHz

for model 4, electronic switch of antenna systems for model 5)

Field sensitivity

depends on antenna

system
Instrument accuracy (RMS) depends on antenna
system
Processed single signal minimum duration 10 ms

Radio Channel Monitoring,Technical Analysis and Broadcast Recording

Max. processing bandwidth within the range (model 4):

+  within 9 kHz - 25 MHz 1 MHz

+ within 25 - 110 MHz range 5MHz

+ within 110 - 220 MHz range 10 MHz

+ within 220 - 8000 MHz range 24 MHz
Max. processing bandwidth within the range (model 5):

¢ within 9 kHz - 30 MHz 30 MHz

+within 20 - 8000 MHz range 100 MHz

Types of recorded data

radio signal sampling
(1/Q), bearing,
spectrograms, time

Maximum I/Q bandwidth:

+  Model 4

Up to 40 MHz

*  Model 5

up to 200 MHz

Continuous recording time

depends on storage

Demodulated signal recording

Demodulator bandwidth

250,100, 50, 12,6, 3 kHz

Receiver sensitivity in AM mode

1.5 WV, max.

e Control and display unit (control server, which can be combined with
operator's automated workstation) with SMO-ARMADA Software Package
o Network equipment (switch with PoE support)
e Peripheral equipment:
+ ARC-ABS External Hardware-Software Wireless Network Analyzers
(for localization of wireless devices three to 5 ARC-ABS Analyzers are
required).

ARC-ABS External Wi-Fi Analyzer
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e |

Structural Diagram of ARC-D10R

Options:
e ARC-RP3M Handheld Direction Finder
e Optional remote operator's automated workstations.

System provides:

o Detection of wireless networks inside premises of protected object and within
neighbor area

o Analysis of wireless network parameters, Identification of access points and
client devices

o Networks topology analysis

e |ocalization of access points and client devices located inside premises of
protected object

e Maintenance of accounting database

o C(lassification of emissions of detected radio emission sources according to
the accounting database.

Features:

e Using Ethernet 1000BASE-T interface for control (within the distance of
about 100 m) and/or optic cables (at longer distances)

e Application "Power over Ethernet" (PoE) technology for power supply of
ARC-ABS units, no needs in power supply cable

e No limitation for number of remote units (monitored premises)

e Option to use server equipment and network infrastructure of the Customer

o Unified user interface, which provides for control of all ARC-ABS units,
automated processing and visualization of operation results

e Remote control of the System

e Option of operation as a part of automated spectrum monitoring systems
(ARMADA, AREAL etc.)

e Multi-task and multi-user operation mode;

e The System doesn't block operation of wireless networks neither in protected
premises, nor outside the protected area

e The System doesn't intercept Wi-Fi traffic or personal data of wireless
network clients.
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Topology of Wi-Fi networks presented in SMO-ARMADA (system of three ARC-ABS units)

ARC-ABS
External Analyzer of Wireless Networks

Purpose:

e Analysis of parameters of Wi-Fi, Bluetooth and Zigbee wireless networks
inside premises and within neighbor area.

Typical configuration:

e Central unit of ARC-ABS
e Set of antennas.

—

ARC-ABS External Analyzer of Wireless Networks

Functions:

e Detection of wireless data communication networks

o Analysis of network parameters, identification of their sources, assessment
of their criticality

e Analysis of network topology.

Features:

e No additional power supply system required, the units are powered from
network switch based on PoE technology

e The unit is controlled via LAN with SMO-ARMADA or SMO-BS Wireless
Software Packages of automated spectrum monitoring systems, which allow
integrating of unlimited number of units into united network.

Technical Specifications

Localization of Wi-Fi access points by SMO-ARMADA (system of five ARC-ABS units)

|IEEE 802.11 a/blg/n/ac (Wi-Fi),
Detection of wireless network IEEE 802.15.1 (Bluetooth),
IEEE 802.15.4 (Zigbee)

Operating frequency range:
+ Wi-Fi 2412-2484, 5180-5885 MHz
+  Bluetooth 2402-2480 MHz
+  Zigbee 2394-2507 MHz
Wire interface Ethernet 100BASE-TX

Power supply:

+ |EEE 802.3af 36-57V
+ Passive PoE 22-32V
Power consumption 15 W, max.
Operating temperature range from +5°C to + 45°C
Weight of the unit 0.95 kg, max
Dimensions (without antennas) 240%130x50 mm, max.
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Software provided by IRCOS is comprised of SMO-ARMADA software
environment ensuring operation of radio monitoring automated systems,
including ARMADA and AREAL, and also software packages for on-line
modes allowing the user to interact with the radio monitoring means. The
software is based on a client-server architecture and web-technologies
capable of flexible customization, considering organizational particulars
of the infrastructure, network of radio monitoring means, and functions
required by users.

Technical means of radio monitoring manufactured by IRCOS implement
the principle of the software defined radio (SDR), on the basis of
which software performs the overwhelming majority of operations to
process signals and control radio monitoring equipment, ensures multi-
functionality without additional hardware modifications.

The software consists of two inseparable parts. The first part is firmware
that is stored inside hardware or loaded there in the course of operation.
It defines modes operation of controllers, digital signal processors,
programmable logic integral circuits, etc., which are the structural parts
of the equipment. The second part is software for external computer
and network equipment: control servers, personal computers, routers,
automated workstations, etc. used to control operation of the automated
system in general and an individual piece of the radio monitoring
equipment in particular, and to store, send and process data in multiple
formats, displaying it in a format suitable for an user.

The supplied software seamlessly scales and allows customizing the
hierarchically organized structures of automated systems to the needs of
individual users. The software has an open architecture, which enables
connection of additional software subsystems and modules, including
ones developed by third-party manufacturers.

Other features of the software:

e Cross-platform operation, broad application of web-technologies

e Flexible mechanisms for generation and processing of radio monitoring
events and technical events

e Control of the equipment via an open protocol, ability to control the
equipment of third-party manufacturers.

o |Interfacing with external information systems

e Scheduled and on-line operation mode with accumulation of results
in the central DB

e Remote diagnostics and self-diagnostics of technical means and state
of the infrastructure.

The software enables operation in scheduled and on-line modes. In
the scheduled mode, the functioning is automatic according to a preset
schedule. This mode makes possible to manage a large equipment fleet
from a single workstation by a single operator, as well as performance of
tasks without communication channels available. In the on-line mode, the
operators work interactively with chosen hardware, they are able to solve
quickly complex and non-routine radio monitoring tasks in real-time.
Functions implemented by radio monitoring means can be divided into
several groups: panoramic analysis and direction finding of radio signals,
measurement of parameters, technical analysis, indoor radio monitoring,
study of compromising emanations, localization of radio emission
sources, evaluating coverage areas, etc. A certain software package
supports each group of the functions with similar interface retained,
which is automatically configured depending on hardware features.

This section describes the software packages designed for the
equipment manufactured by our company. All the software packages
have Certificates of State Registration.

SMO-ARMADA

Software Package of Automated Spectrum Monitoring
Systems

Certificate of state registration of software packages
No. 2015613829 of 26.03.2015

Purpose:

e Software package is design for control of radio monitoring equipment at
all levels of hierarchical structure of automated radio monitoring system
(ARMS), including ARMADA, AREAL, ARC-D10R Automated System.

Features:

e Option to develop hierarchy systems, in which each lower node is accessed

by higher nodes

Use of the same software at all System levels

Radio monitoring equipment is controlled via an open standard protocol

Option to control radio monitoring equipment from other manufacturers

Options to connect additional software subsystems, units and modules

including those from other manufacturers

e Automatic (scheduled) execution of typical radio monitoring tasks with on-line
notifications about events, which require human intervention

e Options to modify the list and content of typical radio monitoring tasks.

Functions:

e Radio monitoring functions in manual (online), automatic (scheduled) and
background modes

Multi-task measurement mode

Setting radio monitoring tasks for remotely controlled stations

Task execution monitoring

Saving tasks and their performance results to database

Automated analysis of results for a given time period

Creating the reports based on customized templates

Data communication with external information systems

e Use of geo-information technologies to represent the system structure and
status, frequency allocations, radio monitoring results

e Storage of organizational and regulatory documents, measurement
procedures, reference data

e Remote diagnostics of system nodes and radio monitoring equipment

e Automatic control of calibration validity and equipment performance time.

Features of Architecture:
e Software package consists of the following functional subsystems:
+ Automatic execution of scheduled tasks (scheduled mode)
+ Operator controlled task execution (online mode)
+ Radio monitoring data processing and display
+ Accounting data storage and editing
+ Reference data storage and editing
+  System status monitoring
+ Mapping
+ Report generation
+ Management.

e Module structure. Each subsystem consists of software modules. New
function is implemented by adding a module. Modules are independent:
changing functionality of a module doesn't require changing other modules

e Scalability. All levels of hierarchy structure of the system have architecture
of same type. Difference in functions of software set on different levels of
hierarchy is achieved by using different module set in sub-systems.

On-line mode

Operator controlled radio monitoring subsystem provides for:

o Real-time displaying of results of fast panoramic spectrum analysis, including
spectrum received from several radio receivers in comparison mode
Probability spectrum display

Display of the data on recorded emitters in spectrogram

Recording of accumulated spectrum files and frequency-time distribution
Playing back demodulated radio signals and saving them to database

Radio signal parameter estimation
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Probabilistic spectrum

Single channel direction finding of radio signal sources with finding azimuth
and elevation (when appropriate hardware is operated)

Amplitude direction finding using directional antenna and remotly controlled
rotator

Selective direction finding of subscriber 2G terminals (mobile phones,
trackers, etc.), operating at the same frequency

Selective direction finding of Wi-Fi communication devices with recognition
of MAC-address, including non-standard frequency ranges

Selective direction finding of TETRA, DMR, dPMR, NXDN, APCO P25
terminals as well as TETRA base stations with detection of their identifiers
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Signal parameter measurement

Selective direction finding of DECT base stations and radiophones
Displaying DF results on the electronic map

Automated technical analysis of radio signals

Classification of communication systems (GSM, UMTS, LTE, 5G, 1S-95,
cdma2000, EV-DO, TETRA, DMR, APCO P25, dPMR, NXDN, DECT, Wi-Fi,
Bluetooth, ZigBee, DVB-T/T2/H, DTMB)

Operation in spectral lens mode with resolution ranging to few Hz
Evaluation of peak, quasipeak, root-mean-square and average signal level
Evaluation of field strength (if calibrated antennae are available)

Automatic and simultaneous identification of the type and parameters of radio
signal modulation at the carrying frequency and subcarrier frequency.
Evaluation and display of mutual amplitude and phase spectrum of signals
from two selected radio receivers (receipt channels)

Search for new radio emission sources.

Detection of wideband signal covered under noise

I

Selecting wideband signal presenting within the band of continuously operating digital

TV signal
Features:

Simultaneous synchronous and asynchronous control of several radio
receivers and direction finders.

Ability to display and compare spectra obtained from different radio
receivers

Detection and evaluation of parameters of wide-band signals covered
under natural or industrial noise

Detection, display and analysis of parameters of weak signals presenting
within bandwidth of permanently active radio signals.

Scheduled mode
Automatic radio monitoring task execution subsystem provides operation in a
scheduled mode according to a schedule, including:

Signal parameter measurement

Direction finding of radio emission sources

Localization of radio emission sources based on direction finding results
Localization of radio emission sources based on amplitude, TDOA or hybrid method
Search for new radio emission sources

Checking the parameters for registered emitters, comparison of the results
with standards; automatic notification of the operator on violations of radio
frequency resource use

Spectral / time mask based operation

Determination of frequency / frequency range occupancy

Detection of GSM, UMTS, LTE, 5G, 1S-95, cdma2000, EV-DO, DECT,
TETRA, DMR, dPMR, NXDN, APCO P25, Wi-Fi, WiMAX, Bluetooth, Zigbee,
LoRaWAN, NB-loT base station signal parameters

Checking compliance of base stations’ digital identifiers with a table of
frequency allocations

Detection of DVB-T/T2/H, DTMB digital TV signal parameters

Monitoring of current and planned equipment load.

Features:

Simultaneous control of many radio monitoring units from a single workstation
Ability to execute the routine list of measurements automatically involving an
operator only in emergency situations

Ability to execute radio monitoring tasks without operator (at night, during
weekends and public holidays)

Ability to control equipment connected over slow communication channels
Ability to execute radio monitoring tasks during long absence of communication
channels

Flexible scheduling and task prioritization system

Automatic resumption of tasks after interruptions

Option to setup operator notifications about emergence of emissions of
interest of threat.

Display of results
Radio monitoring data processing and display subsystem provides:

Storage and review of results obtained on automated mode and online
(manual) mode by an operator

Emitter location calculation

Displaying radio monitoring results on the electronic map

Review of files obtained in course of task execution (demodulated signals,
frequency-time diagram, time sampling)

Display of measurement parameters

Spectrum display with options to scale and set area and point markers
Plotting histograms by measurement sets for any given period of time
Obtaining of user's result samples and creating the reports based on these
samples
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Display of direction finding results on a map

o Quick switch to online mode with automatic tuning to the frequency, at which

the result was oblained.
Features:

e Simultaneous synchronous and asynchronous control of several radio

receivers and direction finders.
e Possibility to compare spectra obtained from different radio receivers.

Result of a signal detection based on radio monitoring event (the signal level is higher than the mask)

Accounting data storage and editing

Accounting data storage and editing subsystem provides for:

e Accounting of frequency allocations;

e Accounting of radioelectronic equipment;

e Accounting of conterparties;

e Accounting of permits (license for frequency (radio frequency channel) use,
emitter registration certificate, etc.)

e Accounting of emitters present on air that have no (do not require) any
permitting documents.
Features:

e Option to display account data during work with spectrum in real time and
in radio monitoring results

e Option to use accounting data when assigning tasks for automatic radio
monitoring

e Displaying accounting data on the electronic map

e Option to collect user samples from accounting data and form a report
based on these samples.

Reference data storage and editing

Subsystem provides:

e Storage of data on equipment used in the system

Radio monitoring stations data storage

Personnel data storage

Storage of standard data on bandwidth and frequency deviations
Displaying reference data on the electronic map.

ammmem o —

Examples of reference data display window

Features:

Automatic receipt of information about capabilities of equipment from the
hardware

Accounting of equipment parameters when assigning tasks

Control of performance of assigned tasks

Comparison of radio monitoring results with acceptable bandwidth and
frequency standard deviations as per radio electronic station type, emission
type and the date of the radio electronic station registration certificate.
Option of on-line switching to the self-diagnostics system interface for the
chosen instance of equipment

Ability of on-line switching to the power supply management interface of the
chosen instance of equipment.

Status monitoring
Status monitoring subsystem provides for:

Control over the current status of communication channels
Control of equipment health
Automated diagnostics of revealed faults of radiomonitoring equipment
Alerting users on changes of the current system element status:

+ Triggering the alarm system in radio monitoring stations

+ Switching of communication channels

+ Switching between main and backup power supply sources

+ Permissible threshold crossover for currents, voltages and operating

temperatures.

Alerting users on necessity of the routine verification of measuring equipment
Displaying the current locations of mobile means equipped with GPS/
GLONASS trackers
Monitoring of the current control servers' state.

Taxmhescrie Cobuifun
e

System current status monitoring

Features:

Automatic switching to backup communication channel if the main one drops
Displaying of the current system element status on the electronic map
Displaying technical events on the electronic map.

Monitoring of communication channel status

Cartography subsystem
The cartography subsystem provides for:

Displaying graphical data on the electronic map with reference to geographic
coordinates

Selection of the coordinate system to be used by the user

Displaying selected cartographic and informational layers

Addition of user's layers to cartography background

Measuring angles and distances

Search for cartographic objects

Display of main information on selected cartography or information object
Displaying tracks of mobile objects for arbitrary time period.

WWW.ircos.ru

info@ircos.ru




Phone: +7 495-615-7302, +7 495-615-0838, +7 495-615-0810

e EREE R

- b —arn & -

Displaying mobile station tracks on the map

The report generation subsystem

The subsystem provides for report generation:

e Based on to pre-set templates

e Based on user-defined data sampling (which may include plotting diagrams)
e Containing cartography data.
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Report generation with diagram plotting

Features:

e Option to generate reports in different formats (docx, xIsx, html, pdf) based
on the same template

e System users can edit report templates online.

Administration subsystem

Management subsystem provides for:

e Managing user accounts (adding, editing, disabling or deletion of valid
user accounts)

e Review of authorization log

o Differentiation of user rights by access and data editing features.

SMO-PA/PAI/PPK

Software Package for Automated Measuring Radio
Monitoring and Direction Finding Systems

Certificate of state registration of software packages
No. 2015613059 of 03.03.2015

Purpose:

e Panoramic spectrum analysis, detection, direction finding and parameters
measurement.

Features:
e Can be operated in local and network application
e Designed for operation within automated radio monitoring system.

Software Package Includes the Following Applications:

e SMO-PA Software Package to control radio monitoring equipment.
Supports interaction of all units in panoramic analysis mode in real-time and
postprocessing modes.

e SMO-PAI Software Package to control the measuring equipment. Supports
interaction of all units in panoramic analysis mode in real-time and
postprocessing modes. Certificate of measurement procedure qualification
No. 206/000265/2011 as 01.02.2011. It is also registered in the Federal
Metrology and Standardization Foundation with No. ®P.1.38.2011.10001.

e SMO-PPK Software Package to control direction finders. Supports interaction
of all units in panoramic analysis and direction finding modes in real-time and
postprocessing modes.

Functions:
Spectrum and Panorama mode:

o Real-time displaying of results of fast panoramic spectrum analysis

e Probability spectrum display

e Display of the data on recorded emitters in spectrogram

e Recording of accumulated spectrum files and frequency-time distribution

e Radio signals listening and saving demodulated signals to the hard disk

e Automatic search for active radio channels, saving of the detected frequencies
in the database

Background monitoring of the detected radio channels

e Generating of reports with active channel search results.

- mE

CMO-PA - SPECTRUM Mode Window

Measurement mode:

e Automated technical analysis of radio signals

e Qperation in spectral lens mode with resolution ranging to few Hz

e Measurement of peak, quasipeak, root-mean-square and average signal level.

e Measurement of electromagnetic field strength (if calibrated antennae
are available).

e Generating of measurement protocol for the coverage zone based on
geographical coordinates (if calibrated antennae and navigation equipment
are available)

e Automated and automatic measuring of signal frequency, bandwidth,
frequency distribution and comparing of the deviation with standard

ol mn

SMO-PAI - MEASUREMENT Mode Window
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Selective (separated) direction finding of 2G subscriber-device, operating at the same frequency

e Automatic and simultaneous identification of the type and parameters of radio
signal modulation at the carrying frequency and subcarrier frequency.

Bearing Mode:

e Single channel direction finding of radio signal sources with finding azimuth
and elevation (when appropriate hardware is operated)

e Multi-channel (parallel) direction finding of radio signal sources

o Amplitude direction finding using directional antenna and remotly controlled rotator

e Displaying of bearings panorama, its saving to the database and to the
frequency-time range loading file

Selective (separated) direction finding of two Wi-Fi devices operating in 2.4 GHz range

e Filtering of radio signal sources for the set angle range and their displaying on
spectrum and bearing panoramas.

e Selective direction finding of subscriber 2G terminals (mobile phones,
trackers, etc.), operating at the same frequency

e Selective direction finding of Wi-Fi communication devices with recognition
of MAC-address, including non-standard frequency ranges

e Transfer of direction finding results to mapper application.
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Review mode:

e Scanning of the preset list of frequencies, storage of scanning results (spectra,
time-based samplings and sounds) in databases

o Generating of reports with the results

e Operation with database of recorded sources.

SMO-DX

Software Package for Signal Parameter Evaluation and
Radio Monitoring Indoors

Certificate of state registration of software packages
No. 2016613562 of 29.03.2016

Purpose:

e To be a part of the system mathematical software for signal parameter
evaluation and radio monitoring indoors. It ensures interaction of all
equipment in the system during signal detection and identification.

Features:
e Can be operated in local and network application
e Provides for the following modes of operation:

+  With «reference» panorama

+ With reference antenna.

SMO-DX - Spectrum Panorama Window

Main Functions:

Hardware control

Signal detection in monopulse mode

On-line radio environment analysis

Real-time spectrum analysis of radio signals and measuring their levels

Recording accumulated spectrum files to the database

Review and operations with the previously accumulated spectrum panorama

Finding and identification of new radio emitters

Identification of different radio emissions

Saving of the new and identified emitter parameters to the database

Operations with recorded emitters database

Report generation based on operation results.

Functions Available with Wire Network Analysis:

e High-frequency signal spectrum analysis in AC network and other wire
networks

e High/low-frequency signal detection in wire networks.

SMO-DX - SEARCH Mode Window
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Software Package is compatible with the following radio monitoring equipment:
ARC-D11, ARC-D19R.

SMO-STA

Signal Technical Analysis Software

Certificate of state registration of software packages
No. 2015662410 of 24.11.2015

Purpose:

e SMO-STA software is designed for radio signals technical analysis,
measurement and identification of their modulation type.

e The software provides for signal saving in a vector form, their analysis at a
given frequency, analysis of detected signals and subcarrier signals.
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SMO-STA Window Screenshot

Features:
e (Can be operated in local and network application
e Can perform analysis in real time and in post-processing mode.

Functions:

e Recording radio signal fragments in a vector form

Signal displaying with time and amplitude scaling

Signal spectra displaying with arbitrary scaling

Signal band filtration

Signal frequency shift (for more accurate tuning and demodulation of

subcarrier signals)

e Detection of carrier and sub-carrier frequency signals (amplitude, frequency
and phase detectors)

e |dentification of signal frequency and time parameters

e Signal special conversion to determine phase modulation

e Displaying of signal time-and-amplitude histograms to determine digital
modulation types

e Displaying of maximum and minimum deviation curves to determine the
signal structure

e Equipment control and signal recording to the hard disk.

SMO-ASPD

Software Package for Spectrum and Direction Finding
Data Analysis

Certificate of state registration of software packages
No. 2022618701 of 13.05.2022

Purpose:

e Playback and post-processing of spectrum analysis results obtained during
operation with SMO-PA/PAI/PPK, SMO-DX, SMO-ARMADA Software
Packages.

Functions:

e Display of accumulated spectrum and direction finding data with adjustable
frequency and time resolution as:

+  Current spectrum diagrams
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ASPD Software Window

+  Current bearing diagrams
+ Peak spectrum diagrams
+ Frequency-time diagram
e Search for communication sessions and evaluation of main radio environment
parameters for a given channel set
e Processing results displaying as:
+ Radio channel load diagram
+ Diagram of average communication session time
+ Inter-correlation and simplex-correlation diagram.
Software Package is compatible with all equipment controlled via SMO-PA/PAI/PPK
Software Packages.

SMO-KN

Software Package for Mapping and Navigation

Certificate of state registration of software packages
No. 2015613830 of 26.03.2015

Purpose:

e SMO-KN Software Package is a special geoinformational system designed
to locate emitters, show them in electronic maps and display of radio
emission levels, coverage areas of radio emission sources, as well as the
accompanying electronic environment.

Features:
e Can be operated in local and network application
e Manual and automatic operation modes
e Can be used as:

+ As a part of separate systems (fixed, mobile, portable, manpack)

+ As a part of distributed system

+ In standalone mode.
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Emitter Localization by Single Mobile Station
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Emitter Direction Finding by the System of Three Fixed and One Mobile Stations

Functions:

e Simultaneous loading of geographic map, radio environment map, emitters
map and matrix map of levels

e Displaying on maps the bearings, histograms of bearing distribution, signal
levels and coverage areas of sources, routes of movement, history of the
station position and information about registered sources and sources
detected in work sessions

e Receiving information via network on bearings, levels, parameters and
identifiers of radio emission sources

e Acquisition of data from navigation system via network and showing station

position and orientation in the map when working with fixed/mobile systems,

correction of the station's position and course

Static bearing routing and correction

Manual adding and editting of static radio emission sources

Measuring distances

Calculation of radio emission sources position based on bearings and signal

levels data

e Supporting selective DF methods, displaying of radio emission sources with
ID on electronic map

e Calculating the localization of radio emission sources, including base stations
of 2G, 3G, 4G, 5G cellular systems, based on AOA, amplitude, TDOA and
hybrid methods

e Displaying on electronic map the location of radio emission sources and
routes of movement

e Control of map display modes, selection of rectangular and geographic
coordinate systems

e Saving bearing history for post-processing or current calculations

e Combining bearing histories for joint processing of results over a long period of time

e Formation of coverage zones of radio emission sources on the map and
display of signal levels along the route of the mobile station

e Flexible system for generating reports using customizable templates for
presenting results

e Exporting results in *.kmz format for display in geoinformation browsers.

The software is compatible with all equipment controlled via SMO-PPK. SMO-BS 3GPP,
SMO-BS TRUNK, SMO-BS Wireless, SMO-BS DECT.

SMO-PRANA, SMO-TEST, SMO-RAPIRA

Compromising Emanation Measuring Software Packages

Certificates of state registration of software packages
SMO-PRANA. No. 2022685599 of 26.12.2022
SMO-TEST. No. 2022681833 of 16.11.2022

SMO-RAPIRA. No. 2022681835 of 16.11.2022
Purpose:
e To handle studies tasks and check equipment for stray EM emissions and pick-ups
e Hardware control of compromising emanation measuring equipment
e Calculation of data processing equipment protection parameters in accordance

with data safety requirements.

Features:

e The software can be also used with panoramic analysis equipment produced
by other manufacturers

e The software is developed in accordance with statutory document “Monitoring

Procedures for Protection of Computer-Processed Data from Leakages due to
compromising emanations” issued by the RF FSTEK in 2005, edition of Dec. 2007.

e The software ensures a high level of automation of compromising emanations
recording and parameters measurement

o SMO-RAPIRA and SMO-PRANA software automatically transmits results of
measurement into SMO-PRANA calculation application

e Besides traditional stray emissions/pickup detection algorithm, the software
includes an additional testing and detection algorithm that detects only
informative emissions.

The Software Package includes:

o SMO-RAPIRA - compromising emanations registration and analysis software
for communications and electronic equipment

e SMO-TEST - software to be installed to computer equipment and designed
for switching to the test mode ensuring maximally accurate detection and
identification of informative compromising emanations. Switching to the test
mode of SMO-TEST is performed automatically when operation of SMO-RAPIRA
Software Package. When SMO-TEST is used in a standalone mode, the test mode
can be launched by operator.
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Hardware and Software Interface for Compromising Emanations Tests

SMO-RAPIRA Basic Functions:

e Automatic registration of compromising emanations spectrum components
using ARC-D11 (Model 4)

e Automatic measurement of compromising emanations parameters

e SMO-PRANA - calculation software for data processing equipment protection
in accordance with SMO-PRANA data safety requirements.

SMO-TEST Basic Functions:

e Switching to the test mode for several types of tested equipment and
data transmission links

e Enabling automatic control of mode switching from SMO-RAPIRA master
software
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SMO-RAPIRA Interface
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SMO-PRANA Interface

e Manual test mode switching
e Test mode parameters adjustment.

SMO-PRANA Basic Functions:

e Calculation of all basic parameters describing potential of information
leakages through compromising emanations; perform calculations based
on equipment field tests (including the fields with data protection systems)

e Calculations in the following modes:

+ Lab studies of computer and automation equipment
+ Field tests w/o active protection equipment (APE) impact
+ Field tests considering active protection equipment impact
e (Calculation of intermediate parameters:
+ Real signal distribution factors on air and in transmission lines
+ Active protection equipment parameters
+ Antenna effective height for calculation of pick-up levels in random
antenna

e The software saves measurement and calculation results in its own database
and can generate standard measurement reports as HTML and RTF files in
compliance with statutory documents.

The set is operated with ARC-D11 (Model 4).

SMO-BS

Software Package for Automated Monitoring of Base
Stations

Certificate of state registration of software packages
No. 2015662409 of 24.11.2015
Purpose:
e Search and analysis of wireless communication system signals, receipt of
service data and measurement of signal parameters.

Features:
e Can be operated in local and network application.

Configuration:

e SMO-BS 3GPP Software Package for Automated Monitoring of GSM, UMTS,
LTE, 5G, NB-loT Base Stations Certificate of state registration of software
packages No. 2025615525 of 05.03.2025.

e SMO-BS CDMA/EVDO Software Package for Automated Monitoring of
CDMA/EVDO Base Stations. Certificate of state registration of software
packages No. 2015662423 of 24.11.2015

e SMO-BS TRUNK Software Package for Automated Monitoring of DMR,
dPMR, NXDN, APCO P25 and TETRA Network. Certificate of state
registration of software packages No. 2024665131 of 27.06.2024

e SMO-BS DECT Software Package for Automated Monitoring of DECT
Base Stations Certificate of state registration of software packages
No. 2015662411 of 24.11.2015

e SMO-BS Wireless Software Package for Automated Monitoring of Wi-Fi, WiMAX,
LoRaWan, Bluetooth (Classic and Low Energy) and Zigbee Network. Certificate
of state registration of software packages No. 2025618779 of 08.04.2025.

Functions:

e Real-time detection signals of base stations of communication and data
transmission system on air

Signal spectrum display

Broadcast service data receipt and decoding

Signal parameters and transmission channels evaluation

Saving results to the database

Localization of base stations detected

Check of compliance between base stations on the air and frequency/area plan
Search and view of measurement results in the database as per given parameters
Export of results from databases

e Generation of reports as per operation results.

Compatible with the following equipment: ARGAMAK-M, ARGAMAK-IN, ARGAMAK-IS,
ARGAMAK-CS, ARGAMAK-RSS, ARC-D11 etc..

SMO-BS 3GPP

Software Package for Automated Monitoring of
GSM, UMTS, LTE, 5G, NB-IoT Base Stations

Certificate of state registration of software packages
No. 2025615525 of 05.03.2025

Purpose:
e Detection and identification of the signals of the basic stations of GSM, UMTS,
LTE, 5G, NB-IoT cellular systems, as well as analysis of their parameters.

The Software Provides:
e Search, detection and analysis of GSM, UMTS, LTE, 5G, NB-loT signals
e Scanning RF channels of the networks in the following modes:
+ Scanning all channels dedicated for GSM, UMTS, LTE, 5G, NB-loT
network operation
+ Scanning channels within the preset RF band;
+ Scanning channels with given numbers
e Selective direction finding of base stations (when DF antenna system is available)
e Spectrum imaging and measurement of spectra including frequency offset,
frequency band width
o Finding frequency channel conflicts used by several base stations (from one or
several networks) and calculation of relative signal power from those stations
e Measurement of channel parameters including: noise level, signal-noise ratio,
evaluation of channel impulse response and frequency response, bit and packet error
e Comparing analysis results with FTAP data base
e Saving analysis results to the database with an option of further automatic
control of changes
o Amplitude-based localization of base stations through measurement of signal
power in different spots of the area.
e Sending measurement results to SMO-KN with option to find the location of
BS based on a combination of TDOA and amplitude methods
e Evaluation of Base Stations field strength (if calibrated antennae are available)
e Drawing up reports on results of works executed (as per editable template
with graphical and tabular data attached).
Analysis of GSM/DCS provides:
e Receipt of synchronous and broadcast channel messages and acquisition of:
+ BSIC base station ID including NCC network unique code and BCC
base station unique code
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Monitoring Mode Window of SMO-BS 3GPP
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GSM Base station signals analysis results window

+ LAl position ID including MCC country ID, MNC network GSM ID and
local area ID within LAC network
+ CellID (CI)
+ Frequency channel numbers allocated to given CA cells
+ Numbers of broadcast frequency channels from adjacent cells
+ Detection of operation mode of base station with FH (channel hopping),
as well as list of hopping channels and GPRS-hopping channels
e Signal symbol power measurement (average base station signal power
within the GSM band when transmitting content-rich part of packets)
e Measurement of phase error and carrier frequency signal feedthrough level
e Evaluation and imaging of multipath profile.
Analysis of UMTS provides:
e For each detected base station the following service parameters are extracted:
+  MNC network identifier
+  Country code (MCC)
+ UTRAN CELL ID
+ Local area ID LAC
+ Cell Barred flag
+ Scrambling sequence number
e Codegram display
e Visualization of the modulation constellation to assessment of demodulation quality
e Evaluation of signal channel multipath propagation profile.
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UMTS base station signals detailed analysis results window

Analysis of LTE provides:
e Search and detection of LTE base station signals with acquisition of the
following service parameters for each detected base station:
+ PhysicalLayerCelllD identifier
*  MNC network identifier
+ Country code (MCC)
+ ECI (cellldentity), which includes base station eNB ID u base station
cell ID (Cly;

Selective DF of base station

+ Tracking area code (TAC)
+ CellBarred flag, commercial operation flag
e Measuring emission parameters of base stations and repeaters of LTE based
mobile wireless communication networks (hereinafter, LTE standard based
networks) in FDD and TDD duplex modes
e Monitoring of service information contained in signals of base stations and
repeaters of LTE standard based networks in FDD and TDD duplex modes
o Analysis of broadcasting parameters and identification of active base stations
of the LTE standard based networks.
e Automatic detection of length of cyclic prefix of basic station and repeater
signals of the LTE standard based networks.
o Automatic detection of numbers of active RF channels of LTE standard based
networks.
e Automatic bandwidth detection for signals of active RF channels of LTE
standard based networks
o Signal level measurement in phisical channels of LTE network
e Automatic bandwidth detection of the number of transmitting antennae of
active base stations of LTE standard based networks.
e Measuring error vector of base stations and repeater signal modulation of the
LTE standard based networks.
e Determination of the BS sector number and cell ID
o When signal quality measuring:
+ Imaging evaluations of modulation symbols of BSC broadcasting
channel, PDCCH and PDSCH channels
+ MER evaluations of primary, secondary sync signals, reference signal
and BSC broadcasting channel, PDCCH and PDSCH channels
+ Determination of dependence of MER and EVM from reference signal
frequency
+ Evaluation of system error of BSC broadcasting channel, PDCCH and
PDSCH channels
+ Evaluation of amplitude imbalance of BSC broadcasting channel,
PDCCH and PDSCH channels
+ Evaluation of quadrature error of BSC broadcasting channel, PDCCH
and PDSCH channels
+ Evaluation of phase jitter of BSC broadcasting channel, PDCCH and
PDSCH channels
e Evaluation of propagation channel — multipath profile, amplitude and frequency
response.
Analysis of 5G provides:
e Detection of 5G base station signals with acquisition of the following service
parameters for each detected base station:
+ PhysicalLayerCelllD
+  MNC network identifier
+ Country code (MCC)
+ ECI (cellldentity), which includes base station eNB ID u base station
cell ID (Cly;
Tracking area code (TAC)
+ CellBarred flag, commercial operation flag
Measuring emission parameters of 5G base stations
Monitoring of service information contained in signals of 5G base stations
Analysis of broadcasting parameters and identification of active 5G base stations
Automatic detection of numbers of active RF channels of 5G networks
Automatic bandwidth detection for signals of active RF channels of 5G networks
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Results of base station localization

Signal level measurement in physical channels of 5G network
Measuring error vector of 5G base stations
Determination of the BS sector number and cell ID
When signal quality measuring:
+ Imaging evaluations of modulation symbols of BSC broadcasting
channel, PDCCH control channel and PDSCH channel
+ Evaluation of MER of BSC broadcasting channel, PDCCH and PDSCH
channels
+ Evaluation of system error of BSC broadcasting channel, PDCCH and
PDSCH channels
Evaluation of propagation channel — multipath profile, amplitude and frequency
response
e Measurement of power and spectrum parameters of 5G base station signal.
Analysis of NB-loT provides:
e Detection of NB-IoT base station signals with acquisition of the following
service parameters for each detected base station:
Physical Cell ID (CID) calculation
MNC network identifier calculation
Country code (MCC) calculation
Received signal level (RSSI) measurement
Mean value of the received pilot signal power RSRP measurement
Signal/noise ratio (CINR) measurement
Automatic detection of numbers of active RF channels of NB-loT (EARFCN)
based networks.
e Measurement of signal quality indicators (visualization of estimates of
modulation symbols; evaluation of MER modulation error).
e Measurement of power and spectrum parameters of base station signal.

SMO-BS CDMA/EVDO

Software Package for Automated Monitoring of
CDMA/EVDO Base Stations

Certificate of state registration of software packages
No. 2015662423 of 24.11.2015

Purpose:

e Analysis of CDMA base station signals with temporary channel separation
as per IS95A, 1S95B, IMT-MC-450.

The Software Provides:

e Receipt of synchronous channel data for each base station detected and
acquisition of:
+ System ID (SID)
+ Network ID (NID)
+ Protocol (standard) level P_REV
+ Minimum mobile station level supported by the given base station,
MIN_P_REV
+ Pilot signal PRS shift index (PILOT_PN)
e Receipt of paging channel data for each base station detected and acquisition of:
+ Base station ID (BASE_ID)
+  Numbers of COMA_FREQ network frequency channels
+ Registration zone (REG_ZONE)
+ Base station site longitude and latitude (BASE_LONG, BASE_LAT)
* Access channel number, ACC_CHAN
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CDMA Base station signals analysis results window

+ Maximum length of access channel message capsule, MAX_CAP_SZ
¢ Length of access channel message preamble, PAM_SZ etc.

e Analysis of base station signals in EV-DO mode

e Measurement of spectra including frequency offset, frequency band width,
spectrum display

e Measurement of power including evaluation of totalized signal power, peak
power vs. totalized signal average power and relative power of detected
station signals

e Code measurement including: pilot signal power, power of signals from all
coded channels, coded channel application factor, synchronous channel
power vs. pilot power signal, paging channel power vs. pilot channel power

e Measurement of signal quality including EVM error vector and level of carrier
frequency feedthrough

e Evaluation of transmission channel data: multipath propagation profile,
effective channel length, multipath propagation level and cross-cell
interferences level

e Evaluation of receipt quality including measurement of signal vs. noise/
interferences ratio, pilot signal, and calculation of bit and packet error frequency

e Amplitude-based localization of base stations through measurement of signal
power in different spots of the area.

e Evaluation of Base Stations field strength (if calibrated antennae are available).

SMO-BS TRUNK

Software Package for Automated Monitoring of
DMR, APCO P25, dPMR, NXDN, TETRA Network

Certificate of state registration of software packages
No. 2024665131 of 27.06.2024

Purpose:
e Analysis of DMR, dPMR, NXDN, APCO P25 station and TETRA base station
signal parameters.

The Software Provides:

e Detection of DMR, APCO P25, dPMR, NXDN, TETRA signals

e Finding message source (SourceAddress) and target TargetAddress)
addresses, and also recipient address type (individual/group) for voice and
data packages (for DMR, APCO P25, dPMR, NXDN)

e Finding network ID: ColourCode for DMR and dPMR, Network Access Control

(NAC) for APCO P25, Radio Access Number (RAN) for NXDN, base station

code (BSIC) for TETRA BTS

Selective direction finding of base stations (when DF antenna system is available)

Finding type of transmitted information (Voice/Data/Service parameters)

Finding confidentiality of transmission (open/closed/not defined)

Evaluation of scrambling probability for voice data

Evaluation of the number of improperly received bits of synchronous sequence,

frequency shift, signal level

e Receipt and recording of detected voice data (in case of no encryption) and
recording of encrypted data (in case of encryption)

e Fortrunk DMR systems, receipt of messages CACH channel, search and receipt:

+ System identifiers
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DMR signal analysis results window

+ Messages of BS send and receive frequencies

+ NMEA data (coordinates, etc.)

e Definition for each identified DMR signal package of:

+ TDMA direct mode time slot 1 voice, TDMA direct mode time slot 1 data,
TDMA direct mode time slot 2 voice, TDMA direct mode time slot 2 data,
Reserved);

+ Type of package (Pl Header, Voice LC Header, Terminator with LC,
CSBK, MBC Header, MBC Continuation, Data Header, Rate % Data,
Rate % Data, Idle, Rate 1 Data, Reserved)

+ DMR package message parameters Voice LC Header, Data Header,
CSBK, MBC Header

+ Service message of DMR voice superframes

+ Parameters of Slot Type control headers of DMR data packages
(Colour Code and Data Type)

e For each detected APCO P25 package, finding package type (HDU, LDU1,
LDU2, PDU, TDU no LC, TDU with LC, TSDU, PDUAMTBF etc.)

e Finding for each identified dPMR signal package the following:

+ PayloadFrame, Voiceframe, DataVoiceframe, Data1frame, Data2frame,
EndFrame

+ Package type (MessageFrame, SuperFrame, HeaderFrame,
ChannelEndFrame, BeaconSYScastFrame, AppendedDataFrame)

e For each detected NXDN package, finding package type (Short_CAC,
Long_CAC, CAC, VCH_only, VCH_FACCH1, FACCH1_VCH, FACCH1,
UDCH, FACCH2, Idle).

e For TETRA BTS receipt of synchronous and broadcast channel messages
and acquisition of:

+ NCC network unique code and Color Code BCC scrambler type
included in base station code identifier (BSIC)

+  Country code (MCC), network code (MNC) and local area code (LA),
included in location ID (LAI)

+ Frequency channel numbers allocated to given BCCH cells.

SMO-BS DECT

Software Package for Automated Monitoring of DECT
Base Stations

Certificate of state registration of software packages
No. 2015662411 of 24.11.2015

Purpose:
o Analysis of Signals of DECT Base Stations.

The Software Provides:

e Detection of active DECT base stations
e Scanning and acquisition of system parameters of all stations within 1880 -
1900 MHz
o Selective direction finding of base stations (when DF antenna system is available)
e Acquisition of following parameters:
+ Network ID (NID)
+ Network class
* RFPI
+ Modulation type
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DECT base station signals analysis results window

+ Number of transmitter-receiver in the network
+ Signal/noise ratio
+ Transmitter channel index
+ Fixed part number (FPN)
+ Radio part number (RPN)
+ Equipment manufacturer's code (EMC)
+ Frequency deviation
+ Signal level
e Check of the regional frequency allocation plan by comparing analysis results
with data base
e Selective DF based localization of base stations through measurement of
signal power in different spots of the area.

SMO-BS Wireless

Software Package for Automated Monitoring of Short-
Range Wireless Networks

Certificate of state registration of software packages
No. 2025618779 of 08.04.2025

Purpose:

o Analyzing the signals of IEEE 802.11 a/blg/n/ac/ax (Wi-Fi), BS IEEE 802.16e
(WIMAX), IEEE 802.15.1 (Bluetooth), IEEE 802.15.4 (Zigbee), LoRaWan the
wireless communication networks.

The Software Provides:

e Detection of IEEE 802.11 a/b/g/n/ac (Wi-Fi) wireless data communication
networks within the range of 2.412 - 2.484 GHz and 5.17 - 5.905 GHz, using
external adapter

e Detection of IEEE 802.11 a/b/g/n (Wi-Fi) wireless data communication
networks within the band of 5, 10, 20 MHz for ARGAMAK-IS and 5, 10, 20,
40 MHz for ARC-D11

e Detection of IEEE 802.15.1 (Bluetooth) wireless short-range communication

networks within the frequency range 2 402 - 2 480 MHz using external adapter

Detection of I[EEE 802.15.1 (Bluetooth) wireless short-range communication

networks within operating frequency range
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Analysis of Wi-Fi network
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Direction finding of access points and clients of Wi-Fi networks

Detection of IEEE 802.15.4 (Zigbee) wireless short-range communication
networks within operating frequency range
Detection of IEEE 802.16e (WiMAX) wireless communication networks within
operating frequency range within 5, 10, 20 MHz bandwidth
Detection of LoRaWAN wireless lang-range and middle-range communication
networks within operating frequency range
Getting parameters of radio stations included into the broadband wireless
data communication networks (IEEE 802.11):
+ Wireless network SSID
+ Radio station network equipment MAC
+ Numbers of channels in use and rated frequencies
+ Signal levels
+ Types of devices
Getting parameters of radio stations included into IEEE 802.15.1 wireless
short-range communication networks:
+ Identifiers (LAP, UAP, NAP) and the device names
+ Exchange protoco (Classic / LE)
+ Type and class of device
+ Signal levels
Getting parameters of radio stations included into IEEE 802.15.4 wireless
short-range communication networks:
+ Identifiers of devices (ID) and networks (PANID)
+ Signs of encryption
+ Signal levels
Getting parameters of radio stations included into IEEE 802.16e wireless data
communication networks:
+  Downlink Preamble Index
+ Segment D and Cell ID
+ Base station ID (BSID)
+ Signal levels
Getting parameters of radio stations included into LoRaWAN wireless lang-
range and middle-range communication networks:
+ Transmission parameters (spreading factor and signal bandwidth)
32 bit ID of the transmitter (DevEUI)
+Network type (public/private)
+ Signal levels
+ Additional signal parameters (number of preamble symbols, presence/
absence of header, code rate of information block, length of information
block, etc.)Analysis of network topology based on intercepted packets:
automatic definition of the number of devices connected, their MAC
addresses and type of connection.
Analysis of network topology based on intercepted packets: automatic definition
of the number of devices connected, their physical ID and type of connection.
Selective direction finding of IEEE 802.11 (Wi-Fi), when DF antenna system
is available
Recognition and identification of signals from legal wireless broadband
stations and illegal transmitters after comparison against the database.
Localization of wireless broadband stations, plotting areas of their probable
location and displaying the results on electronic map with location based on
GPS/GLONASS data.
Option to filter and select the deliverables based on different criteria (including the
area, current activity, affiliation with the given network, availability of license, etc.)

e Saving analysis results to the database with an option of further automatic
control of changes.

SMO-CT

System Software for Analysis of Digital TV Signals
Parameters

Certificate of state registration of software packages
No. 2015613938 of 31.03.2015
Purpose:
e Search for DVB-T/H and DTMB digital TV signals, signal parameter
measuring, control data acquisition, decoding and analysis of traffic stream,
separating of different channel substream.

Features:

e Can be operated in local and network application

e Measurement procedure Certificate of Qualification No. 0001/POCC
COB 6.00095.2013/2015 as 20.10.2015. It is also registered in the Federal
Metrology and Standardization Foundation with No. ®P1.35.2015.21788.

The Software Package Provides for the Following
Functions:
e Real-time detection of DVB-T/T2/H and DTMB signals
e Signal spectrum display
e Control data acquisition, including detection of:
+ Signal type (DVB-T/T2/H, DTMB)
+ Transmitting station ID
+ Program names and ID's (PID), including PID's of audio and video
streams, decoded from transport stream
+ Coding rate for high and low priority stream
+Guard time length
+ Transfer mode (1K, 2K, 4K, 8K, 16K, 32K)
Measurement of spectra including measurement of frequency offset,
frequency band width, OFDM signal linearity (attenuation branches)
identification of narrow-band interferences within the signal band
e Measurement of signal quality (I/Q analysis) including modulation mean error
estimation (MER and EVM), plotting MER/frequency graphs, modulation
system error (STE), carrier feedthrough level (CS), amplitude misbalance
(Al), quadrature error (QE), phase jigger (PJ) and modulation constellation
visualization
e Measurement of the synchronization level including errors of time labels,
structural synchronization error etc.
e Guard time length verification
e Display of video frames of received broadcasts
e Measurement of channel parameters including: noise level, signal-noise
ratio, multipath propagation profile evaluation
e Search and view of measurement results in the database as per given
parameters
e |mport of results from databases
e Generation of reports as per measurement results.

For DVB-T/H signals:

e Hierarchy parameter detection

e Measurement of power including estimation of the average signal power,
OFDM signal amplitude-phase distribution and OFDM signal CCD, estimation
of signal peak factor and crest factor

e Measurement of bit error rate before the Viterbi decoder, bit error rate before
the Reed-Solomon decoder, visualization of channel’s burst response,
channel’s frequency response (range, phase, delay).

For DVB-T2 signals:

o Automatic determination of number of DVB-T2 digital TV signal carriers for
1K, 4K, 8K, 16K, 32K modes

e Automatic determination of availability of extended set of carriers for 8K,
16K, 32K modes

e Automatic determination of relative duration of protection interval (1/128,
1132, 1/16, 19/256, 1/8, 19/128, 1/4) of DVB-T2 digital TV signal

o Automatic determination of distribution scheme of dispersed pilot signals
(PP1; PP2; PP3; PP4; PP5; PP6; PP7) of DVB-T2 digital TV signal

e Determination of modulation type (QPSK; 16-QAM; 64-QAM,; 256-QAM)
of PLP single stream in single stream mode A or PLP selected stream in
multistream mode B
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DVB-T2 signal analysis results window

e Determination of relative rate of code with low density of parity checks
(LDPC) for PLP single stream in single stream mode A or selected PLP
stream in multistream mode B. Relative code rate should correspond to
series of allowable values: 1/4; 1/2; 3/5; 2/3; 3/4; 415; 5/6.

e Determination of frame length (16K; 64K) with noiseless coding (FECFRAME)

e |maging signal constellation for:

+ Single PLP stream in single stream mode A;
+ Selected PLP stream in multistream mode B;
+ P1 preamble symbols;

+ L1 signaling

e Determination of spatial separation mode for transmitting set antennae
(SISO; MISO)

e Determination of per bit error rate before Bose-Chaudhuri-Hocquenghem
code (hereinafter, BCH code) decoder

e Limits of allowable relative error of measurement of bit error rate before
Bose-Chaudhuri-Hocquenghem code decoder (0,1 M +0,1), where M is
measured value of bit error rate.

e Determination of relative amount of erroneous streaming frames (BBFRAME)

e Determination of relative amount of erroneous packages of transport stream

e Determination of modulation error ratio for single PLP stream in single stream
mode A or selected PLP stream in multistream mode B

e Measurement of amount of received PLP streams in multistream mode B
within the range from 0 to 255

o Analysis of transport stream structure and relevant service information tables
(SIIPSI)

e Measurement of full transport stream rate, actual rate of each transport stream
program and each package type having data package identifier (PID), separately.

For DTMB signals:

e Determination of transmission type (single-frequency/multi-frequency)

e Determination of frame header mode (1, 2, 3)

e Determination of modulation type (4QAM, 4QAM-NR, 16QAM, 32QAM,
64QAM)

e Measuring of coding rate (0.4; 0.6; 0.8)

e Determination of interleaving mode

e Measurement of spectrum, including evaluation of frequency offset and
frequency band width

e Measurement of power, including evaluation of average signal power,
signal-noise ratio, signal peak factor and crest factor

e Measurement of modulation quality (I/Q analysis), including evaluation of the
mean modulation error (MER and EVM), modulation system error (STEM,
STED), amplitude imbalance (Al), quadrature error (QE), phase jitter (PJ),
and Imaging evaluations of modulation symbols for transport stream

e Measurement of channel parameters including: probability of bit error before
decoder LDPC, probability of bit error before decoder BCH, probability of
packet error, evaluation of channel frequency response (amplitude, phase),
evaluation of channel burst response and effective channel length

e Transport stream analysis, including provider’s name, network ID (NID),
original network ID (ONID), transport stream (TSID), Program names and
ID's (PID), substreams of programs and their types (audio, video, others).

The software package is operated with the following equipment: ARGAMAK-IN,
ARGAMAK-IS, ARGAMAK-M, ARGAMAK-RSS, ARC-D11.

SMO-RP
Software Package for Manual Direction Finding

Certificate of state registration of software packages
No. 2022618699 of 19.05.2022

Purpose:
e Spectrum analysis, search for new signals and direction finding for their sources
e Detection of fast, single and periodic signals.

Features:

o Takes emitter bearings based on the signal level maximum and tone

o Inthe probability spectrum, emitters bearings can be taken on the background
of other signals found at the same frequency.
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SMO-RP Screenshot in Probable Spectrum Display Mode

Functions:

e Displaying of the maximum and current signal levels to determine the way
to the emitter

Generation of sound with the frequency in proportion to the signal level
Spectrum analysis and displaying of simultaneous or probability spectrum
Frequency tuning at the given interval and pitch

Detection of fast, single and periodic signals

Fast tuning to the signals from the list entered in the program before
Saving radio signals and sound at the current frequency to files
Listening to the signal at a fixed frequency

Search for signals as per fixed frequency sets and ranges

Saving detected signals parameters to the database

WiFi access points monitoring.

The package is operated with ARC-RP3M.

ANDROMEDA

Software Package for Manual Direction Finding and
Radio Monitoring for Tablets and Smartphones

Certificate of state registration of software packages
No. 2022618700 of 13.05.2022

Purpose:
e Panoramic spectrum analysis, detection, direction finding and parameters
measurement.

Features:

e Operation with Android OS Tablets and Smartphones of version 4.3 and later

e Supports interaction of all units in panoramic analysis mode within 9 kHz - 18 GHz
with real-time and postprocessing options, navigation and cartography

e Control of the equipment via Bluetooth interface

e Complex navigation based on satellite and magnetic facilities of control device

e Work with OpenStreetMap.

Functions:

Spectrum mode enables:

e Real-time displaying results of fast panoramic spectrum analysis and
readings of signal level linear indicator

e Demodulated radio signal listening

WWW.ircos.ru

info@ircos.ru




Phone: +7 495-615-7302, +7 495-615-0838, +7 495-615-0810

B8 S RUT 4rag 1320 2 FMUE J4TE1T18
session_03-5ep 10-00-— ¥ A

€ session 03-Sep 1000 9] &
"ﬂ 2 142.-'-25'2-:“”#.. E-:} ﬂ! 2 143.000w R:"

10 nhas B B0 plara B

SMO-ANDROMEDA in SPECTRUM Mode

Automatic search for active radio channels, saving of the detected
frequencies in the database

Background monitoring of the detected radio channels

Generating of reports with the results of search for active channels
Monitoring and selective direction finding of DECT phones, Wi-Fi b devices
and GSM mobile phones.
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SMO-ANDROMEDA Mode: "Selective direction finding of DECT signals"

Map mode enables:

e Display of location and orientation of the unit based on cardinal directions
Displaying measurement results in the map

Displaying and saving movement track in the memory

Plotting current bearings on a map

Azimuth-Amplitude circular indicator and color signal level indication on
the movement track facilitating direction finding in difficult city conditions

16-Sep 13-05-37

SMO-ANDROMEDA Mode: "Map"

ANDROMEDA Software Package Modes: "Selective direction finding of GSM signals”

e Automated localization of emitting source
e Work with OpenStreetMap.

The package is operated with ARC-RP3M.

SMO-SEKTOR

Software Package for Detection of Radio Emission
Sources in Spatially Distributed Objects

Certificate of state registration of software packages
No. 2022664633 of 02.08.2022

Purpose:

e Detection and localization of radio emission sources, located inside protected
objects.

Features:
e Can be operated in local and network application
e Software package works together with SMO-PPK.

Functions:
Search of emitters indoors based on direction finding and evaluation of
signal amplitude
Import data from SMO-PPK and saving multi-channel direction finding results
Display spectrum panorama, frequency lists, bearings and direction
finding data
Save images of the controlled object obtained from video camera
Merge several digital photos of the object into a common panoramic image
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SMO-SEKTOR Window Screenshot
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Form and save sessions with object frames

Setting angular limits of the object on its image to determine the emitter search area
Form a list of frequencies that can pertain to the emitter inside the object
Transmit single-channel bearing results from SMO-PPK to the object
image based on angular coordinates

e Export frequency list to SMO-PPK Software Package for detailed analysis.

SMO-PVP

Cross Talk Detection Software Package

Certificate of state registration of software packages
No. 2022664634 of 02.08.2022
Purpose:
o Detection of the sources of intermodulation interferences caused by non-linear
properties of radio receiving and transmitting equipment and wave distribution
media.

Features:

e Can be operated in local and network application

e The search is performed in a real-time mode based on analysis of cross-
correlation functions of the signal affected by interferences and the signals
that could cause those interferences.
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SMO-PVP Window Screenshot

Functions:

o Correlative search of interferences within a frequency list

e Digital recording of demodulated signal fragments and saving them in the
database

Signal spectra displaying with different scaling

Signal frequency tuning

Demodulated radio signal listening

Listing frequencies where interferences can occur subject to the properties
of the equipment in question

e Generation of reports as per search results.

SMO-PVP software supports any equipment that provides for two or more
radio receiving channels including those where automatic direction finding is
implemented.
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This section presents auxiliary means used while performing radio monitoring and tests of equipment operability. They include masts, test

generators, navigation equipment etc.

ARC-MT1M
Telescopic Mast with Dielectric Section

Purpose:

e Installation of measuring antennae and radio equipment of mobile and
transportable radio monitoring means.

Typical configuration:

Telescopic mast

Ground installation pad

Set of pad fixing pins

Set of anchors

Set of guy-lines

Brackets for mounting on a van or reducer and distance rod for mounting on
a van turnbuckle

e Van transportation box.

.
&

ARC-MT1M Mast with Measuring Antenna Installed on the Ground and on Van

Options:

e ARC-UP2 Remote Controlled Antenna Rotator
o Dielectric liner provided for increasing antenna lifting height.

Features:

e Telescopic dielectric section of the mast is provided for minimum mast
body effect on measurement antennae and radio monitoring equipment

e Can be installed on the ground as well as on a vehicle

e Operable at the speed up to 10 km/h when mounted on a vehicle and
when the upper section is lowered

e Manual hoist included.

Technical Specifications

Maximum height (with dielectric section) 5.8(6.9) m
Transportation length 29m
Body basic diameter 100 mm
Load capacity 20 kg
Stick force 3 kg, max.
Installation time less 15 min.
Mast weight without guy-lines, anchors and dielectric section max. 14 kg

ARC-UP1M, ARC-UP2

Remote Controlled Antenna Rotators

Purpose:

e Changing directed antenna dimensional orientation being a part of fixed
(ARC-UP1M) and mobile (ARC-UP2) stations.

Rotators: ARC-UP1M (left) and ARC-UP?2 (right)

Typical configuration:

e Davit

e Brackets for mounting on the mast

e Brackets set for installation of antennas.

Features:

e May be used to change dimensional orientation of built-in antenna of
ARC-KNV3M Frequency Down-Converter

e Control via RS-485 protocol.

Technical Specifications

Azimuth rotation range +180°
Positioning accuracy +3°
Permissible weight of antenna with bracket for ARC-UP1M 30 kg
Permissible weight of antenna with bracket for ARC-UP2 15 kg
Weight of ARC-UP1M 12 kg, max.
Weight of ARC-UP2 8 kg, max
DC supply voltage 21V
Operating temperature range -40°C + +55°C

ARC-UP3D

Remote Controlled Three-Coordinates Antenna Rotator

Purpose:

e Changing directional antenna dimensional orientation by azimuth, polarization
and angle.

Typical configuration:

e Davit
e Brackets for mounting on the mast
e Brackets set for installation of antennas.

Features:

e May be used to change dimensional orientation of built-in antenna of
ARC-KNV3M Frequency Down-Converter
e Control via RS-485 protocol.

Technical Specifications

Azimuth rotation range +180°
Polarization plane rotation range 0°-90°
Angle rotation range -10° - +45°
Azimuth positioning accuracy +3°
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ARC-UP3D Antenna Rotator with measuring horn-type antenna and ARC-A171 Antenna

Max. angle slew time 100 s, max.
Permissible weight of antenna with bracket 10 kg, max
Weight 12 kg, max.
DC supply voltage 21V
Rated consumption current 05A
Starting current 2.0A, max.
Operating temperature range -40°C - +55°C

ARC-SHD1
Dielectric Tripod

Purpose:
e Support for measuring antenna and radio equipment.
Typical configuration:

e Tripod
e Carrying cover
e Bracket for fixing the antennas.

Technical Specifications

Maximum height 2045 mm
Minimum height 1160 mm
Dimensions in transport position 1270%x205 mm
Diameter of described circle with tripod legs extended 1080 mm
Weight 3.5 kg, max.
Load capacity up to 10 kg

Option of adaptation for specific type of antenna mount and customer equipment.

ARC-MST2

Telescopic Mast

Purpose:
e Support for measuring and DF antenna systems of radio monitoring means.
Typical configuration:

Telescopic mast

Set of anchors

Set of guy-lines

Spare parts (hawser, cotter pin).

Mast in folded, lower work and upper work positions

Features:

e Manual hoist with ratchet-wheel
e Liquid-vial indicator.

Technical Specifications

Features:

e Dielectric materials provides for minimum effect on parameters of
measurement antennas and radio monitoring equipment installed

e Adjustable height of central dielectric stand rise with rigid fixation in
operating height range of 1160 - 2045 mm from the floor level

e Unit for adjusting the angle of inclination in horizontal and vertical planes.

Lifting height from1.5t02.7m
Dimensions in transport position 1600x230x250 mm
Load capacity up to 50 kg
Stick force max. 18 kg
Installation time less 10 min.
Mast weight without guy-lines and anchors max. 24 kg

Tripod in folded lower work position

ARC-MST6

Telescopic Mast for Transportable Workstations

Purpose:

e |Installation of measuring antennas and DF antenna systems of mobile
and transportable radio monitoring means.

Typical configuration:

Telescopic mast

Set of anchors

Set of guy-lines

Spare parts (hawser, cotter pin)
Carrying cover.

Options:
o Dielectric liner for measurement antenna installation (up to 1.7 m length).
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ARC-MST6 Mast in the lower working (left) and upper working positions with a dielectric

insert and AS-HP1 (right)
Features:
e Manual self-braking hoist
e Dielectric (fiberglass plastic) central stand
e Liquid-vial indicator.

Technical Specifications

Lifting height from1.5t02.7m
Dimensions in transport position 1600x230x250 mm
Load capacity up to 50 kg
Stick force 10 kg, max.
Installation time less 10 min.
Mast weight without guy-lines and anchors 17 kg, max

ARC-MST?7

Telescopic Dielectric Mast for Transportable Workstations

Purpose:

o |Installation of measuring antennas and DF antenna systems of mobile

and transportable radio monitoring means.
Typical configuration:
Telescopic mast
Set of anchors
Set of guy-lines
Spare parts (hawser, cotter pin)
Carrying cover.

Features:

e Manual self-braking hoist
e Liquid-vial indicator.

ARC-MST7 Mast in the lower working (left) and upper working positions with a dielectric insert

and AS-HP8 (right)

Technical Specifications

Lifting height from1.5t02.7m
Dimensions in transport position 1600x230x250 mm
Load capacity up to 50 kg
Stick force 10 kg, max.
Installation time less 10 min.
Mast weight without guy-lines and anchors 15 kg, max

ARC-DS2

Smartphone Holder

Purpose:

e Mounting a smartphone to handle of handheld direction finder, tripod,

customer's transport means.
Typical configuration:
e Smartphone Holder

e Replaceable accessories for various types of mounting.

Smartphone Holder

Technical Specifications

Width of mounted smartphones from 70 to 95 mm
Dimensions 80x85(110)x50 mm
Vertical adjustment of inclination angle +45°...-90°
Horizontal rotation 360° with step of 90°.
Weight 0.2kg

ARC-SP2
Laptop Carrying Bag

Purpose:

e Transporting, storage and operating of laptop in motion.

Features:

e Made of lightweight materials: polyester, aluminum, plastic
e Laptop is installed on the frame of carrying bag and secured with Velcro

fixation straps

e Laptop display is secured is secured with fixation straps.

TR

Laptop inside carrying bag (open and closed) and carried by operato

Technical Specifications

Weight

3 kg, max.

Dimensions

435x330x90 mm

The specifications are for reference only. They are to be finally specified during

manufacture for a specific customer's laptop.
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ARC-TG3
Test Generator

ARC-KN3
Navigation and Synchronization Unit

Purpose:

e Generating unmodulated and modulated radio signals to check operability

of radio monitoring and direction finding systems afield.

Typical configuration:

Test generator unit

Remote control panel

Power supply and charging unit with battery
Telescopic rod antenna

CD with software

Carry bag.

ARC-TG3 Test Generator

Features:
e PC-controlled or stand-alone operation

e Recording of tasks for stand-alone operation from a PC (USB 2.0 interface)

or from a remote control unit.

Generator provides:

e Scanning within given frequency range with set step or as per the list of

frequencies (in stand-alone operation mode).

Technical Specifications

Operating frequency range 25 - 3000 MHz
Output power 50 mW min.
Modulation Modes non-modulated, angqlar

modulation
Minimum tuning step 100 kHz
Relative error of frequency tuning +5x107

Stray emissions level in the operating frequency range
(vs. the level of the basic signal)

*  Quadratic component

minus 25 dBs max

+  Other frequencies

minus 30 dBs max

Purpose:

e Determination of location, spatial orientation and direction of movement of
ground, sea or air carriers both in the presence and in the absence of signals
from global navigation satellite systems (GNSS)

e Synchronization of user equipment with universal time coordinated (UTC).

Typical configuration:

o Navigation unit
o Set of three GLONASS-GPS antennas.

Navigation unit

Options:
e Vehicle speed sensor (when vehicle transport base is used).

Features:

o ARC-KN3 is an universal hardware and software platform that integrates
navigation data of the GLONASS / GPS / BeiDou satellite compass and
inertial navigation system based on new generation sensors

e Reliable operation in difficult operating conditions is ensured by the casing
protected from moisture and mechanical influences.

The Unit Provides:

e Acquisition of following navigation parameters:
+ Geodetic latitude, longitude and altitude
+ Orientation angles: course, bank, pitch
+ Speed vector
+ Absolute time
Reliability signs for each of determined parameters
e Generating second pulses (PPS) for synchronization of external devices
e Joint processing (integration) of GNSS data and information from built-in
linear and angular acceleration sensors, magnetometers, barometers
providing for improving the accuracy of navigation data when working on
a moving carrier
e Ability to connect to external orientation and distance sensors (odometer,
vehicle CAN-bus, magnetometer, radio compass, etc.) providing for
improving the accuracy and reliability of navigation data in the absence of
access to GNSS signals
e Automatic diagnostics of technical condition.

Technical Specifications

Ehase noise level (within 10 kHz interval from the basic minus 75 dBs max Rate of navigation data output 100 Hz, min
signal level) Operating range of navigation data:

Power supply voltage + Angular velocity +250°/s

+  from AC network 50 Hz 90-250V «  Acceleration +5¢

« DC 9-32V + Bank and pitch +30°

Power consumption in signal generation mode 7 W, max. +_Course 0°...360°

Dimensions 330x250x130 mm, max. +  Height (maximum calibrated) 6000 m

Weight with battery 4 kg, max. Control interfaces Ethernet 10/100Base-TX, USB 2.0, RS-232/485

Rated power supply voltage 1224127V

Max. power consumption 5 W, max.

Dimensions of KN3 Navigation Unit 150x250%320 mm, max.

Weight of KN3 Navigation Unit max. 1.7 kg

Operating temperature range -40°C ... +70°C
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1992
1995

The company is founded. Development and first supplies of radio monitoring devices of the first generation: ARS-NB, ARC-RD1. Development and
supplies of serial devices ARC-DO for detecting wireless microphones.

1996

Development and supplies of single-function devices of the first generation — ARC-MK1 mobile direction finder and portable ARC-D1system on the
basis of improved foreign radio receivers and in-house developed FFT processors.

Two underlying original technical solutions of our company were patented: A method of radio signal direction finding and a multi-channel direction
finder (July 4, 1996) and a method for detecting radio transmitting microphones with a device for implementing the method (December 24, 1996).

1997
1998

Development of multi-functional radio monitoring systems of the second generation on the basis of improved foreign radio receivers and in-house developed
FFT processors. Serial production of the second-generation equipment — mobile systems, ARC-D1 Portable Multi-Functional Devices, as well as ARC-RP1,
ARC-RP2 Handheld Direction Finders is started.

1999

Development of the ARC-CT1 Panoramic Radio Receiver and multi-functional radio monitoring means of the third generation on its basis. Serial production
of the third-generation equipment — ARC-MK1M, ARC-MK2, ARC-MK3, ARC-MK4 Mobile Systems, ARC-D1 Portable Multi-Functional System, as well as
ARC-RP1 Handheld Direction Finders is started. Expansion of the company's production base and its transformation into an industrial enterprise with full
production cycle.

2000
2001

Serial production of all technical means of the company based on in-house developed digital radio receiver (3rd generation) is started. First ARC-POM1
Distributed Localization System of the third generation is put into operation.

2002

Development of the fourth-generation digital radio receiver ARC-CT3 and multi-functional radio monitoring means on its basis.
Serial production of measuring devices and certification of ARC-D1TR Panoramic Measuring Receiver is started.

2003
2004

Started supplies of ARC-D7 Two-Channel Panoramic Radio Receiver (25-2 000 MHz, bandwidth 2 MHz).

Completed certification of the quality control system for company's products in accordance with ISO-9000/9001. Serial production of fourth-generation
technical means on the basis of the ARC-CT3 Digital Radio Receiver is started. Development of the digital panoramic radio receiver and modules of the
ARGAMAK series (5th generation) and multi-functional radio monitoring means on their basis.

IRCOS training center is established.

2005

Started supplies of ARC-D7 Two-Channel Panoramic Radio Receiver (Model 2, 0.009-2 000 / 18000 MHz). Transition to digital radio receiver and modules
of the ARGAMAK series (5th generation) as the basis for all technical means developed by the company; started manufacturing the devices on their basis.

2006

Started supplies of ARC-D11 Two-Channel Panoramic Radio Receiver (Model 3, 0.009-3 000 / 18000 MHz, bandwidth 5 MHz).

Publication of the RADIO MONITORING: TASKS, METHODS, EQUIPMENT monograph where the results of the company's research and development were
presented.

2007

Development of the ARTIKUL-H1 Manpack Automated Broadband Direction Finder and AS-MP17 Antenna System of the ARTIKUL-M1 Mobile Direction
Finder for mounting on vehicles.

Started supplies of ARC-D13R Remote Radio Monitoring System.

2008

Supplies of ARTIKUL-S8 Fixed Direction Finder, ARC-D1TM-8 Portable Radio Monitoring System (25-8000 MHz), ARTIKUL-H1 Manpack Direction Finder,
ARC-RP3M Handheld Direction Finder, ARGAMAK-IS Panoramic Field Strength Meter, ARGAMAK-M Radio Receiver, and ARC-MA2 HF Magnetic Receiving
Antenna.

2009
2010

Supplies of the ARTIKUL-M8 Mobile Direction Finder, ARGAMAK-C10, ARGAMAK-C2 systems is started.

Development of ARC-PS5+ and ARC-CO+ modules of the 5+ generation with the extended (up to 24 MHz) bandwidth for simultaneous analysis. Supplies of
5+ generation devices: ARC-D11 Portable Systems, ARGAMAK-IS Panoramic Field Strength Meter, ARGAMAK-CS Technical Analysis Systems is started.

Publication of the Radio Monitoring Problems, Methods and Equipment monograph by the Springer publishing house: ISBN: 978-0-387-98099-7.

2011
2012

Started supplies of ARC-D11 Two-Channel Radio Monitoring System based on ARGAMAK-D11 Two-Channel Radio Receiver, Model 4 (0.009-8000/
18000 MHz, bandwidth of 24 MHz).

Started supplies of automatic direction finders with operating frequency range of 1,5-8000 MHz: ARTIKUL-M1, ARTIKUL-M6, ARTIKUL-S (remote
controlled) and ARCHA-IN Measuring Station of Radio Monitoring and Direction Finding.

Validation and approval of the method for measuring signal parameters by digital measuring receivers ARGAMAK:-1, ARGAMAK-IM, ARGAMAK-IS.
Development of analyzers for signals from digital communication and data transfer systems GSM, CDMA, UMTS, DECT, TETRA, Wi-Fi, WiMAX.
Development of the analyzer for DVB-T/H digital television signals.

Development of a concept for automated spectrum monitoring system (ASMS) ARMADA for radio monitoring at the regional, national or institutional
level and ARMADA software.

2013

Started supplies of ARMADA ASMS. Supplies of the equipment of the automated spectrum management system on the basis of ARMADA ASMS for
the 27th Summer Universiade in Kazan, including fixed and mobile stations for radio monitoring, manpack direction finders, situation room equipment.

Obtained measurement certificates for ARGAMAK-IS, ARGAMAK-M and ARC-KNV4 devices. Validation and approval of the method for measuring signal
parameters using ARGAMAK-M Digital Measuring Receiver.

Development of signal analyzers for LTE data transfer systems, DVB-T2 digital television.
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2014

Started supplies of remote controlled measuring stations for radio monitoring and direction finding (fixed ARCHA-INM and transportable ARCHA-IT)
based on ARGAMAK:-IS Panoramic Field Strength Meter with the simultaneous bandwidth of 22 MHz.

Started supplies of ARC-D11 Model 4 (0.009-8000/ 18000 MHz, bandwidth of 24 MHz).
Development of the ARC-CPS2M module. Development and supplies of the AS-HP5 DF Antenna System (20-3000 MHz).

In order to eliminate locking the digital processing unit by powerful signals in a complicated electromagnetic environment, the broadband receiving path of
ARGAMAK-IS, ARGAMAK-CS, ARC-D11, ARC-D1, ARCHA-INM, ARTIKUL-C, ARTIKUL-M, ARCHA-IT, ARTIKUL-MT, ARTIKUL-T devices is equipped with
an additional narrow-band 0.5 MHz path.

2015

State registration of control software. Validation and approval of measuring the parameters of emission from DVB-T/H/T2 digital TV transmitters by
ARGAMAK:-IS Panoramic Field Strength Meters.

Extending the simultaneous analysis bandwidth up to 24 MHz and functionality of ARGAMAK-MN Digital Radio Receiver. Started production of the
ARC-RP3M Handheld Direction Finder (version 2). Developed and started supplies of ARTIKUL-MT Transportable Direction Finder with the oprating
frequency range of 1.5-8000 MHz and the simultaneous bandwidth up to 24 MHz.

Hardware and software implementation of functions for localization of radio emission sources based on TDOA, amplitude, and hybrid methods.
Publication of the 4th edition of the RADIO MONITORING: TASKS, METHODS, EQUIPMENT monograph.

2016

Started supplies of ASR AREAL. Developed a ARGAMAK-CST Transportable Radio Monitoring and Technical Analysis System based on the
ARGAMAK-CSN Digital Radio Receiver. Developed ARGAMAK-RSS — a compact measuring receiver in a protected version (radio-frequency
sensor). Started supplies of fixed and mobile monitoring stations on its basis. Developed software for manual selective direction finding of signals
from GSM, DECT, Wi-Fi (base and mobile stations) communication and data transfer systems. An analyzer of signals from trunk communication
systems DMR, APCO P25, and ARC-ABS External Wi-Fi Analyzer are designed.

2017

Development of ARC-D15R Remote Radio Monitoring System (18 GHz range) based on external units of the ARGAMAK-VM Digital Radio Receivers.

Software for automatic selective direction finding of signals from GSM, UMTS, LTE, DECT, Wi-Fi (base and mobile stations) communication and
data transfer systems is developed.

The AUTOMATED SPECTRUM MONITORING SYSTEMS AND THEIR COMPONENTS monograph is published.

2018
2019

Development and tests of ARTIKUL-V2 Automated Wide-Range Azimuth-Elevation Direction Finder has been designed and tested. The direction
finder is intended for installation in compact helicopter. Operating frequency range 100 - 3000 MHz. The direction finder provides for localization
of ground radio emission sources by consequent multi-position triangulation-based method, as well as single-position method within the area of
electromagnetic access.

Engineers of IRCOS have finished upgrade of ARTIKUL-H1 Manpack Automatic Direction Finder with replaceable antenna systems. Upgraded direction
finder based on ARGAMAK-D11 Two-Channel Radio Receiver has simultaneous bandwidth of 24 MHz within frequency range from 220 to 8000 MHz.

National Automated Spectrum Monitoring System ARMADA was supplied abroad and implemented in a foreign country. Now it's successfully
operated and currently being extended.

Started supplies of ASR AREAL-1, AREAL-2, AREAL-3, AREAL-5.

The Radio Monitoring. Automated Systems and Their Components monograph is published by Springer International Publishing AG in Signals
and Communication Technology series.

2020

The ARTIKUL automated direction finders having function of selective direction finding of 2G/3G/4G base stations, 2G subscriber terminals (time-slot
division of the tubes working on the same frequency), have got function of selective direction finding of Wi-Fi devices withe refernce to their MAC-
addresses, icluding those of them, which work in non-standard ranges.

Development of ARC-PS330 Frequency Range Extension Module (single-channel, frequency range from 3 to 30 GHz) has been completed.

Started supplies of ARC-D19R Monopulse Remote Radio Monitoring System (frequency range from 9 kHz to 30 GHz) based on external units of
ARGAMAK-VM Digital Radio Receivers.

2021

Development of ARC-D11 Two-Channel Radio Monitoring System (Model 5) with simultaneous bandwidth of 100 MHz and frequency
range of 0.009 - 8 000/30 000 MHz with integrated frequency down-converter up to 30 GHz for single channel (optionally) has been
completed. ARGAMAK-D11 (model 5) Two-Channel Digital Panoramic Radio Receiver become a base of family of new technical
means, including direction finders and multi-functional systems of technical analysis.

3Development of ARC-PS330-2 Wideband Frequency Down-Converter (two-channel, frequency range from 3 to 30 GHz) has been completed.

2022

Started supplies of ARC-D11 Two-Channel Radio Monitoring System based on ARGAMAK-D11 Two-Channel Radio Receiver, Model 5
(0.009-8000/ 30000 MHz, bandwidth of 100 MHz at each channel).

The AUTOMATED SPECTRUM MONITORING SYSTEMS AND THEIR COMPONENTS monograph, 2nd, corrected and supplemented,
edition is published.

2023

Started supplies of ARGAMAK-D11 (Model 5) Two-channel Digital Panoramic Radio Receiver (0.009-8000/ 30000 MHz, bandwidth of
100 MHz).

2024

Completion of engineering and start of delivery of AC-HP8 (220 — 8000 MHz) Azimuth-Elevation DF Antenna System to be operated with
ARTIKUL-D11, ARTIKUL-H1, ARTIKUL-MT Portable Direction Finders providing for radio monitoring over land, sea and in airspace.

It has been completed the engineering of ARSENAL-I Radio Network Analyzer (20 — 8000/30000 MHz) based on the ARGAMAK-IN
Panoramic Field Strength Meter for operation in mobile and manpack modes. Now it is being prepared for mass-production.

2025
2026

Publication of the 3nd, revised and supplemented, edition of AUTOMATED SPECTRUM MONITORING SYSTEMS AND THEIR COMPONENTS
monograph.
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